MIHICTEPCTBO BHYTPIIIIHIX CIIPAB YKPAITHU

XAPKIBCHbKNI HAIIIOHAJIBHUM YHIBEPCUTET
BHYTPIIIHIX CIIPAB

Kadeapa nporuaii kidep3aounnnocTi, paxyabrer Ne 4

INPOI'PAMA

HaBYaJbHOI qucuuiuting " Ilporuais Kidep3a0unHHOCTI; Oe3neka iHGopManiiiHuX
Ta KOMYHIiKAI[iITHUX cucTEM "'
BUOIPKOBUX KOMIIOHEHT
OCBITHBOI IMPOTPAMH MEPIIOTO PIBHS BUIIOT OCBITH

125 "Kioepoe3neka" (be3neka indopmaniiiHuX Ta KOMYHiKaliifHUX cUCTEM)
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3ATBEP/I’KEHO CXBAJIEHO

HaykxoBO-METOOUYHOIO pajoro Buenoro paznoro
XapKiBChKOI'0 HallIOHAIBHOTO dakynbTeTy Ne 4
YHIBEPCUTETY BHYTPILIHIX CIIPaB [Tporokon Bix 18.05.2022 Ne 4

[Iporokon Bix 19.05.2022 Ne 5

HNOT'OAKEHO

Cexkuieto HaykoBo-MeToInyHOT paau
XHYBC 3 TexH1YHUX TUCIAILIIH
[TpoTtokon Bix 19.05.2022 Ne 5

PosrnsHyro Ha 3acigaHHi kadenpu npoTuall Kibep3nouumHHOCTI (akynbrery Ne 4
(mpotokon Bix 05.05.2022 Ne 8).

Po3poOonuku:
BUKJIaa4d Kadeapu npotuii kidepznmounHHocTi pakynbTeTy Ne 4, Kanskin C.B.
JOTIEHT Kadeapu mpoTuIii KibepznounHHOCTI hakynbpTeTy Ne 4 Bopomaesa A.O.

Penensenru:
1. 3aBinyBau kadenpu kidbepoesnexku ta DATA-texnonoriit XHYBC, k.1.H., noi., ['Hycos
10.B.

2. 3aBimyBad kadeapu aBTOMaTUKH Ta TenekoMmyHikamii JJoaHTY, n.1.1., noi.,
Jlaktionos I.C.



MOSACHIOBAJIBHA 3AIIUCKA

[Iporpama BuOIpKOBOi HABUAJIBHOI JUCHUILIIHU CKJIaJ€Ha BIIMOBIAHO IO OCBITHBOI
MpOrpaMu MepHIoro piBHsA BUINOI ocBiTH creniadbHocTl 125 "Kibepbesneka" (besneka
1HpOpMAaIIITHUX Ta KOMYHIKAI[IHHUX CUCTEM).

IIpeameTom BUBYEHHS HABYAJIBHOI JUCHUILUIIHU € OpPraHi3alliHO-TEXHIYHI aCIEKTH
3a0e3ne4eHHs 0€3MeKH eEKTPOHHUX IATIKHUX CUCTEM.

Mixkaucunmtinapui  3B’si3ku.  HapuanbHa  JHUCHUMIUTIHA — CIIUPAETHCA Ha
JUCLUUIUTIHA: BUIIA MaTeMaTuka;, iH(OopMaliiiHi TEXHOJIOrii; ajlropuTMizalis Ta
MporpaMyBaHHS; OIepaliifHl CUCTEeMH Ta KOMIT IOTEpHI MEpeki, opraHizailisa 06a3 JaHuX
Ta 3HaHb; Teopis 1HOpMaIllli Ta KOJYBaHHS; MPUKIATHA KPUIITOJOTiS, KibepOe3neka i
(dopMye 3HAHHS IS 3aCBOEHHS JTUCLMILUIIH: U(pOBa KPUMIHATICTHKA; YNPABIIHHS Ta
opraHizaiis B cepi iHpopMarliitHoi 6e3neKu.

[Iporpama HaBYajabHOI JUCIUILUIIHM CKIIAJA€ThCS 3 TakuxX TeM: «EIeKTpoHHI
IIaThKHI cUCTeMU»; «PerymsTopHi BUMOTH 40 O€3MEKH EJIeKTPOHHUX IUIATLDKHUX
cuctem»; «lIpotuis 3104nHaM 3 MIATHKHUMU THCTPYMEHTAMU.

1. MeTa T2 3aBAaHHA HABYAJIHLHOI ANCIHHUILTIHA
1.1. MeTor BUKIIaJaHHS HABYAJIbHOI JUCHUILIIHU "be3neka eleKTpOHHUX TUIATDKHUX
cucrteM" € (popMyBaHHS 3HaHb 3 OPraHI3aIIHO-TEXHIYHUX ACIEKTIB 3a0€3MeUCHHS

OC3MEeKN ENEKTPOHHUX IUIATDKHUX CHUCTEM 1 BMIHb MPOTHAISATH 3JI0YMHAM 3

IUTATHKHUMH IHCTPYMEHTAMH.

1.2. OCHOBHMMH 3aBJAaHHSAMH BHBYCHHS JUCHUILIIHU "be3meka eIeKTpOHHUX

IUTATHKHUX CUCTEM" €:

® O3HaOMJICHHS 13 OpraHi3aliifHO-TeXHIYHUMHU acleKTaMHu 3a0e3MeueHHs
0e3MeKH eEKTPOHHUX TUIATIKHUX CUCTEM;
e (opmyBaHHS BMIHb MPOTUIISATH 3JIOYMHAM 3 TUIATDKHUMU IHCTPYMEHTAMH.
1.3. 3riiHO 3 OCBITHROIO MPOTPaAMOI0 3700yBadl BUIOT OCBITH ITOBHUHHI:
3Hamu: OpPTaHI3aIIMHO-TEXHIYHI aCMeKTH 3a0e3medyeHHsT Oe3MeKH eJEeKTPOHHHX
TUTATKHUX CUCTEM:
- MPUHIOHUIU POOOTH OAHKIBCHKUX €JIEKTPOHHUX TUIATIKHUX CUCTEM B
KOMEPIIHHIN AISITBHOCTI;
- CKJaJ0BI IHQPACTPYKTYPH €ICKTPOHHUX TUIATIHKHUX CUCTEM;
- 0aHKIBCBKY CUCTEMY YKpaiHU sIK 00’ €KT 3aXHCTY;
- BHUMOTH CTaHJIAPTy O€3MEKHU JaHUX Taly3i MIATHKHUX KapTOK.
éMimu: TIPOTUIATH 37TI0YMHAM 3 TUIATDKHUMH IHCTPYMEHTAMMU:
- 3 0aHKOMAaTOM;
- B TOPriBeJIbHO-CEPBICHUX MIAMPUEMCTBAX;
- 3 IUIATDKHOKO KapTKOIO;
- 3 PEeKBI3UTaMH IIATIKHUX KAPTOK B TOPTiBEIHHO-CEPBICHUX
iATPUEMCTBAX;
- 3 IIATDKHUMU THCTpYMEHTaMu 0€3 MPUCYTHOCTI KapTKH;
- B CHCTEMax JIUCTaHIIMHOTO OAaHKIBCHKOTO OOCITyTOBYBaHHS.
1.4. ®opma miACYMKOBOTO KOHTPOJTIO - 3aITIK.
Ha BuBYeHHS HaBUaIbHOI qucHMILTiHU BigBoauThes 120 ronun/4 kpenutu ECTS.

1.5. IIporpamHi KOMIIETEHTHOCTI:

IIporpamHi KoMneTeHTHOCTI, IKi GOPMYIOTHCSI IPH BUBYCHHI HABYAJIbHOI IMCIUILTIHM:
InTerpanabna 3MaTHICTh CaMOCTIMHO JOCTIDKYBAaTH 1 pO3pOOIOBAaTH KOMILIEKCHI
KOMIIETEHTHICTh cuctemMu 3a0e3nedeHHs KibepOe3mekn BUKIAAaTH 1 3MiHCHIOBATH
aHAJIITUYHY JIUTBHICTH B 00acTi KibepOe3neku

3arajabHi 3K 1 [ 3parnicts 10 abCTpakTHOrO, JOTIYHOTO, KDUTUMHOTO MUCIEHHS
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KOMIIETEHTHOCTI Ta BCTAHOBJICHHS B3a€MO3B’A3KIB MK SIBUIIIAMU Ta MPOLECAMHU
GK)

®daxoBi @K 1 | 3paTHicCTh BUKOPHCTOBYBATH aKTYaJIbHI MIAXOIM Ta TEXHOJOTIi
KOMIIETEeHTHOCTI 3a0e3neueHHss KiOepOe3mekn Yy TMO€IHAHHI 13 MOTPIOHUMU
cneniajbHOCTI MPOrpaMHUMU IHCTPYMEHTaMU aHalli3y Kibep3arpos

(PK)

2. KopoTkuii onuc 3MicTy HABYAJbHOI JMCHMILTIHA

Tema Ne 1. EslekTpoHHI IU1aTI2KHI cucTeMHu

Mopeni TpaHcakuid B TpaAMLiMHIA Ta enekTpoHHIM Komepuii. CkiagoBi
IHQPACTPYKTYpH  €IEKTPOHHUX  IJIATDKHUX  cucTeM.  DYHKI[IOHYBaHHS Ta
0o0cnyroByBaHHs MJIATHKHUX KapToK. [1naTikH1 cucteMu KpuntorpadiyHUX BaJIIOT.

Tema Ne 2. PeryasiTopHi BUMOTH /10 0€31eKH eJIEKTPOHHUX IJIATI)KHUX CUCTEM

OpranizaiifiHO-TeXHIYHI AaCMEeKTH CUCTEMH 3aXHCTy iHQopmaiii B OaHKIBCHKiH
rajty3i Ykpainu. Bumoru cranmaprty Oe3neku JaHuX ranys3i miarbkaux kapT (Payment
Card Industry Security Standard).

Tema Ne 3. IIpoTuaisi 3109MHAM 3 IVIATI>KHUMH iHCTPyMEHTaAMU

3704YMHU 3 TUIATDKHUMH 1HCTPYMEHTaMHM B OaHKOMAaTi. 3J0YMHM 3 TUIATLKHUMU
iHCTpyMeHTamMu 0Oe3 mnpucytHocti kaptku (card-not-present, CNP). Ilporumpashe
BUKOPHUCTaHHS KapTKOBUX PEKBI3UTIB (IIaxpaiichKi omepailii). PearyBanHus Ha 3104MHU
3 IUIATDKHUMU 1HCTpyMEHTaMu B OaHkoMarax. PearyBaHHs Ha HECaHKIIOHOBaHI
ruiatexi. PearyBaHHs Ha miaxpaiicTBa JAeprKaTeiB IUIATIKHUX KapTOK.

3. PexomennoBaHna Jiteparypa (0OCHOBHA, J0NOMikHA), iHGopmaniiini pecypcu B

InTepneri
OcHoBHa:

1. [Ipo Ganku 1 GaHKIBCHKY AisUTbHICTH: 3akoH Ykpainu Big 07.12.2000 Ne 2121-111 //
baza JTaHUX «3aK0HOIaBCTBO VYkpaian»/BepxoBHa Pana Ykpainu.
URL:https://zakon.rada.gov.ua/laws/show/2121-14 (nata 3Bepuenns: 26.08.2020).

2. [Ipo Bamroty i BaymoTHI omnepaiii: 3akon Ykpainu Big 21.06.2018 Ne 2473-VIII /]

baza JTaHUX «3aK0OHO1aBCTBO Ykpainn»/BepxoBaa Pana Ykpainu.
URL:https://zakon.rada.gov.ua/laws/show/2473-19 (nata 3Bepuenns: 26.08.2020).
.IIpo Harmionansauii 6ank Ykpainu: 3akoH Ykpaiau Big 20.05.1999 Ne 679-XI1V /]
baza JTaHUX «3aK0OHOIaBCTBO Ykpainn»/BepxoBaa Pana Ykpainu.
URL:https://zakon.rada.gov.ua/laws/show/679-14 (nata 3Beprenns: 26.08.2020).

4. Ilpo mmatixkHi cHCTeMHM Ta TMepeka3d KomTiB B YKpaiHi: 3akoH YKpaiHu Bif
05.04.2001 Ne 2346-I11 // baza nanux «3akoHomaBcTBO YKpainm»/BepxoBna Pana
VYxpaiau. URL:https://zakon.rada.gov.ua/laws/show/2346-14 (nata 3BepHEHHS:
26.08.2020).

5. [Ipo minHi manepu ta GougoBuil puHOK: 3akoH Ykpainu Bim 23.02.2006 Ne 3480-
IV /| bBa3za nmammx «3akoHomaBcTBO Ykpainm»/BepxoBHa Pama VYkpainu.
URL:https://zakon.rada.gov.ua/laws/show/3480-15 (mara 3BeprenHs: 26.08.2020).

6. [Ipo enextponHi MoBipui mocayru: 3akoH Ykpainu: 3akon Ykpaiau Big 05.10.2017
Ne 2155-VIII // baza nanux «3akoHOJaBCTBO YKpainmy/BepxoBHa Pana Ykpainu.
URL:https://zakon.rada.gov.ua/laws/show/2155-19 (narta 3Bepuenns: 26.08.2020).

7. Payment Card Industry (PCI) Data Security Standard. Requirements and Security
Assessment Procedures. Version 3.2, April 2016.
URL:https://www.pcisecuritystandards.org/documents/PCl_DSS_v3-
2.pdf?agreement=true&time=1480496667980 (nata 3Bepuenns: 26.08.2020).

w
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8.

9.

Zanepknsuuiit.  M.M., MenbaukoB O.®D. OcHOBU €KOHOMIYHOI  O€3MeKH:
Hapuansnauii nocionuk. — K.: KHT, 2009. 337 c.
Meronuka po3KpUTTS 3J0YMHIB, BUMHEHUX Yy cepl PYHKIIIOHYBAHHS IMIATLHKHUX
KApTOK Ta €JIEKTPOHHUX po3paxyHKiB. / MBC VYkpainu, XapkiB. Hall. yH-T BHYTD.
capas; O.1. besmanosa, JI.T. Kapmizin, B.B. Hocos, O.B. anxaii, B.I. Ctpensinuii.
Xapkis, 2013.

10. [Ipotuais 3mounHaMm y cepl BUKOPUCTAHHS IJIATHKHUX IHCTPYMEHTIB. Marepianu

11.

12.

TPEHIHTYy areHTiB 1 iHcnekTopiB kibepnominii. / OSCE. Xapkis, 2016.
bannypka O.M., I'nymenko B.B., I'mymenko A.C. I'poui 1 kpeaut. [iagpyunux. 2-
re BU/., A01. 1 nepepo0., «Marnomist 2006», 2018, 368 c.
Llentpanpauii OaHK i rpomoBo-kpeautHa noiithka. [limpyd. / I'.B. Cinakosa,
O.A. I'narenko, I'.I. JlanoBchka, H.I. Knumam, [ra 1H.] 3a 3ar.  pen.
T.A. TI'oBopymiko. — JIbBiB «Marnoumis 2006», 2018. — 296 c.

JlomomizkHa:

13. T'CTY CVYIb 2.0/ISO/IEC 27002:2010. IudopmariiiiHi TeXHOJOTIT METOIU

3axMCTy. 3BiJ MpaBWi i ynpasiiHHg iHQopmamiiHow Oe3nekor. (ISO/IEC
27002:2005, MOD). Bupanus odimiiine. Kuis. Hamionanpauit 0ank YkpaiHu.
2010. URL.: http://s-byte.com/useful/27002.pdf (nara 3Bepuenns: 26.08.2020).

14. MeroauuHi peKOMEHJaIli 0[O0 BIOPOBAHKCHHS CHCTEMH  YIIPaBIIHHS

iHopMaIliiiHOIO 0Ee3MEeKO Ta METOJMKH OI[IHKKM PHU3UKIB BIAMOBIIHO 0
crangapriB HamionanpHoro Oanky Ykpainu // basza manux «3aKOHOJAaBCTBO
VYkpaiau» /BP Ykpainu. URL: http://zakon3.rada.gov.ua/laws/show/v0365500-11
(maTa 3BepHenHs: 26.08.2020).

15. 3akoH Ykpainu «IIpo 3axuct iHdopmalii B iHpopmaIliiHO-TeIEKOMYHIKAIIIHHUX

cucremax» Big 05.07.1994 // Bimomocti BepxoBnoi Pamu Ykpainu, 1994, Ne 31
(02.08.1994), cr. 286 (31 3minamu Ta gonoBHeHHssMH Ha 26.08.2020).

16. [ToctanoBa Ilpapminas HarionansHoro 6anky Ykpainu Big 26.11.2015 Ne 829.

17.

18
19
20
21

"[Ipo 3aTBepmKeHHS HOPMATHBHO-TIPABOBHX aKTIB 3 THUTaHb iH(popMariiHOi
oesmeku".
[locranosa Ilpasninas HanionansHoro 6anky Ykpainu Ne 267 Big 14 numnusa 2006
poky. "IIpo 3arBepmxenHs IIpaBwi 30epiraHHsi, 3axHCTy, BUKOPHCTaHHS Ta
PO3KpUTTs OAHKIBCHKOI TaEMHUITI".

Indopmaniiini pecypcu B iHTepHeTi:
_http://www.bank.gov.ua/
_http://ema.com.ua/
_https://www.european-atm-security.eu/
-https://www.pcisecuritystandards.org/

4. 3aco0u ouniHIOBaHH 3100yBaviB BUIIIOI OCBIiTH
3 METOI0 TIarHOCTUKH YCHIITHOCTI HABYAHHS BUKOPUCTOBYIOTHCS :
MOTOYHE MUCHMOBE OMUTYBAHHS HAa CEMIHAPCHKHUX 3aHITTIX MO TEeMaTHII JICKIIiH,
o OyJu IPOCTyXaHi;
TEMaTU4YH1 MUCHMOBI caMOCTIitH1 poboTH y hopmi pedeparTis;
KOHTPOJIb 32 TECTOBUMHU 3aB/IaHHIMU;
MIJICYMKOBE TECTYBaHHS 3 yCi€l AUCHUILUIIHY — 3aJ1K (€K3aMEH).

IIutanus, 200 TeCcTOBI 3aBAaAHHS, IKI BAHOCATHCS HA CKJIAJMAHHA MIJICYMKOBOI0

KOHTPOJIIO (3aJ1iK, eK3aMeH)

1. Po3zkpuiite 3MICT eTamiB KOMEPIIHHOI TpaHCaKI[1i TUIIOBOTO O13HEC-TIPOIIECY.
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300pa3uTH Ta MOSCHUTU B3aEMOJIII0 YHYACHUKIB KOMEPLIMHOT JISIBHOCTI.

OxapakTepuszyiTe BUAU €ICKTPOHHOT KOMEPIIii.

300pa3uTH Ta MOSCHUTU CTPYKTYPY TUIIOBOT €JIEKTPOHHOT MJIATIXKHOT CUCTEMH.

Skoro € 3aranbHa cxeMa Internet-banking?

Ski 3aga4i 3axXUCTy 1H(OpMaIli BUPIIIYIOTHCA B CUCTEMAaX €JIEKTPOHHOr0 Oi3HeCy?

SlkuMH € OCHOBHI BHIW 3arpo3, M0 MOPYIIYIOTh IHTEPECH CIOKHMBada, TpHU

3M1MCHEHH1 KOMEPIIHHOT TpaHCaKI1i?

8. SxuMH € OCHOBHI BUIM 3arpo3, 110 NOPYIIYIOTh IHTEPECH MOCTa4YaJIbHUKA, [IPU
3M1MCHEHH1 KOMEPIIHHOT TpaHCaKI1i?

9. Illo BigHOCSATBHCS A0 TPaH3AKIIIH, 1110 3A1MCHIOIOTHCS B CEPEAOBUIIT «OOIUYYS 110
obmuust» (Face-to-face environment)?

10.1Ilo take MCC toprosiisi?

11. SIxot0 € mpotieypa aBTOpHU3allii 3a IIATIKHOIO KAPTKOO?

12. 5Ixot0 € mpoueaypa KIIpUHTY Ta pO3paxyHKIB 3a 3A1MCHEHOIO orepanien?

13.51kot0 € mporeaypa NpeTeH31MHNX IIIaTexKIB?

14. 1110 BXOIUTH A0 TPAHCAKIIIHHUX JaHUX?

15.13 40oro CKJIaatoThCsl PEKBI3UTH TUIATIKHOI KApTKH?

16. SIx kimacuikyrOThCS HOCIT €JIEKTPOHHUX TUIATIKHUX 3aC001B?

17.51x1 € mexaHi3mu aBTeHTUDiKaIii kirieHTa B JJbO?

18. SIxi1 € iHPopMaIliifH] TOTOKU B CUCTEM1 MOOUTBHUX TUIATEKIB?

19. fIxi1 € 1HbOopMaIliiiHI TOTOKH MOOUIBHUX TIEpeKa3iB, MIATEXKIB 1 pO3paxyHKiB CUCTEMI1
MOOUTPHUX TPOIIICH?

20. fki icHy10Th Oi13HEC-MOEII OpraHizaiii CHCTeMH MOOUTBHUX TIATEXKIB?

21.5Iki icHYIOTH IHTEpHET-OpieHTOBaHI MmiaTixkHi cuctemu (internet-based payment
services) memarepiaiizoBaHUX TPOIICH?

22.3 40Tro0 CKJIaJIaeThcsl OaHKIBChKa cucTeMa YKpaiHnu?

23.5kumu € oCHOBHI OAHKIBCHKI Orepartii?

24 Sxi niatikHi 3ac00M BUKOPUCTOBYIOTHCS B 0AHKIBCHKIM cHCTeM1 YKpaiHu?

25.5lkuM 9YMHOM 3/IHCHIOIOTHCS €JIEKTPOHHI MI>KOAHKIBChK1 PO3PaXyHKH ?

26.Ha sxi muTaHHS Y KOHTEKCTI CHCTEeMH OaHKIBCHKOI O€3MeKH Jar0Th BIANOBIIb
HOPMATHUBHI IOKYMEHTH YKpainu?

27. Slka iHopmaIris BiIIMOBIIHO 10 3aKOHOIABCTBA € 00'€KTOM 3aXUCTY?

28. Axi dynkuii moknageHi Ha HBY mono 3axucty iHdopmarii B OaHKIBCBKIA cHCTEMI
VYkpainu?

29. fxa indopmarriss B 0aHKIBCHKii CHCTEM1 CKIaAa€e IepKaBHY TAEMHUIIO?

30.51ka iHpopmaIris BITHOCHTBCSA 10 OaHKIBCHKOT TAEMHUIII?

31. SIx 3aKOHOJJaBYO BH3HAYEHO MOHATTS €JIEKTPOHHUX JTOKYMEHTIB?

32.4kum unMHOM TIepenbadeHo OO0Ir eNeKTPOHHUX JOKYMEHTIB B i1HOpMaIliitHo-
TEJICKOMYHIKAIlIHUX CUCTEMAX?

33.TlosicHITH cXeMaTUYHO MPUHIUT (POPMYBAHHS Ta MEPEBIPKU EICKTPOHHOTO MIAMHCY.

34.TlosicHITh CyTh IUPPOBUX CEPTHPIKATIB.

35. HaBeniTh Ta MOSICHITH CXEMY B3aEMOI11 Cy0'€KTIB MPABOBUX BIIHOCHH Y cepi mociyr
€JIEKTPOHHOTO MiJIIHUCY.

36. Sl 3aKOHOJABCTBOM BHM3HAuECHI MpaBuUiia 3aXUCTy iHPopmalii B iH(opMaliifHo-
TEJIEKOMYHIKallItHUX cucreMax?

37.13 4oro ckiafa€eThCcsl CUCTEMA 3aXUCTy IHQOpMAIl MIATHKHUX CUCTEM 1 Nepekasy

KOIUTIB?

No kWD



38. [Ins skux mpuMmilieHb 0aHKYy BM3HAYEHI PEKUMHI BUMOTH Ta MpPaBWIIa 3 TEXHIYHOTO
3axXUCTy iHpopMarii?

39.4lki BUMOTM BHMCYBAIOTbCA [0 MNPUMILIEHb OaHKy, [0 BU3HAYEHl JUJIS 3aXUCTY
1HpopMarii.

40. Cki1pKM TIepe10aueHo PiBHIB pe3epBYBaHHA 0a3 JaHUX LIEHTpa OOpPOOJICHHSI CUCTEMHU
enekTpoHHuX miatexis HamionansHoro 6anky (LHOCEII)?

41. 1o 3a6e3meuye cucTeMa 3aXUCTy eJIEKTPOHHUX OaHKIBChbKUX TOKyMeHTiB B CEIT?

42 11lo BXOaUTH 10 TEXHOJOTTYHUX 3aco0iB Oe3neku CEIT?

43. 5l 3M1CHIOETHCS TeHepalis Ta PO3MOAUT KIIOYIB €JIEKTPOHHOTO MIANUCY B OaHKY,
akui € yaacHukoM CEII?

44.3 yoro CKJIaJa0ThCs anapartHi 1 mporpamHui kpunrorpadiunoro 3axucty CEII?

45.xum uunom B CEII 3niiicHioethes HaknmananHus EIl enexTpoHHOro 0aHKIBCHKOTO
NOKYMEHTY?

46. Slkum yunom B CEII 3aiiicHioeThes nepeBipka EIN enekTpoHHOro 0aHKiBCHKOTO
NOKYMEHTY?

47.5lkuM 4MHOM 3AIMCHIOETHCS MU(PYBAaHHS €IEKTPOHHUX OAHKIBCHKUX JOKYMEHTIB B
CEIT?

48. Slxi TN kpunrorpadiyHUX KIFOYIB 1 IS AIKMX onepalliii BukopuctoByoTbesa B CEIL
VYkpainu?

49. ki Hocli KI04oBOi 1HGOpMaIlii nependadeni Jist yaacHuka CEIT?

50. Axi opraHizaifiiini 3axoau iHpopmalliiiHoi 6e3rnekn HeoOX1THO 3MIMCHUTH YYaCHUKY
CEIT?

51.f/lkuM YMHOM 3IIMCHIOETHCS KOHTPOJIbL TepUTOpiasibHUM yropaBiaiHHsM HBY 3a
BUKOHAHHSM BHUMOT IIOJI0 3aXUCTy iH(popmaiii 6ankamu yuacHukamu CEIT?

52. SIki OCHOBHI MOPYIIICHHS XapaKTepHI B opraHizailii poooTu i3 3acobamu 3aXucTy
iHpopmMmarii Hb Ykpainu?

53.Yu moTpiOHO JIEH3YBaHHS MAUSUTBHOCTI Yy cdepl KpUNTOrpadidHOTO 3aXUCTy
iH(popMallii B 0aHKIBCBKIN cucTeMi YKpaiHu?

54. SIki OCHOBHI HOpMATHBHI IOKYMEHTH po3po0ieHo B mexax PCl SSC?

55.3 sKUX KpOKIB CKJIAMa€ThCs cHUcTeMa cepTudikamii TUIaTDKHUX CHCTEM Ha
BianoBinawTh cranaapty PCl DSS?

56. SIki opraHizartii 3aay4arTbest 0 cepTHdIKaIli MIaTHKHUX CHCTEM Ha BIAMOBIAAIOTH
cranmapty PClI DSS?

57. 1o BUCTYIIa€ B IKOCTI 00’ €KTIB 3aXUCTy 3rigHo ctanaapTy PCI DSS?

58.111o BIAHOCUTBHCA IO TAHUX TpUMaya KapTH 1 € 00’ €KTOM 3aXHCTy?

59.3 9oro CKJ1a1a€ThCs CEPEIOBHINE JAHUX TPUMaUiB KapT?

60. SIxi Bumoru ctangapty PCl DSS nampaBieHi Ha CTBOpPEHHS 1 MIATPUMKY O€3MeYHOi
MepeXeBO1 IHPPACTPYKTYPH TIATIKHOT CHCTEMH?

61. ki Bumoru crangapty PCl DSS wnampaBieHi Ha 3aXHCT MaHUX TpUMada KapTH B
MJIATDKHIN cucTemi?

62. ki Bumoru crarmapty PCl DSS nampaBneni Ha MATPUMKY TIPOTPaMH yIIPaBIiHHS
BPa3MUBOCTSIMU B IIATOKHIN cUCTEM1?

63. SIxi Bumoru crangapty PCl DSS nanpasiieni Ha BIpOBa)KEHHSI MIOCUIICHUX 3ac00iB
yOpaBJIiHHS JOCTYIIOM B IUIATKHIN cucTEMi?

64.5xi Bumorm craugapty PCl DSS HampaBieHi Ha perynspHUNA MOHITOPUHT 1
TECTYBaHHSI MEPEKEBOI IHPPACTPYKTYPH B IJIATIKHINA cUCTEM1?

65. Sk gacto 3rimHo crangapty PCl DSS motpibHO mpoBOAWTH aHami3 HAIAMTyBaHb
MDKMEPEKEBUX €KPaHiB 1 MapIIPyTU3ATOPIB?



66. k1 3rigHo cranpapty PCl DSS HeoOXigHO BHKOPHCTOBYBAaTH  TEXHOJOTIT
B1JIJIaJIEHOTO aJIMIHICTPATUBHOIO JOCTYITY?

67. Axi1 nani 3rigHo crangapty PCI DSS no3Bonsierbest 30epiratu B miaaTixkHIA cuctemi?

68.5k yacto 3rimHo ctanaapty PCl DSS mnotpiOHO mepeBipsATH NporpaMHuUi KOJA Ha
HasIBHICTb BPa3JIMBOCTEM?

69. Sk wacto 3rigHo cranaapty PCI DSS notpibHO BujaieHHs 3a0JI0KOBAaHUX O0JIIKOBHUX
3anuciB?

70. Sk gacto 3rinHo cranaapty PCI DSS notpiOna 3MiHa maposist KopuctyBaua?

71.Sxumu € Bumoru crangapty PCl DSS no nonituku maposnis?

72. Slk11o 1HIIMI TepMiH HE BU3HAYEHO 3aKOHOJIAaBCTBOM, TO 3rigHO ctanaapty PCl DSS
CKUIBKH MOTPIOHO 30epiraTu JaHi, ikl 310paHi KaMepaMHu B1I€OCIIOCTEPEIKEHHS ?

73.4xi monii 3rigHo ctangapty PCl DSS moTpibHO mpOTOKOJIOBATH B IUIATIKHIN
cucremi?

74. 51k vacro 3rigHo ctanaapty PCl DSS cnin nepernsgatu sxypHaJId MPOTOKOIIOBAHHS
o1 ?

75. SIx wacto 3rinHo ctangapty PCl DSS cnin ananizyBaTu 6€3pOTOB1 MEPEXK1 3 METOIO
1IeHTH(IKAII1] BCIX BUKOPUCTOBYBAHUX MPUCTPOIB?

76.ETanm 35104MHIB 3 MJIATDKHUMU 1HCTpyMEHTaMU B OaHKOMarax 3a Kiacuikaiiero
IUIATDKHOT IHAYCTPII.

77.DopMH 3JI0YMHIB 3 IMJIATIHKHUMHU THCTpPYMEHTaMHM B OaHKOMarTax 3a Kiacuikaiiero
IUIATDKHOT 1HAYCTPII.

78. Buu 37104MHIB 3 TUIATHKHUMU 1HCTpYMEHTaMU B 0aHKoMaTax 3a Kiacudikaliiero
IaTHKHOT IHAYCTPIi.

79. Knacudikarrist maxpaicTBa B TOPTiBEIbHO-CEPBICHUX MTIAMPUEMCTBAX.

80.Knacudikariss 37J0YMHIIB Ta PI3HOBHUJIIB IIaxXpaiiCTBa B TOPTIBEIbLHO-CEPBICHUX
HIATPUEMCTBAX 3 MULTI0 KOMITPOMETAIlIi KapTOK.

81.Knacudikaiisi 3JIOYMHIIB Ta PI3HOBUIIB IIaXpalicTBa B TOPTiBEIBHO-CEPBICHUX
HiATPUEMCTBAX 3 IUUIIO 3M1IMCHEHHS MaXpaiChKUX OIeparlii.

82.1lepenik iHdopMalii Ta mKepen il OTpUMaHHSA Ui PO3CIIyBaHHS IIaxpaicTBa B
TOPTiBEJIbHO-CEPBICHUX MIMPUEMCTBAX.

83.35m0unHHU 3 MIATIKHUMU 1HCTPYMEHTaMHu 0e3 IMpHCYyTHOCTI KapTku (card-not-present,
CNP).

84. TexHOJNOT1i MOMMPEHHS MIKIAJIUBUX MPOTPaM 3 METOI0 BUKPaJACHHS KOHQIIEHIIHHOT
iHbopmarlii moao OaHKIBCHKUX PEKBI3UTIB (KApTKOBUX PEKBI3UTIB Ta OOJIIKOBHX
JTaHux cucteM [HTepHeT-0aHKIHTY).

85.1lpuunHN Ta Kepena BUTOKY KoHGineHmiiHOi iHdopmarii (Data Breaches) mpo
KapTKOB1 PEKBI3UTH.

86. CrtocoOu pOTUTIPAaBHOTO BUKOPUCTAHHS KAPTKOBHUX PEKBI3UTIB.

87.11laxpaiicTBO AepraTes TIATHKHOT KapTKH.

88.Mexanizmu 6e3meku J1bO.

89.3aranbHa cxema 3nouuny y JBO.

90.03nakwu iHIUACHTY B cucteMi J[BO.

91.PearyBanHs Ha 3JI0YMHU 3 TUIATHKHUMU IHCTPYMEHTaMU B OaHKOMaTax.

92.PearyBanHsi 0aHKIB Ha HECAHKI[IOHOBaH1 IIATEXKI.

93.PearyBanHs MOl HA HECAHKI[IOHOBaH1 IJIATEXKI.

94 PearyBaHHs Ha 1axpaicTBa JepKaTeiB IIaTHKHUX KapTOK.
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