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MMOACHIOBAJIBHA 3AIIUCKA

[Iporpama 6ubipko6oi HaBYAIBHOI JUCIHUIUIIHM CKJIaJ€Ha BIAMOBIIHO [0
OCBITHBOI TMPOTpPaMH nepuio2o PIBHA BUIIOI OCBITH cneyianvHocmi «lIpasoy
cneyianizayii «I[lpomudis Kibep3104UHHOCMIY.

IIpeaMeToM BUBYCHHS HABYAIBHOI JUCITUIUIIHU € OCOOJMBOCTI BUKOPUCTAHHS
KOMIT'FOTEPHUX  TEXHOJIOT1 MpaliBHUKaMHM MO 3 METOI0  BUSBJICHHS,
MOTIEPEKEHHS Ta PO3CIIITyBAHHS 3JIOYHHIB.

Mixaucuumiinapi 38’a3ku: «Kidepbesnekay, «OnepaTuBHO-PO3NIYKOBA
TISUTBHICTBY, «LludpoBa KpuMiHATICTHKAY.

[Iporpama HaBYaIBHOI JUCHUIUIIHU CKJIAJA€THCS 3 TAKUX TEM:

1. 3acagHnyl TPUHIUITKI TPOTUIIT K1I0€P3TOUMHHOCTI.

2. OnepaTuBHE MacKyBaHHs y Kibepcdepi.

3. KpuminanbHa po3Bijka.

4. Oco06aMBOCTI BUKOPUCTAHHS TEXHOJIOTIH I1]] 4ac MOonepe»KeHH Ta
pO3cIiTyBaHHS KiIO€p3JI0UHHIB.

1. MeTta Ta 3aBIaHHS HABYAJbHOI THUCIMILTiHH
1.1. Meroro BUKJIAJaHHS HaBuYajdbHOI JucuuiLliHU «llominelicbka MISVIBHICTD Yy
Kibepcdepi» € 3aCBOEHHSI KypCaHTaMu OCOOJIMBOCTEN BUKOPUCTAHHSI KOMIT IOTEPHUX
TEXHOJIOTIA TMpaliBHUKAMMU TOJIIII TiJI 4Yac BHUSBJICHHS, TMONEPEIHKEHHS Ta
PO3CIIiTyBaHHS 3JI0YHHIB.
1.2. 3aBnanHsMu BUBUYCHHs auctuiuiiau «llominericbka misutbHICTD y Kibepcdepin €
JOCIIIJKEHHSI TPUHIMUIIB Ta METOMIB MNPOTUAIl Kibep3nounHaMm (BU3HAYCHHS,
kiacuikaliis, opraHizaliiHi OCHOBH, HOPMAaTHUBHO-TIpaBOBa 0a3a 3acTOCYBaHHS,
TUMOBI  CXEMH), O3HAWOMJIEHHS 3  MDKHApPOJHHUM  JOCBIIOM  MPOTHII]
Ki0ep3I0UMHHOCTI (0COOIMBOCTI MPOTUAIT KIOEP3JTOYMHHOCTI y KpaiHaxX 3 aHIJo-
CaKCOHCHKOIO Ta POMaHO-TEPMAHCHKOIO CHUCTEMaMHU TMpaBa), 3aCBOEHHS MOJENeH
NOJIILIENCHKOT PO3BIAKKA, METOMIB 1 CIOCOOIB ONEPAaTUBHOIO MACKyBaHHS Y
kibepcdepi, HaOyTTS 3HAHb 1 HABUYOK BHUKOPUCTAHHS TEXHOJOTIA TMiJ dYac
MONEPEIKEHHS Ta PO3CIITyBaHHS KiOEp3JI0OUHHIB.
1.3. 3rigHO 3 OCBITHBOIO MPOrPAMOIO 3400yBayl BUIIOI OCBITH MOBUHHI:
3HATH:
— BHU3HAYEHH$, 03HAKM Ta KJIAcH]iKallito KiOep3I0UHHIB,;
— HOPMaTUBHO-TIPABOBY 0a3y MpOTHU/IIT KIOEP3IIIIOUNHHOCTI;
— OprasizamiiHy CTPYKTypy HpPOTUMIi KIOEP3JIOUYMHHOCTI MPaBOOXOPOHHUM
opraHamu B YKpaiHi Ta 3a ii MeXaMu;
— 0COOJIMBOCTI oOpraHizamii 1 TAKTUKA ONEPATHUBHOTO MACKyBaHHS IIIJ Yac
poOoTH B iH(OPMAITITHO-TEIEKOMYHIKAI[ITHUX CUCTEMAX;
— MOJeI MOJIIEHChKOT PO3BIIKH;
— TEXHIYHI 0COOJIUBOCTI OTJIsiAY 3aCO01B KOMII FOTEPHOT TEXHIKHM, BUSBICHUX Ha
MICII O]
— MeToau BcraHoBieHHs [P-anpecy;
BMiTH:
— 3aCTOCOBYBAaTH HOPMH 3aKOHOJABCTBA y MPOTHIIT KIOEP3TOUYNHHOCTI,
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— BH3HAYATH METOJH MPOTHIIi KOHKPETHUM KiOep3IounHaMm;

— BHUKOPHUCTOBYBATH 3apyO1KHHI JOCBIA y MPOTUIT KIOEP3TOUHMHHOCTI,

— 3aCTOCOBYBATH MPHUIOMH ONEPATUBHOTO MAacKyBaHHsA y Kibepcdepi,

— 3JIIMCHIOBATH BijjajgeHui 301p iHGopMaIllii mpo By3Ju KOMI IOTEPHOI MEPEexKi;

— IIyKaTH iH(QOpMaIIiio Ipo 00’ €KTH B MEPEXI;

— aHam3yBaTH NpodiIi COIMaTBPHIX MEPEXK Ta MOIITOBI MOBIIOMIICHHS;

— BCTaHOBJIIOBATH 1H(OpMAIIiIO TTPo PiHAHCOB1 IHCTPYMEHTH;

OyTH 03HAHOMJICHUMHU

— 3 0cOONMUBOCTIMU (YHKIIIOHYBAaHHS KOMII FOTEPHUX MEPEXK, BEO-TEXHOJIOTH,
3ac001B KOMYHIKaIlli, MepeKHUX 3ac001B 30epiranus iHGpopmarlii, GiHaHCOBUX
KOMIT FOTEPHUX TEXHOJIOTIH.

1.4. ®opma miICyMKOBOTO KOHTPOJIIO 3aJIiK
Ha BuBueHHs HaBUaIbHOIT JUCHUILTIHK BiIBOaUThCS 240 ronun / 8 kpenuti ECTS.

2. KopoTkuii onuc 3MicTy HAaBYaJIbHOI AUCUMILTIHA

Tema Ne 1. 3acagnuui NIPUHIUITY TIPOTUIIT KIOEP3TOUMHHOCTI.

O0’ektn Ta Ccy0’e€KTH TPOTUIII KiOep3a0uyMHHOCTI. OpranizaiiiHO-TIPaBOBI
3acaau IPOTHIIT KiO€p37I0UYNHHOCTI. MixxHapoHul JIOCBII IpOTHIIT
Ki0€p3JI0UMHHOCTI. AHAJIITUYHA poOOTa y MPOTHU LT KIOEP3TTOUYMHHOCTI.

Tema Ne 2. OnepatuBHe MacKyBaHHs y Kibepcdepi.

[ToHsTTS, CYy0’€KTH Ta TiJACTaBH 3aCTOCYBaHHS ONEPATUBHOTO MAaCKyBaHHS.
3abe3neyeHHs aHOHIMHOCTI M7 4ac poOOTH B 1H(QOpPMALIHHO-TEIEKOMYHIKAIMHUX
cucteMax. TepMiHOJNOrIYHI  OCOOJIMBOCTI  CHUIKYBaHHS Yy  KiOeprpocTopi.
JlerentyBaHHs MpoQi1iB KOPUCTYBaya Jisl BAKOPUCTaHHS y Kibepcdepi.

Tema Ne 3. KpuminansHa po3Bigka.

[ToHsATTS Ta 3MICT KpUMiHAIBHOI pO3BiAKK (3apyOiKHUN nocBim). Po3Binka 3
Bigkputux mxepen (OSINT).

Tema Ne 4. OcoOIMBOCTI BUKOPUCTAHHS TEXHOJIOT1H II1]] Yac MOMepeHKEHHS Ta
PO3CIIiyBaHHS KIOEP3TI0UNHIB.

Komm’torepHi mepexi Ta BeO-TexHOJorii. 3acobu KOMyHIKalii Ta MepexHi
3acobu 30epiranHs iH@opmMarii. DiHAHCOBI KOMIT IOTepHI TexHojorii. TexHiuHi
0COOJIMBOCTI OISy 3acO01B KOMIT FOTEPHOI TEXHIKHM, BUSBIEHUX Ha MICII MOAIi.
Oco0JMBOCTI JOKYMEHTYBaHHSI HApKO3JIOUMHIB, SIKI BUMHSIOTHCS 3 BHUKOPUCTAHHSAM
MOKJIMBOCTEN Kibepcdepu.

3. PexomengoBaHa Jiiteparypa (0OCHOBHA, JONOMIKHA), iHdopMmaniiiHi pecypcu B
InTepneri
1. Tlopsimok 3AliiCHEHHS JAEpPXKABHOIO KOHTPOJIO 33 MDKHAPOJIHUMU
neperayaMu TOBapiB MOJBIMHOIO BHUKOPUCTAHHSA @ 3aTBEPKEHHUM IOCTaHOBOIO
Kab6inety MinictpiB Ykpainu Ne 86 : Big 28.01.2004 : [13 3MiHaAMU 1 TOMOBHEHHSIMU
Ha 29.11.2018] // Odimiitauii Bicauk Ykpaiau. 2004. Ne 4 (13.02.2004) (gactuna 1).
Cr. 167.



5
2. Gibson W. Neuromancer. London: HarperCollins, 1994. 271 p.

3.  Tunomorii neramizamii (BiIMHUBaHHS) JOXOJIB, OJEPNKAHUX 3JIOYNHHUM
nutsixoM B 2005-2006 poxkax : 3aTBepakeH1 HakazoM JlepxbiHMOHITOPUHTY YKpaiHu
: Bim 22.12.2006 Ne 265 // Ykpainceka inBectHiiitHa razeta. 2007. Ne 44, 11.

4. Tlpo ocHoBHI 3acamm 3abe3medeHHS KiOepOe3mekn VYkpaiHu : 3aKkoH
VYxpainn Bix 05.10.2017 // Bimomocti BepxoBunoi Pamu Vkpaimm. 2017. No 45
(10.11.2017). Cr. 403.

5. Manxait O.B. Bukopucrtanss kibeprnpocTopy B ONepaTUBHO-PO3IIYKOBIN
nisbHOCTI. Ilpaso i 6esneka. 2009. Ne 4 (31). C. 215-219.

6. Bomormii mut. URL:: http://ru.wikipedia.org/wiki/3onotuii mut (mata
3pepHenns: 10.12.2018).

7. Minnesota v. Granite Gate Resorts, Inc., 1996 WL 767431 (Minn. Dist.
Ct. 1996) / Court File No. C6-95-7227. URL::
http://www.loundy.com/CASES/Minn_v_Granite_Gate.html  (mara  3BepHCHHS:
10.12.2018).

8. JlomonoB B. B. CpaBuutenbHOe yrosoBHoe mpaBo. OOmas dYacTh:
moHorpadwus / mox oomur. pen. u Hayd. pea. C. I1. Hleposr. M. : FOpauturdopm, 2009.
448 c.

9. HayxoBo-mpaktuunuii koMeHTap 10 KpuMmiHamsHOTO KOAEKCY YKpaiHu:
3a ctaHoM 3akoHozaaBcTBa 1 IlocranoB [lnenymy BepxoBhnoro Cyay VYkpainu Ha 1
rpyass 2001 p. / 3a pen. C.C. SAnenka. K. : A.C.K., 2002. 906 c.
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4. 3aco0u oniHIOBaHHA 3100yBaviB BUIIOI OCBITH

1. BukopucTaHHs KOMIT IOTEPHUX TEXHOJIOT1H il YaC BUMHEHHS
KpUMIHATBHHUX MPAaBOMOPYIICHb.
[ToHATTS Ta cHOCOOM BUMHEHHS K10E€P3JIOUHHIB.
HopmatuBHO-ipaBoBa 6aza 00poTHOH 3 KIOEP3TOUYUHHICTIO.
Cy06’extu 00poTHOU 3 KIOEP3TOUNHHICTIO.
3aBaaHHs MAPO3ILTIB 60POTHOM 3 KIOEP3TOUNHHICTIO.
OyHKIIT M1apo3a11iB 00POTHOU 3 KIOEP3II0UMHHICTIO.
TunoBi cxemu 3A1CHEHHS KIOEP3IOUHHIB.
BuzHnaueHHs TOHATTS «K1OEpIPOCTip», MO0 O3HAKHU.

9. BuwmHeHHS 3710YHHIB Yepe3 KibeprpocTip.

10. TIutanHs BU3HAUYEHHS KOMIIETEHIIIT PABOOXOPOHHUX OPTaHiB Y
KibepmpocTopi.

11. HInsxu KOHBEPTEHIliT OpraHi30BaHOI 3JI0YMHHOCTI Ta KIOEPIIPOCTOPY.

12. IlimogoGoBa Mepeska I 3iHCHEHHS KOHTAKTIB 3 METOIO HaJaHHS
HEeraitHOi TOMOMOTH JJIs1 PO3CIiIyBaHHs a00 nepeciiayBaHHs! CTOCOBHO
KpUMIHATBHHUX MPABOMOPYIIEHB, MOB'SI3aHUX 3 KOMITFOTEPHUMH CUCTEMaMH 1
JaHUMH, a00 3 METOI0 30UpaHHS T0Ka31B y €JIEKTPOHHIHN (hOpMI, IO CTOCYIOThCS
KPUMIHATBHOTO TIPABOMIOPYIIICHHS.

13. VYkpaiHChKuUii JOCBiJ perytOBaHHS MUTAHHS 3/11MCHEHHS OIepaTUBHO-
PO3IITYKOBHUX 3aXO0JiB IIUISIXOM BUKOPUCTAHHS KiOEpIIPOCTOPY.

14. Opranu 60poTHOU 3 KIOEP3JIOYMHHICTIO B PI3HUX KpaiHaXx.

15. BopoTrba 31 3T0YUHHICTIO 3 BUKOPUCTAHHAM KOMIT FOTEPHHUX TEXHOJIOT1i
y pOCIICBKOMY 3aKOHOJIaBCTBI Ta B TEOPii OMEPaTUBHO-PO3ITYKOBOT JIISITHHOCTI.

16. TucTtpyMeHTH 3A1MCHEHHS OMEPATUBHO-PO3IIYKOBHX 3aXO0/1B Yepe3
kibepmpoctip y CHIA.

17. 3mict oHnaitHOBOI cekpeTHoi onepanii B CIIA.

18. IlpaBuia onnaiiHoBUX po3ciigyBanb CIIA.

19. Bopotsba 3 ki6ep3nounHHicTIO Y @PH Ta 3aransHuil Nopsaok 311HCHEHHS
MIPOHUKHEHHS 32 IOTIOMOI'OI0 TEXHIUYHUX 3aC001B y IHPOPMALIHHO-TEXHIYHI CUCTEMH,

0N OThWD
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10 BUKOPUCTOBYIOTHCS Mi103PIOBAHUM.

20. BuxopucTtaHHs KOMIT IOTEPHUX TEXHOJIOT1H B HETJIacHIA poOOTI
paBoOXOpoHHUX opraniB Bennkoi bpuranii Ta KHP.

21. TloHsTTS, Cy0’ €KTH Ta IMiICTaBH 3aCTOCYBAHHSI OMEPATUBHOTO
MacCKyBaHHSI.

22. 3abe3nedeHHs aHOHIMHOCTI Tij] 9ac poOOTH B iH(GOpMaIliitHO-
TEJICKOMYHIKAIITHIX CHCTEMaX.

23. TepmiHOIOTIYHI OCOOIHMBOCTI CIUIKYBaHHS y KiOEpIPOCTOPi.

24. JlerenayBaHHs nMpoUIIB KOPUCTyBaya sl BAKOPUCTaHHS y Kibepcdepi.

25. TlonAarTs, cCTpyKTypa Ta Kiacudikallis KOMI I0TEPHUX MEPEK.

26. Anpecaliisi B KOMII' FOTEPHUX MepexKax.

27. 3aranbHUI NOPSAIOK MOILIYKY 1H(GOpMAIIil IPaBOOXOPOHHUMH OpraHAMHU
po 00’ €EKTHU B MEPEXKI.

28. Be0-caiiTu, JOIIKH OT'OJIOIICHD.

29. KoM’ toTepHi coriaibHi MEepexi.

30. EnexTponHa momTa.

31. MynbTuMeniiiHi 3aco0u CITKYBaHHS.

32. 3aranpHa iH(bOpMAaIIis Tpo Oa3u JaHUX.

33. XmapHi CXOBHIIA.

34. Peer-to-peer.

35. FTP Ta Bi1eOXOCTUHTH.

36. EnexTponHi rpoi Ta [HTepHET Opi€HTOBaHI TUIATIXKHI CUCTEMH.

37. T'onoBHI ciocoOu Jierani3alii KOIITiB.

38. Orusan ctaHgapTHUX 3aC001B KOMIT IOTEPHOI TEXHIKH.

39. Orasg MOOLTBEHUX 3aC001B KOMIT IOTEPHOI TEXHIKH 13 (DYHKITIEIO
Tenedony.

40. Ornsax aBTOMOOUTBHHX 3aC001B KOMIT FOTEPHOT TEXHIKH.

41. Oco06sMBOCTI BUKOPUCTAHHS KOMII' FOTEPHUX TEXHOJIOT1H B HETJIaCHIN
po6oTi HarionansHo1 nositii Ykpainu.

42. CeHC KpUMIHAIBHOT PO3BIIKH.

43. Crparerii KpUMIHAJIBHOT PO3BIIKH.

44, Buau KpUMIHAJIBHOI PO3BIJIKH.

45. CrpareriuHa KpuMiHaJIbHa pPO3BiJIKa.

46. IHCTpyMEHTH 1 METOM CTPATETIYHOI KPUMIHAILHOT PO3BIIKH.

47. TakTuyHa KpUMiHAJIbHA PO3BIJIKA.

48. IHCTpyMEHTH 1 METOIM TAKTUYHOI KPUMIHAILHOT PO3BIIKH.

49. OmnepaTuBHA KpUMIHAJIbHA PO3BIIKA.

50. [HCTpyMEHTH 1 METO/I OTIEPATUBHOI KPUMIHAIBHOI PO3BIJIKH.

51. 3acobu KpuMiHATBLHOI PO3BIIKH.

52. 3acrocyBaHHS MeTOAOJOTIi Anacapa y KpuMiHaJIbHIN pO3BiIIIi.

53. ETtanu xpuMmiHaIbHOI PO3BIAKH.

54. TloctaHOBKa 3aB/JaHb SIK €Tall 3/[1IMCHEHHS] KpUMIHAIBHOI PO3BIJIKH.

55. 30upaHHs JaHUX K eTal 31HCHEHHS KPUMIHAIbHOI PO3BIJIKH.

56. OmuiHKa 1aHUX SIK eTall 3[1MCHEHHS] KpUMIHAJIbHOI PO3BIIKY.
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Cucremu o1k 4x4, 5x5, 6x6.

O0poOka naHuX K eTar 3A1HCHEHHS KPUMIHAIbHOT PO3BIIKH.

AHaJi3 JaHUX SIK eTar 3/11MCHEeHHS! KPUMIHAIBHOT PO3BIIKH.

Hepero 3B’ s3kiB (link charting).

Hepero mogiit (event charting).

Hepeso minHocteit (commodity flow charting).

Hepeso miii (activity charting).

dinancose npodimoBanns (financial profiling).

YacrtoTHuit rpadik (frequency charting).

Kopensmis nanux (data correlation)

MepexxHuii aHam3 JaHuX.

Oco06auBOCTI TOOY/IOBH JllarpaM 3a JaHUMHU PO TesnedOoHH1 3’ €THAHHS.
Po3poOka aHaMITHYHMX BHUCHOBKIB SIK €Tall 31MCHEHHS KPUMIHAIBHOI

Buan aHamTHYHUX BUCHOBKIB.

3MICT aHAJIITUYHUX BUCHOBKIB. CucteMa 3anutanb SW-+H.

ETanu npoBesieHHs aHali3y KOHKYPYIOUHMX TIITOTES.

[TommpenHs iHPpopMalii sIK eTan 31MCHEHHS KPUMIHAIBHOI PO3BIJIKH.
[ToBTOpHMIT aHa13 iHpOpMAIIii.

Jl>xepena BIAKpUTOI 1H(GOpMALIii.

[Tomryk iHpOpMaIii mpo 00’ €KTH B MEPEKI.

30upanns iHGOpMaIi PO Mepexi JaHUX.

AHani3 npodiIiB COiaTbHIUX MEPEK.

Meroau BcranoBseHHs [P-agpecn.

AHaJi3 3aroj0BKiB €IEKTPOHHUX JJOKYMEHTIB.

AHani3 MeTa/laHuXx.

Cucremaruzariiis ogepkanoi iHdopmariii.

3aranpH1 IHCTPYMEHTH JIJISl aHATI3Y TaHHX.

CeHc Ta 3aBAaHHs KapTorpadyBaHHs 3JI0YMHHUX MPOSIBIB.
[HcTpyMeHTH KapTorpadiyHOro npodiitoBaHHS.

Bukopucranuss MS Excel mnst BupimeHHs 3aBIaHb KPUMiHAIBHOI

Bukopucrannst IBM 12 aiis BupinieHHs 3aBlaHb KPUMiHAIBHOT PO3BIJIKH.
Bukopucranus Palantir ayis BupinieHHs 3aBiaHb KpUMIHAJIBHOT PO3BIIKH.
Bukopucranus Maltego mist BupiieHHs 3aBIaHb KPUMiHATIBHOT PO3BIIKH.
Bukopucranus Splunk i BupiiieHHs 3aBIaHb KpUMIHAIBHOT PO3BIIKH.
Bukopucranus Datasploit s BupinmieHHs 3aBAaHb KPHUMIHAIBHOT

3niiicHeHHs KapTorpadyBaHHs 3 BUKOPUCTAaHHAM 3aco0iB Rigel kommanii
3nificHeHHs KapTorpadyBaHHs 3 BUKOpUCTaHHSAM 3aco0iB CrimeStat.

3niiicHeHHs kapTorpadyBaHHs 3 BukopuctaHusM 3aco0iB RICAS.
BiTunsHsHUM 70CBI TPOBEICHHS aHATITUYHOT pOOOTH.



