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3ATBEPIKEHO CXBAJIEHO
HaykoBo-METOIMYHOO PaJIOI0 Buenoro pagoro dakynbrery Ne 4
XapKiBChKOI'0 HAIlIOHATBLHOTO [TpoTtokomn Bix 21.04.2021 Ne 4
YHIBEPCHUTETY BHYTPIIIHIX CIIPaB

[TpoToxoun Bix 22.04.2021 Ne 4

HOIoJ1’KEHO

Cexkmiero HaykoBo-meTomnuHOT paau
XHYBC 3 TexHIYHUX OUCIUILTIH
[Tporokon Big 21.04.2021 Ne 4

Posrnsnyro Ha 3acimanHi kadenpu iHGOpMAIITHUX TEXHOJIOTIM Ta KibepOesrneku
dakynbTeTy Ne 4 (mpotokon Big 16.04.2021 Ne 8).

Po3poOHuku:

npodecop kadenpu iHbopMaIIiHUX TEXHOJIOTIH Ta KibepOe3neku (akynbrery Ne 4,
K.T.H., noueut HocoB B.B.;

JOLIEHT Kadeapu iHPOpMaLIHUX TeXHONOrid Ta KidepoOesneku (axynbrery Ne 4,
K.}0.H., 1o1eHT Manxaii O.B.

Penenzentu:

3aBigyBady  kKadeapu  iHGOpMAIIHUX  YOPABISIOYMX  CUCTEM  (aKyJIbTETY
KOMIT’ FOTEPHUX HayK XapKiBCbKOTO HalllOHAJIBHOTO YHIBEPCUTETY
pamioeneKkTpoHiku, 1.T.H., mpodecop Iletpos K.E.

noreHT kadenpu iHOpMAIIHHUX TEXHOJOTIA Ta KiOepOesmeku dakyiapTeTy No 4
XapKiBCbKOTO HAIIOHAJIBHOTO YHIBEPCUTETY BHYTPIIIHIX CIpaB K.T.H., JOLEHT
Tynynos B.B.
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1. 3ATAJIBHI METOJAWYHI PEKOMEH AL

KommiexkcHuilt exk3ameH 31 cheriamizaiii y 3100yBadiB BHINOI OCBITH, SKi
HaBYaroThcs 3a cremianbHicTIoO 081  «llpaBo», choemiami3zamiero  «HIpOTHAIS
KiOep3JI0YMHHOCTI», € YaCTUHOIO 1X arecTalii Ta MPOBOAUTHCSA 3 METOIO MEepPEBIPKU
HAyKOBO-TEOPETHYHOI Ta TPAKTHUYHOI MIATOTOBKM BUMYCKHHKIB. Ex3amen
IPOBOAMUTHCA 3a OlleTaMu, CKJIAaJeHUMH Y TOBHIM BiJMOBIAHOCTI 10 HaBYAJIBHHUX
nporpam 3 guctumiin  «KiGepOesneka», «TexHika mMOMIIEHCHKOT IISUTBHOCTI Y
kidepchepi».

Ex3amenaniifHuii  Oi1eT MICTUTh JBa TEOPETHYHUX Ta OJHE MPAKTUYHE
3alUTaHHS.

3anopyKor0 YCIHIIIHOTO CKJIaJaHHS €K3aMEHY € YCIIIIHE 3aCBO€HHS 3700yBaueM
BUIIOI OCBITM 3a3HAUYEHUX HABYAJIbHUX JUCUUIUIIH B 00CS31, BCTAHOBJIECHOMY
poOourMMH HaBUaJbHUMM IporpamMamMu. 30KpeMa, B pe3ylbTaTi BUBYECHHS
HaBYaAJIbHUX JAUCLMILIIH, 110 BUHOCSATHCS HAa KOMILJIEKCHUHM €K3aMeH KOXKeH 3/100yBay
BUIIOI OCBITH MIOBUHEH:

3naru:

- BA3HAYEHHS, 03HAKH Ta KJIacH]iKallio Ki0ep3I0UHHIB,;

- HOpPMaTUBHO-TIPABOBY 0a3y MpOTUI1T KiOEP3IIIIOUMHHOCTI;

- OpraHi3aliiiHy CTPYKTYpy MpOTHAIl KIOE€pP3JTOUYMHHOCTI MPaBOOXOPOHHUM
opraHamu B YKpaiHi Ta 3a ii MeKaMu;

- 0COOJIMBOCTI OpraHizallii 1 TAKTUKU ONEPaTUBHOIO MACKYBaHHS 1]l Yac poOoTH
B 1IH(QOpMaLIHHO-TEIEKOMYHIKAIIMHUX CUCTEMAX;

- MOJIEJII MTOJIIIEHCHKOT PO3BIIKY;

- TEXHIYH1 OCOOJMBOCTI OTJISiy 3aC001B KOMIT IOTEPHOT TEXHIKH, BUSBJICHUX Ha
MiCIIl TTO/IIT;

- METOAM BCTaHOBJICHH: [P-anpecy;

- pi3H1 BuaM KiOepaTak Ha iH(GOpMaIliiiHI 1 KOMYHIKaIiiHI CUCTEMH Ta CriocoOu
3aXHCTY BiJ HUX.

Ymitu:

- 32CTOCOBYBATH HOPMH 3aKOHOJABCTBA y MPOTUALT KIOEP3TOUMHHOCTI;

- BAKOPUCTOBYBATH 3apyO1’KHUI H0CB1J y MPOTUALT KIOEP3JTOUUHHOCTI;

- 3ACTOCOBYBATH NMPUHOMU ONEPATUBHOIO MACKyBaHHs y Kibepcdepi;

- 3JIIACHIOBATH BiJajeHui 301p 1H(pOpMaIlli Mpo By3JIU KOMII IOTEPHOT MEPExKi;

- ryKaTty iH(QopMaIlito mpo o0’ €KTH B MEPEXKi;

- aHaJTI3yBaTH MPOQ Tl COMIATBHIX MEPEX Ta MOIITOBI MOB1IOMJICHHS;

- BCTAaHOBJIIOBATH 1H(OpMaIrito mpo GpiHaHCOBI IHCTPYMEHTH;

- aHaJII3yBaTH MOJXKJIMBI KiOep3arpo3u Ta BHKOPUCTOBYBATH CEpBICH O€3MEKH
1H(OpMAIIHHUX 1 KOMYHIKAIIHHUX CUCTEM.

Habyti 3700yBauamMy BUINOiI OCBITM Ha 3aHATTAX 3HAHHS Ta YMIHHA €
HEOOXITHOIO OCHOBOIO [IJIi MPAKTUYHOI [ISIIBHOCTI 3 TOMEPEIDKEHHS Ta
pO3CIiAyBaHHs KpUMIHAJIBHHUX IMPABONOPYIIEHb, B MPOIECI AKOI 13 HAKOMUYEHHSIM
JIOCBIJ1y 3HaHHS OyayTh MMOTJIMOJIFOBATHCS, @ YMIHHS PO31B’IOThCS J0 PIBHS HaBUYOK.
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Kpumepii oyintoeannsa axocmi ni0comoeKu 6unycKHUKi6
Pe3ynpraT CKIagaHHS KOMIUIEKCHOTO €K3aMEHY BH3HAUYalOTHhCS OIlIHKAMU
«BIIMIHHOY», <JI00pe», «3aJ0BUIBHO» 1 «HE3adoBLIbHO». OIllHKAa pIBHS 3HaHb
KypcaHTa (cilyxada) 3a BIANOBIAb Ha JAEpPKAaBHOMY €K3aMEHI BHUCTABISIETBCA Y
HACTYITHOMY TIOPSJIKY:

Ouinka 3a . .
Biu):llIOBi}Ji Ouinka 3 Ouinka Xapakrepucruk
na ex3ameny B| Ouinka 3a Kpurepii oninroBanus 3100yBa4iB BUIIOT a MOBHOTH
NMPOTOKOJIi | B 6anax | HIKAJO0I) ocBiTH Binnmosiai B
NMUTAHHA 3 .
. EK €EKTC nporokoJi EK
oinery
I'muboxko Ta B MOBHOMY 00cs3i 3acCBOEHHUI IloBHa
MpOTpaMHUIl MaTepiall, MOBHICTIO, CHCTEMHO Ta BHBa)kKeHA
5/5/5 100 A MOCJITIOBHO, TPAMOTHO 1 JIOTIYHO BUCBITICHHN BIAIIOBIAb
o MaTepiall, TICHO IOB’s3aHa TEOPis 3 MPAKTHKOIO.
i BincyTHe BaraHHs 3 BIAMOBIAMIO, BOJOMIHHS C
. . . THCIIA Ta
S HAaBUYKAMH BUKOHAHHS aHATITUYHHX pOOIT; .
= . . 3MICTOBHA
= 3HAHHS MOHOTPa(iYHOTO MaTtepiany; MPaBUIbHE OB
. BiamnoBins
5/5/4 90 A OOIpYHTYBaHHS , apryMEHTAIliss  BJACHHX A A
BHCHOBKIB; BMIHHSI CAaMOCTIiHO y3arajibHIOBATH
Ta BHKJIAJAaTH Marepian, He [JOMYyCKar4Yu
IIOMUJIOK
Bigmosigs
Teepai  3Ha OrPaMHOI0 arepia OXOTOC
B HAaHHA I MHOT marepiai o
4/4/5 85 B P porp faTeplany, OCHOBHHUH
rPaMOTHO Ta MO CYTi BHKIAJa€ WOro, He .
. - Marepiai, ajie €
JIOMTYCKAEThCSI ~ ICTOTHHUX  HETOYHOCTCH Y .
@ . .. . HETOYHOCTI
2 BIJIMIOBIJli HA 3alMUTAaHHSA;, BMIHHS MPaBHILHO =
© , . Maiixe nosHa,
4/414 = MOB’SI3aTH TEOPETUYHI MOJ0KEHHS 3 IPAKTHKOIO .
80 B . . Mae€ He3Ha4Hi
3/4/5 Ta BOJIOJMIHHS HABUYKAMH TPU BHUKOHAHHI .
. . HETOYHOCTI
3aBAaHb. BignoBimi Ha 3HAYHY YACTHHY =
JIOOATKOBUX 3allUTaHb Maibxe nosna,
4/4/3 75 C ) Mae 3Ha4Hi
HETOYHOCTI
o 3acBO€EHHSI OCHOBHOTO MPOTrPaMHOro Marepiaiy, | Bimosigs mMae
3/3/4 E 70 D JIOMYUIEHHsI MiJl Yac BiAMOBiAl HETOYHOCTEH Ta 1ICTOTHI
i HEJOCTATHBO MPaBUIILHUX bopmyrOBaHbL HETOYHOCTI
= . : -
S HOHATh JUCHUILIIHM;, MJONMYIIEHHs ICTOTHHX | [IuTaHus Oinery
3/3/3 gg 60 E MOMUJIIOK TpPH  BIANOBIAI HAa  OJATKOBI PO3KPHTI HEITOBHO
3anuTaHHs. BaranHs npy BUKOHAHHI 3aBJaHb.
= . IIpaBuibHa
2 He BOJIOJIIE OCHOBHUM pPOrpaMHUM BiAMOBIb
o ] .

Onana a6o g Matepianom, JOMyMeHHs CYTTEBUX MOMHIOK BigcyTHS, He
OliIbIIe = 35-59 FX TIPH BI/IMOBI/I, BUKOHAHHS 3aBJIAHb 3 BEIMKUMH | opieHTyeThCs B
«2» ] TPYAHOIIAMH, HENPaBWIBHI  BIANOBiAI  Ha HTAHHIX

= OLIBIIICTH JOAATKOBUX 3aIIUTaHb.

PimieHHs npo BHUCTaBJIEHHS OI[IHKA MPUMMAETHCS MPOCTOIO0 OUTBLIICTIO TOJOCIB
YJIEHIB KOMICIi IUIIXOM TOJIOCYBaHHSI MpHU 3aKpUTOMY 3acigaHHi. [lpu oaHaxoBii
KUIBKOCTI TOJIOCIB T'0JIOC TOJIOBU € BUPIMIATLHUM. PIillICHHS! OTONOMIYETHCS Y HIEH Ke
JIeHb Ticis opOpMIIEHHS IPOTOKOITY 3aCi/IaHHs JIEP>KaBHOI KOMICIi.



2. KOPOTKHH OITUC 3MICTY IPOT'PAMHU
PO3/IL I. TEXHIKA MTOJIIIEACHKOI JIIJIBHOCTI Y KIBEPC®EPI

TEMA Ne 1. 3BACAJJTHUYI IPUHIUIIU DPOTUII KIBEP3JIOUUMHHOCTI

[Tonstrs kibepmpocTopy Ta kibepsnmouuHiB. O0’ekTH Ta Cy0’ €KTH MPOTHI
kiOep3nounHHOCTI. OprasizaifHO-IpaBOBl 3acaAl MPOTUIIl KiOEp3JIOYMHHOCTI.
MixHapoaHuit AOCBI MPOTH LT KIOEP3TOUYUHHOCTI.

TEMA Ne 2. OIEPATUBHE MACKYBAHHA Y KIBEPCOEPI
[TonsiTTs, cy0’€KTH Ta MIACTaBU 3aCTOCYBaHHS OINEPATUBHOTO MAaCKyBaHHS.
3abe3neyeHHs] aHOHIMHOCTI il 4ac poOOTH B iHGOpMAIIiTHO-TeeKOMYHIKAIIITHIX
cucremax. TepMmiHONOTIYHI  OCOOJMBOCTI  CIJIKYBaHHS Yy  KiOeprpocTopi.
JlerennyBanHs npodiIiB KOPUCTYBaya /Il BAKOPUCTAHHS y Kibepcdepi.

TEMA Ne 3. OCOBJIMBOCTI BUKOPUCTAHHS TEXHOJIOI'TA 1] YAC
HOINEPE/I’KEHHS TA PO3CJI1YBAHHSA KIBEP3JIOUUHIB.
KoM rotepHi Mepexi Ta BeO-TexHOoJOrli. 3acoOM KOMYHIKallli Ta MEpexHi
3acoOu 30epiranHa iH(opMairii. DIiHAHCOBI KOMIT'IOTEpHI TexHoorli. TexHiuHi
0COOJIMBOCTI OIJISIAY 3aC001B KOMIT FOTEPHOT TEXHIKH, BUSBJICHUX HA MICIII MO/IIi.

TEMA Ne 4. OIEPATUBHO-TEXHIUYHI 3ACOBH
OCHOBHI TIOJIOKEHHS 1IOJI0 ONIEPATUBHO-TEXHIYHUX 3ac00iB. TexHIYHI KaHaIu
BUTOKY iH(popmMaii. CurHamizamis ta mMeToam ii HeWrtpamizamii. Kiacudikais ta
METO/IM MOAOJAHHS 3aIMPHUX IPUCTPOIB.

PO311JI I1. KIBEPBE3IIEKA

TEMA Ne 1. OCHOBHI BIIOMOCTI PO KIBEPBE3IIEKY

Tepwminu Ta Bu3HaueHHs. YMoBH Oe3neku iHpopMmaiiii. [loHaTTs kibepmpocTopy.
Tunu atak Ha 1HOpMaIiiiHi cuctemu. [IpuHITMTIN 3aXUCTY BiJ aTak.

TEMA Ne 2. TACUBHUM 3BIP IHOOPMAIIIL
OtpumanHs iHGoOpMalii Mpo OpraHizamio, il Mepexy, BY3JIU Ta CEpBICH 3
BIIKpUTHX Jpkepen. CrnocoOu npoTuii nacCuBHOMY 300py 1H(pOpMaliii.

TEMA Ne 3. AKTUBHUM 35IP IH®OOPMAIII ITPO MEPEXY
OcnoBHi mpotokonu cteky TCP/IP. 3aco0u mis orpumanHs iH(opmarii momo
BY3JIIB Ta CepBICIB y Mepexi. [lomryk Bpa3nuBoCTel Ta IHCTpYMEHTH CKaHyBaHHS BY3JIiB
Mepexi Ha BPa3IUBOCTI.
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TEMA Ne 4. MEXAHI3MMU 3AXUCTY MEPEXI BIJ] 350PY IHOOPMAIIIA,
CKAHYBAHHA TA IPOHUKHEHHSA

Cucremu BUSBIICHHS BTOPTHEHb Ta CHUCTEMH 3amoOiraHHs BTOPTHEHHSIM;
MEpEeXKHI €KpaH!; MEPEKHI MMAaCTKH.

TEMA Ne 5. BE3IIEKA B BE3ITPOBITHUX MEPEKAX
306ip indopmartii mpo 6e3mpoBiaHI Mepexki. ATaka Ha Oe3MpoBiaHI Mepexi. 3aco0u
3aXUCTY BiJ OE3MPOBIIHUX aTaK.

TEMA Ne 6. BESIIEKA B OIIEPAIIIHHUX CUCTEMAX

Opranizaiiiss kKouTpoiato goctyny B OC. IHCTpyMEeHTH, IO BUKOPUCTOBYIOTHCSA
JUIsL 3A1MCHEHHSI aTak Ha oOIepaliifHi cucTeMH. ATaka Ha TapoJbHUN 3aXUCT.
[Ipotunis arakam Ha ornepariiiHi CHCTEMHU.

TEMA Ne 7. COUIAJIBHA THXKEHEPISA
TexHiku cormianbHO1 1HKeHepii. 3axX0au MPOTHU/II].

3. KOHTPOJIbHI IMTAHHS TA 3ABJJAHHSA 10 ATECTALII
3.1. TeopeTu4Hi NUTAHHSHA

1. Possiaka 3 Biakputux mkepena (OSINT).

2. OcHOBHI 3aBIaHHs, (PYHKIIII Ta OpraHizalis IisiIbHOCTI POOOTH MiAPO3/ALIIB
HanionansHoi nominii Ykpainu 3 npoTuAil KI0ep3I0unHaM.

3. ITlpumipHuii TOpPSAAOK BHU3HAYEHHS YCTAaHOBYMX J@aHUX ocobm 3a i
MEPEXHUMHU 11IeHTH(PIKATOpaMHu.

4. IInsxu oTpuMaHHs aBTEHTU(DIKAIWHUX AaHUX 0co0u y Kibepcdepi.

5. ITlonsATTS, CTpYyKTYpa Ta KiIacu(ikaiisi KOMI IOTEPHUX MEPEK.

6. Ilommpeni InTepHEeT-TeXHONOTI], 3aCTOCOBYBAaHI /i BUMHEHHS Ta
JIOKYMEHTYBaHHS KiOCP3JI0UHHIB.

7. MepexHi 3acobu 306epirants iHGopmarrii.

8. EnexTtpoHHi rpori.

9. InTepHeT Opi€HTOBAHI IJIATIXKHI CHCTEMHU.

10. AnpTepHaTHBHI IJIATIXKHI TIATHOPMHU.

11. T'onoBHi cmocoOu Jeramizaiii KOIITIB 3 BUKOPUCTAHHSM EJIEKTPOHHUX
MJIATHKHUX IHCTPYMEHTIB.

12. O6’exTH Ta BUAM OTJISTY 3aC001B KOMIT FOTEPHOI TEXHIKH.

13. 3aranbHuil AITOPUTM OTJISATY 3aCO01B KOMIT FOTEPHOI TEXHIKH.

14. Ornsin craHgapTHUX — 3ac00iB KOMITIOTEPHOI  TEXHIKM, HOCIIB  Ta
nepudepiitHuX NPUCTPOIB.

15. Ornsig MoOUTBHUX 3aC001B KOMIT FOTEPHOT TEXHIKH.

16. CkiagadHsa aHAIITUYHUX BUCHOBKIB.

17. CriocoOu 3a0e3nedeHHs] aHOHIMHOCTI B MEPEeXi.

18. AHamni3 mpoduTiB COLIaATbHUX MEPEX.

19. BcranoBnenHs iHpopMaIlii po BOJOALIBI JoMeHHOro iMeH1 Ta [P-agpecu.



20. AHaui3 eIeKTPOHHOIO MOIITOBOIO IMOB1IOMIICHHS.

21. Metonu BctanoBieHHs [P-aapecu.

22. Metonu nojosiaHHs mu@pyBaHHS Ta cTeraHorpadii.

23. OTpuMaHHs JOCTYIy 10 PEcypciB KoMmm'ioTepa 3a momomoror SQL-
1H’ EKITIH.

24. Bpa3inuBOCTI CUCTEM YIPABIIIHHSA KOHTEHTOM.

25. Metoau  BCTAHOBJICHHS  BOJOJUIBLSL  €JIEKTPOHHUX  (DiHAHCOBUX
1HCTPYMEHTIB.

26. 3uATTA 1H(pOpMALlii 3 eTeKTPOHHUX 1HOOPMALIIITHUX CHCTEM.

27. Ocob6mMBOCTI B3a€MOJIl  OMEPAaTMBHUX TMpPAIiBHUKIB  KiOepromimii 3i
CJIITYMMHU.

28. ENexTpoHHI IHCTPYMEHTH KPUMIHATICTUYHOTO aHAII3Yy.

29. 3aranpHui TOPANIOK oJiepkaHHS 1HGOpMAIl MPO EIEeKTPOHHI OOIIKOBI
3aIKCH, 3aPEECTPOBAH] 32 MEKaMU Y KpaiHH.

30. I[Iporpamue 3abes3neueHHs ISl JOCHIKEHHsS 1H(opMalii 3 MOOUIBHHX
3ac001B KOMIT FOTEPHOI TEXHIKH.

31. PoOoTa 3 BENMKHM JAaHUMHU MiJ Yac TONEPEIKCHHS Ta PO3CIiTyBaHHS
3JI0YMHIB.

32. IloHATTS oOmepaTHBHOI TEXHIKH, OMNEpPATUBHO-TEXHIYHUX 3aco0iB Ta
CHeniaJbHUX TEXHIYHUX 3ac001B JUIsl 3HATTS 1H(QOpMALli 3 KaHATIB 3B’ 3Ky Ta 1HIINX
3ac001B HEMIACHOTO OTpUMaHHS 1H(hOopMarii.

33. Knacudikaris Ta O3HaKM CHEIIATbHUX TEXHIYHUX 3acO0iB I 3HSATTS
1H(popMaIlii 3 KaHaIiB 3B’ 3Ky Ta 1HIIHMX 3aC001B HEIVIACHOTO OTpUMaHHS 1H(dOopMarii.

34. HopmaTtuBHO-TIpaBOBa 0a3a BUKOPUCTAHHS ONEPATUBHO-TEXHIYHUX 3aCO01B.

35. [1oHATTS Ta MPUHIIMITH 3aCTOCYBAHHS OMEPATUBHOI TEXHIKHU.

36. Knacudikariist Ta 03HaKu 3aIipHUX MPUCTPOIB.

37. llITudToBi MUIIHAPOBI MEXaHI3MHU.

38. [uninapoBuii MeXaH13M 13 KOHIYHUMU (Dpe3epyBaHHAMH HA KITFOUI.

39. O3Haku CyBaJbJIHUX 3aMIPHUX MPUCTPOIB.

40. OCHOBHI YaCTHHU CYBaJIBJHOTO 3aMIPHOTO MPUCTPOIO.

41. JIuckoBi 3amipHi NPUCTPOI.

42. PeiikoBi 3aImipHi MIPUCTPOI.

43. EnexTpoHHi 3amipHi IPUCTPOI.

44. KonioBi 3amipHi MPUCTPOI.

45. HanpsimiieHi Mikpo(oHHu.

46. OCHOBHI €JICMEHTH PaIi03aKIIaJIKH.

47. EnexTpoHHI CTETOCKOIIH.

48. EnekTpoMeperkHi 3aKITaIKu.

49. Buau curgasmizarii.

50. MeTtoau HeWTpai3allii CHrHaI3arii.

51. BpaznuBocTi MporpaMHOTo 3a0e3MeueHHH.

52. Tepminu Ta BU3HaYEHHS B 00J1acTi 3a0e3neueHHs Ki0epOe3neKH.

53. O0'exT 3axucTy Mpu 3a0e3meueHH1 Ki0epOe3neKHu.

54. IlpuHiunu Ge3neKu.

55. 3arpo3u kibepOe3neku 1 BEKTOPH aTakHu.



56. Tunu kiOeparax.

57. Mexanizmu 3a0e3nedeHHs Ki0epOe3neKHy.

58. Orpumanns iHdopMallii Ipo opraHizailito, ii MEpEXy, BY3JIM Ta CEPBICH 3
BIJIKPUTHX JKEPE.

59. Cnocobu npotuii nacuBHOMY 300py iH(opMalii mpo 06’ eKT KidepaTakH.

60. OcuogHi mpotokoinu creky TCP/IP.

61. 3acobu ans oTpumaHHsS iHOpMaIii I[OI0 BY3NIB Ta CEPBICIB Yy
KOMII FOTEpHIN MEpexi.

62. Ilomyk Bpa3nuBOCTEH Ta 1HCTPYMEHTH CKaHyBaHHS BY3JIB KOMII IOTEPHOI
MepeKi Ha BPa3IUBOCTI.

63. Cuctemu BUSBJICHHS BTOPTHEHB Ta CUCTEMH 3aMI00ITaHHS BTOPTHEHHSIM.

64. MepexHi eKpaHH.

65. MepexHi macTku.

66. 361p iHdopmarrii mpo 6e3MPOBITHI MEPEXI.

67. llludpyBanns Ta aBTeHTU}IKAIIS B OS3MPOBIIHIX MEpEkKaX.

68. ATaka Ha 0e3MPOBITHI MEPEXKI.

69. 3acobu 3axucTy Bij O€3MPOBITHUX aTak.

70. Oprani3artiis KoHTpoItO 1ocTyIy B OC.

71. Ataku Ha nmaposbnuii 3axuct OC.

72. IlpoTuaist aTakaM Ha OTEpaIliiiHi CUCTEMH.

73. Texuiku comianbHOI 1HXEHEii.

74. 3axonu mpoTUIIi COLIANIbHIN 1HXKEHEPIi.

3.2. IIpakTu4Hi 3aBIaHHA

1. I3 HaBeneHOro (parMeHTY 3aroJioBKY €JIEKTPOHHOTO TOIITOBOTO JIMCTa
BU3HauTe WHMOBIpHY [P-ampecy tepMmiHamy, 3 dAKoro ioro OyJio BIAINpPaBICHO
(BKa3yeTbcs Ha €K3aMEHi)?

2. Sxii opranizarii HanexuTh [P-giana3zon (Bka3zyeTbcs Ha €K3aMeH1)?

3. Busnauntu GaHK €MITEHT IJIATIKHOI KApTKH (BKa3ye€ThCsA HA €K3aMeHi)?

4. Crano BigOMO, 11O MiJ03proBaHa ocoba 3/1MCHIOBAJIa KOMYHIKAIlli uepes
HTTP mpoxkci-cepBep (BKa3yeThCsl Ha ek3aMeH1). BkaxiTh, Ha iM’sI SIKOTO MpoBaiaepa
(Ha3Ba) MOTPIOHO HAMICIATH 3aMHUT MPO 30€peKeHHS iH(opMallii MOoA0 3 €THAHB
aboHeHTa 710 0()OpPMIICHHS BiAMOBIAHOTO MI>KHAPOJHOTO 3aMUTy?

5. 3a momomororo cepsicy Shodan mizHatucs IP-ampecu By3miB 3apaxeHHX
IIKIJJTUBAM TIPOTPAMHUM 3a0€3MEUCHHSAM Y MICTI (BKa3yeThCsl Ha €K3aMEH]).

6. 3a JD0MOMOror yTWIT KOMaHIHOTO psaka B cuctemi Windows suaiitu
PAIOK (BKa3y€eThCA HAa €K3aMEH1) y TEKCTOBOMY (haiisti (HamucaTu KOMaHy).

7. Bxaxith xoua 0 oguH ¢aiii, skuil Oyino 3aBaHTaXEHO 3 Mepexi [HTepHeT y
noToyHoMmy potii 3 [P-aapecu (Bka3zyeTbcst Ha €K3aMeHi).

8. Bwusnauutu Tun (Visa uun MasterCard) naTiHOT KapTKu (BKa3y€eTbCsl Ha
€K3aMEHI).

9. Orpumaru OOJIKOBUH 3amuC (3apeecTpyBaTUCS) HA CalTi (BKA3yeThCs Ha
ek3aMeHi) 0e3 HassBHO1 SIM-kapTku B TenedoHi.



10. Ilix gac 3miiicHEHHS TTEPBUHHUX 3aXO/IIB 31 BCTAHOBJICHHS 1HGOpMAIIi TTpo
BOJIOAUIBLL 00JikoBOoro 3amucy SKype 3a momomororo mporpamu  WireShark
ONEpaTUBHUM MPAIIBHUK JIAIIOB MONEPEIHHOI0 BUCHOBKY, IO ITyKaHa 0co0a MOXKe
nepebyBaTtu 3 HUM B OAHIN OymiBmi. Ha mimcraBi oro mir Oyt 3po0OJieHUN Takui
BHCHOBOK?

11. Tlig yac po3ciuigyBaHHS KpHUMIHAJBHOTO TPOBAKEHHS 3a O3HAKaMHU
BUYMHEHHS 3JI0YMHY, nepeadoadenoro cr. 361 KpuminanbHOTO KOZIeKCy YKpainu, 0ysio
BUJIYYEHO KOMIT IOTEPHY TEXHIKY I1JI03PIOBAHOT0. 3HAYHA YacTHHA MPUCTPOiB Oyrna
MpUB’sI3aHA 0 OJHOTO OOJIKOBOTO 3aMuCy. SIKMM YWHOM MOXKHA JI3HATHUCS TIOBHY
ICTOPII0 KOPUCTYBaHHS IIUM OOJIIKOBUM 3aIlCcOM?

12. Ilim dvac po3ciigyBaHHS KpPHMIHAQJIBHOTO TIPOBAKCHHS 3a O3HAaKaMu
BUMHEHHS 3J104MHY, nepeadoadenoro ct. 303 KpuminaibHoOro kojiekcy Ykpainu, 0yio
BCTAHOBJICHO KOHTAKTHY €JICKTPOHHY IOIITOBY CKPUHBKY OCOOM, sika MOXKe OyTu
MPUYETHOIO /10 BYMHEHHS PO3CIIIIYyBAHOTO 3JIOYMHY. 3HAUMITh POTO, MPUB’sI3aHE 0
OOJIIKOBOT'O 3aMKCy Ta MICIIS, K1 BOJIOICIh OOJIIKOBOTO 3aMKUCy BiIMITUB Ha KapTi.

13. Ilim yac po3schigyBaHHS KPUMIHAJIBLHOTO TPOBA/KEHHS 3a O3HAKaMU
BUMHEHHS 3JI0YMHY, TlepeaoadeHoro cr. 363 KpuMiHaIbHOTO KOJIEKCY YKpainu, Oyso
BCTAHOBJICHO KOHTAKTHY €JIEKTPOHHY IOIITOBY CKPUHBKY OCOOH, Sika MOe OyTH
INPUYETHOIO 1O BUYMHEHHS PO3CIIAYBAaHOIO 3JIOYMHY. 3HAWIITh NPHUHANMHI TpuU
pecypcH, Ha SIKUX IiJ] Yac peecTpallii BUKOPUCTOBYBAJIACs BCTAHOBJICHA €JICKTPOHHA
TIOIITA.

14. CtBopUTH MYyIbTHUMEA1a-KOHTEHT, SIKM HE Oyje BUSBIATHUCS CHCTEMaMu
pO3MI3HaBaHHS CHi/iB pOOOTH IITYYHOTO IHTEIEKTY.

15. Ilix gac orisigy 3aco0y KOMIT IOTEPHOI TEXHIKM Ha HbOMY OYJIO BHUSIBJICHO
OaHK MaHUX Yy BUTJIAI HECTPYKTYpPOBaHOTO TeKcToBOrO dainy. [IpuBectu ¢pparment
TEKCTY J0 BU3Ha4YeHOi cTpyKTypu. IMnopryBatu npuseseHi aani 1o CYB/I.

16. Ilix gac orisay 3aco0y KOMIT IOTEPHOI TEXHIKM Ha HHOMY OYyJIO BUSIBIICHO
0aHK JaHMX Yy BUIJISAI HECTPYKTYPOBAHOTO TEKCTOBOTO daiiny po3mipom 3 T6. 3a
JIOTIOMOTOI0 BOYJIOBAaHUX B OIEpaIliiHy CHCTEMY YTHIIT 3HAWUTH y BIAMOBIAHOMY
(aiin TekcToBUM (hparMeHT (BKa3y€EThCS HA €K3aMEH1).

17. Ilix yac BUBYEHHS 3B’43KIB (DIrypaHTIB BUHHUKJIA NOTpeda y BUKOPUCTaHHI
nporpamu  Maltego. Jlogath oaWH 13 JIOKaJbHUX IEPETBOPIOBAYIB, BKA3aHUX
BUKJIa/Iay€M Ta MPOTECTYBATH HOT0 (PyHKIIOHATBHICTb.

18. Ilix yac BUBYEHHS 3B’A3KIB (hirypaHTIB BUHHUKJIA MOTpeOa y BUKOPUCTAHH1
nporpamu Maltego. JTonatu B mporpamy neperBoproBad 3a Bigomoro Seed URL.

19. Ilim dwac MoOHITOpWUHTY Mepexi [HTepHeT mpalmiBHUKaMH TOJIMii OyJo
BUSIBJICHO TPOTUIIPABHUN KOHTEHT Ha OJHOMY 3 calTiB. BusHauutu mns caity
3aCTOCOBYBaHI cepTH(]IKaTH, ICHYIOUl CyOJOMEHH, ICTOpit0 (YHKIIOHYBAHHS,
pEeKIIaMHI METPUKHU ISl IPOBEICHHS MOTATIBIIOTO aHAi3Y.

20. Cknactd 3alMTOBY YacTUHY BIANOBIAHOTO MPOLECYaJIbHOTO JOKYMEHTY
sl ojepkaHHs  iHQopmarii  mpo  HamexHicth  [P-agpecm  kKoHKpeTHOMY
KOPHUCTYBaueBl Y BU3SHAUYCHHI yac, skiio [P-agpeca HamexuTh BEIMKOMY ONEPATOPy
MOO1JILHOTO 3B’ SI3KY.

21. HanamryBatu Bignanene SSH migkmodenns 3 OC Windows mo OC Kali
Linux i3 BUKOpHCTAaHHAM aBTeHTH]IKaLIi 3a JomoMorow RSA kiouis.
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22. B OC Kali Linux BcTtaHoBUTH Ta mepeBipuTu poboTy ytwiitu Kalitorify.
Yepes 2ip.ua mpodTH TECT HA IpPHBATHICTH, a yepe3 dnsleaktest.com - Ha BUTOK
iHdopmMmairii uepe3 DNS.

23. 3a HamaHUM JOMEHHHM IM’SIM pecypcy, SIKUA BHUKOPHCTOBYE IMOCIIYTU
Cloudflare, BctanoButn ioro crpasxHio IP ampecy.

24. 3a HajgaHWM JOMEHHHUM iM’sM pecypcy 1 mporpamu Web data extractor
3M1ACHUTH 301p JaHUX 13 CallTy.

25. 3a HagaHUM JIOMEHHMM IM’siM pecypcy 3i0patu DNS indopmariito mpo
pecypc 13 BUKOPUCTaHHSIM robtex.com.

26. 3a HamaHUM JOMEHHUM IM’SM pecypcy 3HAlTH TMepeniK CaWTiB, SKi
PO3MIMIYIOTECS HA TOMY JK CAMOMY CepBepi, IO i IITHOBHIA.

27. 3a HagaHUM JOMEHHUM IM’SIM peCypcy 3HaWTHU TMepeiik cyOJIOMEeHIB
L1JIbOBOTO JIOMEHY.

28. 3aidCHUATHA TONIYK Ta aHajli3 KaTtaioriB 1 QaimB st BeOcailTy Ha
BIpTyalibHi# MamnHi metasploitable?2.

29. 3a HajaHWM JOMEHHHUM IM’SIM pecypcy 3a JonoMoror metagoofil 3HaiiTH 1
3aBaHTAXXUTH JUJIS aHAII3y METAIaHUX JOCTYIHI (haiiu.

30. 3 Bu3HaueHOro pecypcy 3a jgoromororo Theharvester i Infoga 3iOpatu
JIOCTYITHI 3aIlIMCH €JIEKTPOHHOI MOIITH, IMEH KOPUCTYBayiB, BY3JIIB Ta CYOIOMEHIB.

31. BusnHaumTt [AOCTYNHI MeEpexHI cepBicH (BIAKPUTI TMOPTH) IS
scanme.nmap.org.

32. Bu3HauMTH HasBHI BPa3JIMBOCTI BipTyanbHOT Mamau metasploitable2.

33. IlpomemoncTpyBatn HanamrtyBaHHs iptables (mixkmepesxHoro ekpany) B
OC Kali Linux.

34. TlponeMoHCTpyBaTH CTBOPEHHS Ta 3actocyBaHHa Oekmopy mias OC
Windows 10.

35. IlponemoHCTpyBaTH eKCIUTyaTallll0 Bpa3jdUBOCTI Be03aCTOCYHKY JUIs
BipTyasnsHoi Marmmuu Five86:1 (Vulnhub).
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