MIHICTEPCTBO BHYTPIIIHIX CIIPAB YKPAIHU
XAPKIBCBKHUH HAIIIOHAJIbHUH YHIBEPCUTET
BHYTPIIHIHIX CIIPAB

Kadenpa kidepoe3snexn ta DATA — texnoJioriii pakyabrery Ne 6

METOINYHI MATEPIAJIN
JO MIPAKTUYHUX 3AHATDH

3 HaBYaJbHO1 AucHMIUIIHY " Betyn y cnenianabHicTs "
BUOIPKOBUX KOMITOHEHT

OCBITHBOI MpOrpamMu nepioro (0akaaaBpChKOro) piBHS BHUINOI OCBITH

125 "Ki0ep0e3neka Ta 3axuct indopmanii" (be3neka inpopmaniinux ta
KOMYHIiKaIIAHUX CHCTEM)

XapkiB 2023



3ATBEPJKEHO CXBAJIEHO
HaykoBo-MeTOqu4YHOI0 paioto Buenoto panoro paxynbrery Ne 6
XapKiBCHKOTO HAIIOHAIHLHOTO [Tpotokon Bix 25.08.2023 Ne 7
YHIBEPCUTETY BHYTPIIIHIX CIIpaB

[Iporokon Bix 30.08.2023 Ne 7

HOI'oJI’KEHO

Cexmuiero HaykoBo-MeToquuHOIT pagu
XHYBC 3 TexH1YHUX TUCIUILIIH
[Iporokon Bix 29.08.2023 Ne 7

Posrnssuyro Ha 3aciganHi  kKadeapu  kioepbOesneku Ta  DATA-TexHomorii
dbakynbTeTy Ne 6 (npomoron 6io 15.08.2023 Ne §)

Po3podnuk:

noueHt kadenpu kibepoesneku ta DATA — texnonoriit dakynbrety Ne 6
XapKiBChKOTO HAaIlIOHAJIBHOTO YHIBEPCUTETY BHYTPILIHIX CHpaB, K.T.H., JOLIEHT
Tynynos B.B.

Penensenr:

3aBiyBau Kadeapu NPOEKTYBaHHS Ta €KCIUlyaTallli €JIeKTPOHHHX arapatiB
XapKiBChKOTO HallIOHAJIBHOTO YHIBEPCUTETY pPaJlOCNeKTPOHIKHM, K.T.H., JOLICHT
Xopomaiino FO.€.



1. Po3nmoais yacy HaBYaJIbHOI AUCUMILTIHA 32 TEMaMH (JICHHA TAa 3204HA
dbopma HaBUaAHHA)
4.1.1. Po3noais1 yacy HaBYAJIbHOI JUCUMILIIHMA 32 TeMaMH (1eHHa popma
HABYAaHHA)

Homep Ta nailimenyBanusi | KiibKkicTh roguH BiiBeeHuX Ha

TeM BHBYEHHSI HABYAJIbHOL
JUCHMILTIHA §
3 HUX: = e
- = 2 =
E|E|E|E 2 g
= = = et =
- = | £ |E |S < =
= - & s & =% =3 S
S|l |2 |=|E|¢g = ol
2|53 |5 |5 = -3 2
S & |E|§ |8 £
E |5 |5 ¢ =
E &g <
S | FE = &}
Tema Ne 1. 3aKOHOIABCTBO B 8 2 2 4 1,2,3,5-7,10,12-
cdepi 3a0e3neueHHs 15,20,24
iHbOopMalliiiHOT Oe31eKH
TemaNe2. OcHoBHI 8 2 2 4 3,5,7,11,13,15,
TIOJIOKECHHS 16,20,22,23
1HbOopMaIliHOT Oe31eKn
Tema Ne 3. [IpaBoBi nutansas | 10 | 2 2 6 3,5,15,18,19,20,
3axucTy iHpopmalii 3 23
BHKOPUCTAHHIM TEXHIYHUX
3ac001B
Tema Ne 4. 3arposu 12 | 2 2 8 3,5,7,11,17,
1HpopMaLiiiHii 6e3ner, 22,24

oe3rmeni iHpopMmarrii Ta
1H(hOpMaIIITHUX pecypcCiB

Tema Ne 5. FOpunuana 12 | 2 2 8 3,5,11,18,19,20,
BiAMOBIZAIBHICTH 32 24
MOPYILICHHS ITPABOBUX HOPM
B chepi iHPopMmaliiiHOT
Oe3mnexu

Tema Ne 6. 3aranpHa 14 | 2 2 10 | 3-9,11-14,16,21,22
XapaKTEePUCTHKA KaHAITIB
BUTOKY 1H(pOpMaIii

Tema Ne 7. Metoau Ta 14 | 2 2 10 3-9,11-
3aco0u 3axucty iHpopmaIlrii 14,16,21,22,25,
B KOMIT'IOTEPHHUX CHCTEMAX 26

Tema Ne 8. OcHoBH 12 | 2 2 8 3,5,7,8,14,17,22
yrpaBiiHHA HPOPMaLIHHOIO

OC3IMEeKOI0

Tema Ne 9. 3aranpai metomu | 12 | 2 2 8 3-8,22,24.26
3a0e3MeUYcHHS

iHpopMaliiiHOT Oe3reKku

Tema No .10 3acagauui

IPUHLUIN KiOepOe3neku 8 2 2 4 3-7,15,16,20,24




Tema Ne 11. Metonu
00poTHOH 3 10 | 4 2 4 3-7,15,16,20,24
Ki0ep3/710YMHHICTIO B YKpaiHi

Bceboro 120 | 24 22 74 3aJiK

4.1.2 Po3noaiys yacy HaBYaJIbHOI JUCUMILIIHMA 32 TeMaMu (3a04uHa ¢popma
HABYAaHHA)

Homep Ta HaiiMmeHyBaHHS

KinbkicTh roauu BiiBeIeHUX HA

TeM BHBYEHHSI HABYAJIbHOL
JUCIHHUILTIHHA §
3 HUX: = e
Z |l w | E | = g 3
S |E | & | B S 2
| |EE|E|E : :
e - 1) ] I$e) [=3 & §
2 2|2 |= |E |8 5 =
2|2 |8 &= & &
S|E |5 |5 =
£% 8¢ =
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Tema Ne 1. 3akonomaBctBo B | 10 10 1,2,3,5-7,10,12-
cdepi 3a0e3nedeHHs 15,20,24
1HbOopMaIlHOT 6e31eKn
TemaNe2. OcHOBHI 10 10 3,5,7,11,13,15,
TIOJIOKECHHS 16,20,22,23
iHbOopMalliiiHOT Oe31eKH
Tema Ne 3. [IpaBoBi nutannst | 10 10 3,5,15,18,19,20,
3axucTy iHpopmarii 3 23
BHKOPUCTAHHIM TEXHIYHUX
3ac001B
Tema Ne 4. 3arpos3u 14 | 2 2 10 3,5,7,11,17,
iHbopMaliitHii Oe3merti, 22,24
oesrmeni iHpopMmarrii Ta
1H(hOpMAaIITHUX pecypcCiB
Tema Ne 5. FOpunnuna 10 10 3,5,11,18,19,20,
BiAMOBIZAIBHICTH 32 24
MOPYIIEHHS MPAaBOBUX HOPM
B chepi iHPopMmaliiiHOT
Oe3ImeKn
Tema Ne 6. 3aranpna 10 10 | 3-9,11-14,16,21,22
XapaKTEePUCTHKA KaHAITIB
BUTOKY 1H(OpMaii
Tema Ne 7. Meroau Ta 14 | 2 2 10 3-9,11-
3acoOu 3axucty iHpopmaIlrii 14,16,21,22,25,
B KOMII FOTEPHUX CHCTEMax 26
Tema Ne 8. OcHoBH 10 10 3,5,7,8,14,17,22
yrpaBiiHHA HPOPMaLIHHOIO
OC3IMEeKOI0
Tema Ne 9. 3aranpui metogu | 12 | 2 10 3-8.22,24.26
3a0e3MeUYcHHS
1HpopMaliiiHOT Oe3reKku




Tema Ne.10 3acagumui

IPUHLUIN KiOepOe3neku 10 10 3-7,15,16,20,24

Tema Ne 11. Metonu
00poTHOM 3 10 10 3-7,15,16,20,24
Ki0ep3/710YMHHICTIO B YKpaiHi

Beboro 120 6 4 110 3altiK

2. MeTonu4Hi BKa3iBKH /10 NPAKTHYHUX 3aHATh:

Tema Ne 1. 3akoHonaBcTBO B cdepi 3a0e3neueHHst iHpopmaninHol Oe3nexn

IlpakTuune 3ausaTtra Ne 1. 3akoHomaBcTBO B cdepi 3abe3neueHHs
1HpopMaIliitHOT Oe3neKu.

HaBuasbHa MeTa 3aHATTA: pO3IISHYTH CTaH 3axMINEHOCTI MOTPed
O0COOHMCTOCTI, CYCHIJIBLCTBA 1 IEpkaBHU, MPHU SKOMY 3a0€3MeUy€eThCS IXHE ICHYBAHHS 1
MPOrPECUBHUMN PO3BUTOK HE3aJICKHO B1Jl HASIBHOCT1 BHYTPIUIHIX 1 30BHIIIHIX 3arpo3.

KinbkicTs roaus: 2 roa.

HaBuyanbHi nuTaHHA.

1. Indopmarmiiina Oe3nexa: MOHATTS, CTPYKTYpa, 3MICT.

2. [JepxaBHa moisiThka YKpainu B cdepi iHpopmaruzaiii ta iHbopMaiiitHOi
0e3MeKr O0COOUCTOCTI, CYCHUIbLCTBA, JEpPKaBH, CYYaCHUX aBTOMATHU30BaHUX 1
TEJIEKOMYHIKaI[IHHUX CUCTEM.

3. Krnacudikamis Ta cTpykTypa HOPMATHBHHMX IPaBOBUX akTiB B cdepi
iHpopMaliitHOT 6e3neku YKpaiHu.

Jlireparypa:

OcHoBHa
1. Ilporpama  HaB4anmpbHOI  AMCHUILIIHM  «BCTym y  cHemiadbHICTHY.
Crnemianphicts 125 «KibepOesneka». Tynyno B.B. — m. XapkiB: XapKiBCbKUM

HaIllIOHAJIbHUM YHIBEpCUTET BHYTPIIIHIX cripas, 2023 p.

2. PoOoua mporpama HaBuYajgbHOI IUCHUILIIHKM «BcTynm y coemiaabHICTBY.
Crnemianphicts 125 «KibepOesneka». Tynyno B.B. — m. XapkiB: XapKiBCbKUM
HaIlIOHAJIbHUM YHIBEpCUTET BHYTPIIIHIX cripas, 2023 p.

3. Tynynos B.B. Beryn y cnenianbHicT. EnekrponHuil Kypc nekmii. Xapkis,
XHVYBC, 2023 p.

4. Tynynos B.B. EnextpoHHuil Kypc METOAUYHUX PO3POOOK 10O MPAKTUUYHUX
3aHATh 3 AucHuIuiiag " Betyn y cneniansHicts . Xapkis, XHYBC, 2023 p.

5. JynukeBuu B. b. OcHoBu iH(DoOpMaliitHOT Oe3neku : HaBY. moci6. / Banepiii
borpnanosuu Jlynukesuu, Bomoaumup OnekciitoBuu Xopoiuko, FOpiii €Brenouu
Spemuyk ; Binauil. Hai. TexH. yH-T. — Binaung : BHTY, 2018. - 315 c.

6. 3acoOM Ta CUCTEMH TEXHIYHOIO 3aXHUCTy I1HQopMalii : HaB4d. MOCIO. I
ctynenTiB cren. 125 «Kibepbesneka» crnemianizamii «CUCTEMU TEXHIYHOTO 3aXHCTY
iHpopmarlii» / 1. €. AHTINOB Ta 1H. ; XapKiB. HAll. YH-T PaJl0eIeKTPOHIKH. XapKiB :
ITanos, 2019. 215 c.

7. Indopmarriiina ta kibepOesneka: COIIOTeXHIYHUM acneKT: niapy4yHuk / [B. JL
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Bbypsiuok, B. b. Tony6ko, B. O. Xopouiko, C. B. Tomtona]; 3a 3ar. pea. A-pa TEeXH.
Hayk, npodecopa B. b. Tonyoka.— K.: AVT, 2015.— 288 c.
lonarkoBa

8. TexHiunuii 3axuct iHGoOpMalii B IHPOPMALINHUX Ta TEIEKOMYHIKALIHHUX
cUCTeMax : HaBualbHUU MmociOHUK / yknaz. Jlacrieka I'. I., Illnarap I1. M. YepHiBui:
YepHiBelbkuii HallloHAIBHUM yHiBepcuteT, 2018. 252 c.

9. Hyxunuit C. M., Typtu M. B. MeronuuHi BKa3iBKM 0 BHUKOHAHHS
MPaKTUYHUX POOIT 3 ucuuIuling «OpraHizaliiine 3a0e3MeueHHs TEXHIYHOTO 3aXHUCTY
iHpopMmamii» B 2 u. Y. 1 / mixg pen. n-pa texd. Hayk O. B. biinmona ; Ham. yH-T
KopabsebynyBaHHs iM. agMmipana Makaposa. Muxonais : CHYK, 2018. 54 c.

HopMmaTuBHO-IpaBOBi aKTH

10. Koncturyuis Ykpainu : 3akon Ykpainu Big 28.06.1996 Ne 254x/96-BP //
baza nanux «3akoHomaBcTBO VYkpainm» / BepxoBna Pama VYkpainn. URL:
https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%30.

11.ITIpo HdepxkaBHy Cciyk0y cHeIiaJbHOro 3B 3Ky Ta 3axucTy iHdopmalii
VYkpainu : 3akoH Ykpainu Big 23.02.2006 Ne 3475-1V // baza nanux «3aK0HOJaBCTBO
Ykpainm» / Bepxosna Pana Ykpainu. URL.:
https://zakon.rada.gov.ua/laws/show/3475-15.

12.TIpo iadopmartito : 3akoH Ykpainu Bix 02.10.1992 Ne 2657-X11 // baza nanux
«3aKOHOIaBCTBO Ykpainu» / BepxosHa Pana YkpaiHu. URL:
https://zakon.rada.gov.ua/laws/show/2657-12.

13.1Ipo 3axuct iHpopMalii B iHPOPMaLIHHO-TEIEKOMYHIKAIMHUX CUCTEMAX :
3akon VYxkpainm Big 05.07.1994 Ne 80/94-BP // baza panux «3aKOHOJABCTBO
Ykpainm» / Bepxosna Pana Ykpainu. URL.:
https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%380.

14.1lpo nepxaBHy TaeMHULIO : 3akoH Ykpainu Bim 21.01.1994 Ne 3855-XI1I //
baza nanux «3akoHomaBcTBO VYkpainm» / BepxoBna Pama VYkpaimnm. URL:
https://zakon.rada.gov.ua/laws/show/3855-12.

15.1lpo goctyn mo my6siunoi iHdopmanii : 3akon Ykpainu Big 13.01.2011
No 2939-VI // baza nanux «3akoHOJaBCTBO Ykpainuw» / BepxoBHa Pama Ykpainu.
URL: https://zakon.rada.gov.ua/laws/show/2939-17.

16.I1lpo HamioHanpHy Oe3neky Ykpainu : 3akoH Ykpainu Bixg 21.06.2018
Ne 2469-VIII // baza nanux «3akoHomaBcTBO Ykpainu» / BepxoBna Pama Ykpainu.
URL: https://zakon.rada.gov.ua/laws/show/2469-19.

17.1Ipo JirnieH3yBaHHS BHUJIB TOCMOJAAPCHKOT MISJIBHOCTI : 3aKOH YKpaiHu BiA
02.03.2015 Ne 222-VIII // ba3za nanux «3akoHonaBcTBO YKpainu» / BepxoBna Pana
VYkpaiau. URL: https://zakon.rada.gov.ua/laws/show/222-19.

18. Koznekc mpo aamiHicTpaTuBHI npaBonopyiueHHs Big 07.12.1984 Ne 8073-X //
baza TAHUX /Jlira:3akoH: odiniiHuH BeO CaWT. URL:
https://ips.ligazakon.net/document/KD0005?ed=2020 03 01.

19. KpuminansHuit konekc Ykpain Big 05.04.2001 Ne 2341-111 // baza nanux /
Jlira:3akoH: odiiiHIN BeO CauT. URL:
https://ips.ligazakon.net/document/T012341?an=910451

20.TIpo ocHoBHI 3acanu 3a0e3neueHHs kibepOesnekun Ykpainu : 3aKkoH YKpaiHu
Bix 05.10.2017 Ne 2163-VIII // baza nanux «3akoHomaBcTBO YKpainu» / BepxoBHa
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Pana Ykpainu. URL: https://zakon.rada.gov.ua/laws/show/2163-19.

21.VYka3 Ilpesunentra Ykpainu [Ipo pimenHs Panu HanionanbHOi Oe3neku i
o0oponn Yxkpainu Big 15 sxoBtHsa 2021 poky "IIpo Crparerito iHdopmaniiHoi
oesnexn" // baza manux «3akoHomaBcTBO YKpainn» / BepxoHa Pama Ykpainu. URL:
https://zakon.rada.gov.ua/laws/show/685/2021#n7

22.Vxa3 Ilpesunenta Ykpainu Ilpo pimenns Panu HamioHanbHOT O€3mexu i
oboponn VYkpainu Big 29 rpyans 2016 poxy «IIpo Joxrtpuny iHdopmaniiHoi
oesnekn Ykpainu» // baza nanux «3akoHomaBcTBO Ykpainu» / BepxoBha Pana
VYkpaiau. URL: https://zakon.rada.gov.ua/laws/show/47/2017#Text

23.1Ipo TlonmoxkeHHsI MpoO TEeXHIYHUN 3axucT 1HGopmalii B YkpaiHi : Yka3
[Ipesunenta Ykpainu Bim 27.09.1999 Ne 1229 // baza panux «3aKOHOJaBCTBO
Ykpainm» / Bepxosna Pana Ykpainu. URL.:
https://zakon.rada.gov.ua/laws/show/1229/99.

24.1lpo 3arBepmxenHst [lpaBunm 3abe3neyeHHs 3axucty iHdopmamii B
iHboOpMaIIITHUX, TENeKOMYHIKAIMHUX Ta  i1HGOpMAIIHO-TEIEKOMYHIKAIHHIX
cuctemax : nocranoa KaGinery MinictpiB Ykpainu Big 29.03.2006 Ne 373 // baza
naHux  «3akoHomaBcTBO  Ykpainm» / BepxoBna Pama  VYkpainun. URL:
https://zakon.rada.gov.ua/laws/show/373-2006-%D0%BF.

25.3akoH Ykpainu «IIpo enextponHi goBipui mocayru» Bim 05.10.2017 p. Ne
2155-VIII // ba3za nanux «3akoHomaBCTBO Ykpainu» / BepxoBna Pana VYkpainu.
URL: // baza nanux «3akoHomaBcTBO Ykpainum» /BepxoBna Pama Ykpainu. URL:
https://zakon.rada.gov.ua/laws/show/373-2006-%D0%BF.

Indopmauiiini pecypcu B InTepneri

26.baza panux «3akoHomaBcTBO Ykpainu» / BepxoBHa Pama Vkpainu. URL:
https://zakon.rada.gov.ua/laws.

27.1lepenik HOpMATUBHO-METOJIMYHUX JTOKYMEHTIB B rajiy3i 3aXUcTy iHQopMarii
/I OGnIKOB1 TOKYMEeHTH s cekpeTHoro autoBojactBa / TOB «HIKCy : odimiitnuit
BeO caift. URL: https://sites.google.com/a/nics.com.ua/price/.

28.Tlepenik 3aco0iB  TEXHIYHOIO 3aXUCTy 1HQOpMAIil, JO03BOJICHUX IS
3a0€3MeUYeHHs] TEXHIYHOTO 3aXUCTy JEp>KaBHUX I1H(QOpMaLIHHUX pecypciB Ta
iHopMaIlii, BUMOra 1010 3aXHCTY SIKOi BCTAaHOBJIEHA 3aKOHOM // [lep>kaBHa ciyx0a
CHEIaIbHOrO 3B’ A3KY Ta 3aXucTy iHpopMmauii Ykpainu : odimiitnuit Beo caiir. URL:
http://www.dsszzi.gov.ua/dsszzi/control/uk/publish/category?cat id=39181.

MarepianbHo-TexHiuHe 3a0e3MedeHHsI: KOMIT I0TepHa Mepexa 13
MIIKJIIOUeHHSIM 70 Intertnet; Memia mpoekTop.

Il;1aH npoBeaeHHS 3AHATTS:

I. Ilopsinok npoBeeHHs BCTYILY 10 3aHATTS.

1. Pozenanemo ocnosui nouwammasa. Ingpopmauiiina 6ezneka: nonammai,
cmpykmypa, 3micm

besnexa ingopmayitinoi cghepu — 1€ YXKUTTA KOMIUIEKCHUX 3aXOJIB IIOJIO0
3aXUCTy CBOro 1H(GOpPMAIIITHOTO MNPOCTOPY Ta BXOUKEHHS YKpaiHW y CBITOBUU
1HpOopMaIIITHUN TPOCTIp.

Ilin nayionanvnum inghopmayiinum npocmopom PO3YyMIIOTh YCIHO CYKYIHICTH
iHpOpMaIIITHUX MOTOKIB SK HALIOHAJIBHOTO MOXOJDKEHHS, TaK 1 1HO3EMHHX, IO
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JOCTYIHI Ha TEPUTOPIT IepKaBH.

besnexa 6 inghopmayiiiniti cpepi nepeodauac:

— 3a0e3neueHHs iH(popMaIiiHOro cyBepeHITeTy YKpaiHu;

— YIOCKOHAJEHHS JE€P>KaBHOIO PEryIIOBaHHsS PO3BUTKY 1H(pOpMalliitHoi chepu
[UIIXOM CTBOPEHHS HOPMAarUBHO-NPABOBUX Ta EKOHOMIYHMX TMEPEelyMOB s
PO3BUTKY HalllOHAJIBHOI IHPOpPMaLIIHHOT IHPPACTPYKTYPH Ta pecypciB;

— 3a0e3MeyeHHs] HEYXWJIbHOTO JOTPUMAaHHS KOHCTUTYLIMHOTO IMpaBa rpoMajsiH
Ha cBOOOY CJIOBa, IOCTYIY A0 1H(popMaIIii;

— aKTMBHE 3allydyeHHs 3ac001B MacoBoi iHopMalii 10 00pOTHOU 3 KOPYMIIIEIO,
3NMOBKHUBAHHAMU CIY’)KOOBUM CTAHOBMILIEM, IHIIMMH SIBULIAMH, SKI 3arpOXKyIOThb
HalllOHaIbHIN Oe3meni Ykpainu;

— BKHMBaHHS  KOMIUIEKCHHX  3aXO[IB  IIOJO  3aXHCTy  HAI[IOHAJIBHOIO
iHpOpMaLIITHOrO TPOCTOpPY Ta MNPOTHAIl MOHomNofizamii iHdopMaliitHoi chepu
VYKkpaiHu.

Ilin ingpopmayivinum cepedosuuem po3yMitoTh cepy ASUIBHOCTI CyO’ €KTIB,
MOB’SI3aHy 13 CTBOPEHHSIM, TIEPETBOPEHHSAM 1 CHOXXHMBAHHSAM  1H(OpMAIlii.
[ndopmariiiine ceperoBullle YMOBHO MOJUISETHCS HA MPU OCHOBHI CKIAO0BI:

— CTBOPEHHS 1 pO3MOBCIOJKEHHS BUXITHOT Ta MOX1AHOI iHPopMallii;

— ¢opmyBaHHS 1HGOPMALIHHUX pecypciB, MIATOTOBKK 1H(OpMaALIHHUX
MPOJYKTIB, HaJJaHHA 1H()OPMAIIHHUX TTOCYT;

— CIOKUBaHHS 1HGOpMAIIiT;

Ta 081 3a0e3neyy8abHi NpeoOMemHui CKI1a008i:

— CTBOpPEHHS 1 3aCTOCYBaHHsS I1HQOpMalIMHUX cUCTeM, 1H(QOpMaALIHHUX
TEXHOJIOT'1H 1 3ac001B IXHHOr0 3a0€3IICUCHHS;

— CTBOPEHHS 13aCTOCYBaHHs 3ac001B 1 MEXaHI3MIB 1H(POpPMaIIiitHOT Oe3neKu.

I3 BpaxyBaHHAM CKJIaZoBUX 1H(GOPMAIIHHOTO CcepefoBUIla iH¢opmauiiina
Oe3nexa — 11e CTaH 3aXMILEHOCTI MOTPeO O0COOMCTOCTI, CYCHUIbCTBA 1 JAEPKaBH, MpU
AKOMY 3a0e3MedyeThbcsl iXHE ICHYBaHHS 1 MPOrPECUBHUN PO3BUTOK HE3AJEKHO BiA
HAsSIBHOCTI BHYTPIIIHIX 1 30BHIIIHIX 3arpo3.

3rinHo i3 «Ctparerio iHngopmaniiinoi 0e3mexkuw» [21] cTpykrypa 1 BMICT
NOHATTS 1H(QoOpMaliiHOI O€3MeKH, a TaKoK OCHOBHI HAaNpSIMKHA Ta MPUHLIUIU
nepskaBHOI oniTuku B cdepi Ib HaBeneni Ha puc. 1.

OCHOBHMMH HampsiMKaMU Jep:kaBHOI MOMITHKUA Ykpainu B cdepi Ib e:

- 1H(QOpMaLIHHO-TICUXOJIOTTYHUN, 110 3a0e3neuye KOHCTUTYLIWHI mpaBa i
cBOOOAM JIIOAMHHU 1 TPOMAJSIHMHA, CTBOPIOE CIHPUSTIMBHUH MCUXOJIOTTYHUHN KiIiMar
B HalllOHAJbHOMY 1H(OpPMAIIHHOMY IPOCTOPI ISl YTBEPAXKEHHS 3araJIbHONIOICHKUX 1
HaIlIOHAJBHUX MOPAJIIbHUX LIHHOCTEH;

- TEXHOJOT1YHWH, BIANOBIA€ 3a PO3BUTOK 1 IHHOBALlIHE OHOBJIEHHS
HalllOHATBHUX 1HGOPMALIIMHUX pecypciB, BIOPOBAKEHHS HOBITHIX TEXHOJOT1H
CTBOPEHHS, 00pOOKHU Ta PO3MOBCIOKEHHS 1H(HOpMAIIii;

- 3axuct 1Hpopmarii, 3abe3neyye KOH(DPIACHIINHICTh, LUICHICTh 1
JOCTYNHICTh 1H(OpMaIllli, B TOMY 4YHCII TEXHIYHOTO 3axucTy iHpopMmalii B
HalllOHATBHUX 1HQOPMALIHHUX pecypcax BiJ KIOEpHETUYHUX aTakK.

Takum uwmHoMm, Ib — mocuTh MicTka 1 OararorpaHHa mpoOiema, Io0 Mae
IHTErpaJIbHUN XapakTep 1 OXOIUTI0E 0araro AacrekTiB JKUTTEIISIBHOCTI JIFOIUHH,
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CYCIUIbCTBA, AepkaBu (puc. 1)
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Puc. 1 — OcHoBHI acriekTy iH(popMaIiiHoT 6e3MeKku

CoyianvHuii acnekm € OAHUM 3 TIOKa3HUKIB IIMBUII30BAHOCTI CYCIUIBCTBA
Ta PIBHSA PO3BUTKY JAEMOKpaTii, pO3yMHUM OajlaHCOM MIX CBOOOJOI0 JOCTYyNy [0
BiIKpUTOi 1H(oOpMaIii Ta HaAIWHUM 3axucToM iHdoOpMmalii 3 0O0MEeKEeHUM
noctynoM. 3abe3nedeHHs Oe3MeKkd B COILIaNbHIN cdepi BKIIOYAE TaKi OCHOBHI
HaAIPSIMKHU

- BUSBJIEHHS 1 YCYHEHHS TMPUYMH, WO TMPHU3BOASATH 1O  PI3KOTO
po3IIapyBaHHS CyCHUIbCTBA;

- MOXJIMBICTb 3aCTOCYBAaHHS CBO€YACHUX 3aXOJIB WIOAO MPOTUIII KPU30BUM
neMorpagpiyHUM MpoIecam;

- CTBOpPEHHSI €(EKTHBHOI CHCTEMM COI[IaJIbHOTO 3aXMCTY JIIOAUHU, OXOPOHU
Ta BITHOBJIEHHS 11 (I3MYHOTO 1 JYXOBHOTO 3/I0POB'S;

- CTUMYJIOBaHHS  pPO3BUTKY Ta  3a0e3leyeHHss BCEOIYHOIO  3aXUCTY
OCBITHBOT'O Ta KYJIBTYPHOI'O MOTEHIIIANY KpaiHu;

- 3aXHUCT IpaB CMOKMBAYiB Ta 1H.

Hopmamueno-npasoeuii acnexm. IlpaBoBuM (yHAaMEHTOM 1HPOPMALIIHHOTO
CYCIUIBCTBA € BIJTNOBiIHE 1H(OpMaIliiiHE 3aKOHOJABCTBO — 03114 HOPMAaTUBHO-
MpaBOBUX akKTiB, NpuiHATHUX BepxoBHoro Pamoro Ykpainu y ¢opMi 3akoHIB 1
MOCTAaHOB HOPMATHUBHOTO 3MICTY, SIKI PEryllolOTh CYCIiIbHI BIZHOCHUHH IIOAO
iHpopmamii. CyKyNnHICTh IOPUAMYHUX HOPM y WK cdepi BKe AOoCAma KPUTHUHOI
MacH, 110 J03BOJIsI€ HA HAYKOBOMY PIBHI YMOBHO BUAUIMTH iX B aBTOHOMHY 00JIacTb
3akoHOJaBcTBa (1H(opMmalliiiHe 3aKOHOAABCTBO) Ta IOPUIAUYHUN HAYKOBUM IHCTUTYT
iHdopmariitHe mpapo). ToMmy akTyadbHUM 3aBJaHHSIM €  CTBOPEHHS  IUTICHOT
cUCTeMHU 1H(OPMAIIHHOTO 3aKOHOJIABCTBA HA MIJCTaBl PO3POOKM Ta MPUHUHATTA
[ndopmariiiHoro kogexcy Ykpainu.
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Exonomiunuii acnekm. ExoHoMiuHiI acnektu npoOnemu Ib MokHa yMOBHO
PO3AUIATH Ha JIBa MIAMHOXUHU: 1HGOpMalliliH1 acieKT 0e3MeKd eKOHOMIKH 1 BlIacHe
€KOHOMIKa Oe3nexu 1Hhopmalrii.

Crporoani 6arato miAnpueMIiB 1 KEpIBHUKIB MIANPUEMCTB PO3YMIIOTh, 10 0€3
MOOKOro aHamizy iHdopmalli, MO BIUIMBAE HA PUHOK IXHBOI MPOIYKIIIi,
HEMOXJIMBO YycrimiHe BefeHHs Oi3Hecy. [loToku iHdopMmalii, SKi TeHepyThCs
y4aCHUKaMH JUIOBOi aKTUBHOCTI, NpU iX KBaiiikoBaHii oOpoOui, aHami3l Ta
CUHTE31 BUCHOBKIB, 3[IaTHI HaJaTh MIiANPHUEMCTBY KOHKYPEHTHI I€peBaru 1 CyTTEBO
BIUTMHYTH HAa €(PEKTUBHICTH CTPATETTYHOTO MJIaHYBAHHS €KOHOMIYHOT JISTIbHOCTI.

B cucremi exoHoMiuHOi Oe3mneku 3'siBUiAcCS 1 OTpHMaja PO3BUTOK TaK 3BaHa
KOHKYpEHTHa pPO3BiJKka (€KOHOMIYHA, J1JIOBa, KOMEpIlifiHA Ta 1H.), AKa 3a0e3neuye
MOCTIMHI Tpoliecu 300py, OOpOOKHM, OIIIHKM Ta HAKOIMMYEHHS JAaHMX, iX aHami3 3
METOI0 MPUIHATTS ONTUMAJIbHUX pillIeHb Y BCiX cdepax exkoHomiku. [Ipudomy, Ha
BIIMIHY Bl KOMEpUIAHOTO (MPOMKCIIOBOTO) IIMUTYHCTBA KOHKYpPEHTHa pPO3BiJKa
3IIACHIOETHCSI BUKJIIOYHO B paMKaX YMHHOTO 3aKOHOJABCTBA, a CBOI pe3yibTaTd
OTPUMYE 3aBIAKH aHAJTITUYHIA OOpOOIll BEIMYE3HOTO0 4YHUCIA JaHUX 3 OCOOUCTUX
BIIKpUTUX JKepen iH@opmalii. 3a KOpPIOHOM BOHa BXE € OKpPEMOIO 00JacCTIO
€KOHOMIKM 3 PO3BMHEHHMM apceHajoM 3aco0iB 1 CHJI BEJIEHHS pO3BIAYBaJIbHOI
iHpopMaLiiiHO-aHAMITUYHOT JisibHOCTI.  ExoHomika Oe3neku iH@opMalii Takox
3aclyroBy€ Ha yBary. SIKII0, HampuKIaJd, PO3MISHYTH NEIKUU 130JIbOBAHUMA CYO'€KT
rOCIONAPIOBAHHS, TO BIACYTHICTb Yy HBOIO aJIEKBaTHOTO 3aXHUCTy Ba)JIMBOI
iHpopMallii (KOMEpIIHOT TaeMHMII, HOYy-Xay, 1HIIOI IHTENEKTyaJbHOi BIIACHOCTI
TOI0.) HEMHHYYE TPpHU3BEIE [0 3HAYHUX EKOHOMIYHHUX BTpar, MOB'I3aHUX 3
BUTOKOM Takuil iHhopMaIii.

Dinancosuii acnekm. ®dinancosi acnektu Ib gyxe OIM3bKI EKOHOMIYHUM,
ane He ToToxkHi. TyT MoBa e mpo Oe3neky (iHaHCOBO-KPEIUTHOI 1 OAHKIBCHKOI
chepu KpaiHu, B IKUX aKTUBHO 3aCTOCOBYIOThCS cyyacH1 [KT.

[Ipy oXomjeHHI aBTOMATM30BaHOI IUIATDKHOIO CHCTEMOIO YCiX PErioHiB
Kpainu Oyab-sika aecralutizamiss B ii (YHKUIOHYBaHHI Ma€ MOPYLIIUTH O€3MeKy
(i1HAaHCOBO-IUIATDKHOI CHUCTEMHU 1, SK HACJIIOK, MPUBECTH JO 30010 BCHOTO
rOCIOIapChKOTr0 MEXaH13My JI€pP>KaBH.

Honimuunuii acnekm. Woro anamis 3 Touku 3opy mnpobiiemu Ib mokasye
BCE€ OUTBIIMI 3CYB IEHTPY Bark B MDKHApOAHIN MOMITHINl BiJ CWJIOBHX (DaKTOpiB
70 OUTBII MPUXOBAHMX, 3aCHOBAHUX Ha 1H(OPMAILIIHOMY BIUIMBI.

be3cyMHIBHO, 1110 TEXHOJOTIYHO PO3BUHEHI JAEpP>KaBH NParHyTh 30LIBIIUTH
MOJIITUYHY, EKOHOMIYHY 1 BIHCBHKOBY IiepeBary 3a paxXyHOK BCTAaHOBJICHHS Ta
BEJICHHSI T00aIbHOro 1H(MOPMAIIHHOTO KOHTPOJIO HAJ MEHII  PO3BUHEHUMU
Jep>kaBaMM, TPOBEACHHS B CBITOBOMY IH(OpMaIiiiHOMY NPOCTOPi 1€0JIOT1YHOT Ta
KYJBTYPHOT €KCIIaHCIi.

Biiicokoeuii acnekm. O@iniiino TepMmiH «iH(opmarlliiiHa BiifHa» Brepiie OyB
BBeneHuil B CILIA B rpyani 1992 p. 1 BkazyBaB Ha HEOOXIAHICTh BCEOIYHOrO OOMIKY
iHpOpMaLIHUX pecypciB B cHCTEMaxX YIpPaBIiHHS 30pOWHUMM CHJIAaMH B YMOBax
npotuAli cynporuBHuka. Ilix iHpopManiiiHOO BiMHOIO MarOThCS Ha yBa3l ii, 10
BKHUBAIOTbCA ~ JJIs1 JIOCATHEHHA  1HGOpMaliifHOI  mepeBard B MIATPUMIII
HaIllOHAJIBHOT BINCHKOBOI CTparerii, 3a JOMOMOTro BIUIMBY Ha iHdOpMaIlilo Ta
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iH(pOpMaIliifHI CHUCTEeMHU CYNPOTUBHUKA TMPH OJHOYACHOMY 3abe3IleueHH1 Oe3MeKu 1
3aXUCTY BJIACHOI 1H(pOpMaIlii Ta iIHPOPMALIHUX CUCTEM.

Hampukinii 1996 p. Oyna mpencrtaBieHa HOBa BIMCHKOBA JOKTpUHA 30POMHHUX
cun CIIA nva XXI cropiuus (konmeniis «Force XXI»), B 0CHOBI SIKOT JISKUTH MOALT
TeaTpy BIMCHKOBUX /i Ha JABI CKJIQIOBI: TPaJULIAHUNA MPOCTIp 1 KiOEpHpocCTip,
NPUYOMY OCTaHHE Ma€ HaBiThb OUIBII BaKJIMBE 3HaYeHHsS. B umcio cdep BeneHHs
O0MOBUX /1, KpIM 3eMIIl, MOpSI, TOBITPS 1 KOCMOCY Terep BKIIOYEHa 1 iHpopMaliiiHa
cepa.

HoxTpuHa iHdopMalliiiHoi Oe3neku Ykpainu [22] BU3HaAUae Taki peajbHI 1
MOTEHIIIHI 3arpo3u iHpopMaliiiHii 6e3nelll y BilicbKoBiH cdepi:

- BHUKOpPHUCTaHHS 1H(MOpMAIIITHOTO MPOCTOpPY [Js MIATOTOBKH Ta 31MCHEHHS
30poifHOi arpecii mpotu VYKpaiHH, MOXJIMBICTb YTATyBaHHSA YKpaiHu B 30poiiHi
KOH(IIIKTH 4YM B MPOTUCTOSIHHSA 3 IHIIMMH JiepKaBaMu 4Yepe3 BUKOPUCTAHHS
1HGOpPMALIIITHOTO IPOCTOPY;

- TOpYILIEHHS BUMOT 3aKOHOAABCTBa MIOAO 30upaHHs, 00poOKH, 30epiraHHS i
nepenavi iHpopMmallii 3 0OMeXKEeHUM JOCTYIIOM B OpraHax BICHKOBOTO YIpPaBIiHHSA
Ta Ha MIANPUEMCTBAX OOOPOHHO-NPOMMCIIOBOTO KOMIUIEKCY YKpaiHu;

- HECaHKUIOHOBaHUM JOCTyHn [0 HalIOHAIbHUX  1HQOpMaIiiHuX 1
TEJIEKOMYHIKalIMHUX MEPEXK Ta CUCTEM, L0 MOXKE MOPYIIUTH AISIBHICTh BIHCHKOBUX
dbopMyBaHb, OpraHiB BIACHKOBOTO ympapiiHHsA, 30poitnux Cun VYkpainu B
oMy, ad0 BTpyYaHHS B aBTOMATHM30BaHI CHUCTEMHU

KepyBaHHs 30pO€I0;

- peami3alig  NpPOrpaMHO-MaTeMaTUYHMX  3aXOAiB  Ta  3aCTOCYBaHHs
1HPOPMALIITHUX TEXHOJOrIA 3 METOI0 TNOpPYIICHHS (YHKI[IOHYBaHHS  CHCTEM
yIpaBJiHHA BOEHHOT cepu Ta chepu 000poHHU;

- HaBMHCHI [li, a TakoXX TOMWJKH [EpCOHAIy TMpu podoTHu B
iHpopMaLiitHUX Ta 1H)OpPMAaIITHO-TETEKOMYHIKAI[IHHUX CUCTEMAaX TOILIO.

Exonoziunuii acnekm. 3TiTHO 3 BHUILEBKa3aHOK J[OKTPUHOIO, B €KOJOTIYHIN
chepl, Takok ICHYIOTh peaibHl 1 moTeHuiiHi 3arpo3u Ib Ykpainu:

- TNPUXOBYBAaHHS, HecBOe€yacHe HaJaHHA 1HQopmalii abo HagaHHS
HEJO0CTOBIpHO1 1H(pOpMallli HACENEHHIO MPO HaJ3BUYailHI €KOJOTiYHi cUTyalii abo
HAJ3BUYAlHI CUTyallll TEXHOTEHHOTO Ta MPUPOAHOIO XapaKTepy;

- HeIOCTaTHS HaJINHICTh 1H(OpMAaIIHHO-TEIEKOMYHIKAI[IHHUX CUCTEM 300pYy,
0o0poOkM 1 mepenayl iHpopMmalii B yMOBaX HaJA3BHYAWHUX CUTYaLlll;

-  HU3bKMM piBeHb 1H(pOpMATH3aIlii OpraHiB JEp:KaBHOI BIaau, IO
YHEMOXJIUBIIIOE 3/11CHEHHSI ONEPATUBHOTO KOHTPOJIIO Ta aHaJI3y CTaHy MOTEHIIIITHO
HeOe3neyHux 00'eKTIB 1 TEpUTOPid, 3aBYaCHOrO MPOTHO3YBAaHHS Ta pearyBaHHS Ha
HaJ[3BUYalHI CUTYyaIlii.

Takum  ymHOM, ekonoriyHi acnekth Ib  ceorogHi €  ogHUMHU 3
HalBaXJIMBIIIMX B MI0OAJIbHOMY MacmTabl, SKi MOB'A3aHl 13 3aXHMCTOM IHTEPECIB
OCOOHMCTOCTI, CYCHUIbCTBA 1 J€pXkaBU Bl MOXKIMBOIO BIUIMBY Ha MPHUPOIHE
CepelloBHUIIe, CTUXIHHUX JIUX 1 KaTacTpod.

Ilpupoonuuo-nayxkoeuii acnekm. Tyt tpobiremu Ib MoXXHaA MpoLTIOCTPYyBaTU
Ha TMpUKIaAl Toro, sK iHQoOpMaliiHE CepeJOBUIIE BUKOPUCTOBYE HOBITHI
JOCSITHEHHSI IPUKIIATHUX 1 PyHIaMEHTAJIbHUX HayK.
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Tax, LISt peamizanii 3aco0iB TEXHIYHOI  PO3BIJKH MOXYTh
BUKOPHCTOBYBATHCS BXKE BioMl Haymi (i3uyHl mons, B TOMY  YHCII,
eJICKTpPOMAarHiTHe, TpaBiTailiiiHe, celicMiuHe Ta 1H. Hanpuknaza, celicMiuHa po3Biaka
BU00yBae 1HGOpPMAIII0 HUISIXOM BUSBICHHS ¥ aHanizy aedopmaiiid 1 3CyBIB Y
3eMHili TIOBEpXHi, 10 BUHMKAIOTH IIifi BIUIMBOM pi3HUX BUOYyXiB. Ii oCHOBHHIA
HAnpsIMOK — PO3BIJKA MIJ36MHUX SI€PHUX BUOYXIB 1 BUBHAYEHHS iX IMapaMeTpiB.

Texniununn acnexkm. Texuiunuii acnexkt Ib MoxHa po3mIsiIaTé 3 KUIBKOX
no3uuid. Ilo-mepme, wne 3axuct iHQoOpmalli, MO UHUPKYIIOE B PIZHUX
aBTOMATH30BaHUX 1HQOpMAIIMHUX cHCTeMaX, 10 MaloTh IIEBHE amapaTHO-
nporpamMHe  3abe3nedeHHs. PO3BUTOK  TEXHIUYHOI  CKJIaA0BOi i1HGOpMaIiitHOi
1HGPaCTPYKTypy HEMUHYYE TATHE 32 COOOI0 MIABUIICHHS 3aJIEKHOCTI CYCIHUIbCTBA,
Bil SKOCTI (yHKIIOHYBaHHA 1H(QOpPMALIMHUX CUCTEM PI3HOTO piBHS, TOOTO
CTBOPIOIOTHCS KPUTHUYHI €JIEMEHTH 1HQPaCTPyKTypH, BiJl SKUX 3anexurb craH Ib.
[To-npyre, 1ue 3axuct iHoOpMaIllli, 3aCHOBaHMH Ha 3aCTOCYBaHHI pI3HUX
CrieliaIbHUX 1HXEHEPHO-TEXHIYHUX 3aCO01B 3aXHUCTY.

[lepenik HaBeqEeHUX BHINE AacHeKTIB HE € BHYEPIHUM, a JHIIE UTIOCTPYE
CKJIAAHICTh 1 OararorpaHHiCTh 1HpOpMaliiHOI  O€3MeKu  [K IHTErpajibHOi
npoOiemMu.

2. /epyucaena nonimuxa Ykpainu 6 chepi ingpopmamuzayii  ma
iHpopmayiiinoi 6Oezneku ocodbucmocmi, Cycniibcmea, O0epyHcasu, Cy4acHux
A8MOoMamu306aHUX i MeNeKOMYHIKAUIUHUX CUCHEM

lepoicaeua nonimuxa Yxpainun B cdepi iHopmaruzaiii Tta iHGopmariitHOi
0e3MeKr OCOOUCTOCTI, CYCHUIbLCTBA, JEpPKaBH, CYYaCHUX aBTOMATU30BaHUX 1
TEJIEKOMYHIKAlIMHUX  CHCTEM  BU3HAYA€ThCS  MPIOPUTETHICTIO  HALIOHAJIBHUX
1HTEpeCiB 1 Ma€ Ha MET1 YHEMOXJIUBJICHHS peaizallii 3arpo3 ajs iHpopMmariii.

Memoro ingopmayitinoi’ norimuxu depaiicadu € CTBOPEHHS YMOB JJIsI TOOY/I0BU B
nepkaBi 1HGOPMAIIHHOTO CYCIUIBCTBA SK OPTaHIYHOTO CErMEHTY TIJ100aJbHOTO
iHGOpMAaIIIITHOTO  CHIBTOBApHUCTBA,  3a0€3MEUYEHHS]  MPIOPUTETHOTO  PO3BUTKY
iHpopMaLIiHUX  pecypciB  Ta  1HQPACTPYKTYpH, BIOPOBAHKEHHS  HOBITHIX
1HGOPMALIITHUX TEXHOJOT1M, 3aXUCTy HAIIOHAJBHUX MOPAJBHUX 1 KYJIbTYPHHUX
LIHHOCTEH, 3a0e3MeueHHs] KOHCTUTYLIHHUX MpaB Ha BUIBHUHN A0CTYN A0 1H(GOpMAaIIii.

OcHo6HuMU HanpAMAMUy TAKO1 TOJIITUKH €:

— 3a0e3ne4yeHHs] YMOB JJisi PO3BUTKY 1 3aXUCTy BCiX (OpM BIACHOCTI Ha
iHopMalliiiH1 pecypcH;

— (hopMyBaHHS 1 3aXUCT JEPKaBHUX 1HPOPMALIIHHUX PECYPCIB;

— PO3BHUTOK 3aKOHOJABCTBA y cepi iHdopMaliiHUX NpolieciB, iHGopMaTh3anii 1
3aXUCTy 1H(popMaIrii.

— CTBOPEHHSA 1 PO3BUTOK LIEHTPAJIBLHUX 1 PETIOHANTBHUX 1HPOPMALIHHUX CUCTEM
Ta Mepex, 3a0e3MeUeHHs IXHbOT CyMICHOCTI 1 B3a€MO/Iii B €JMHOMY 1H(GOpMaliiftHOMY
MPOCTOP1 IepKaBU;

— CTBOPEHHS YMOB /ISl AIKICHOTO 1 €()eKTUBHOTO 1H(HOpMAIIfHOTO 3a0e3neyeHHs
rpOMajisiH, YCTAaHOB JIEPXKaBHOI BIIaJy, OpPraHiB MICLUEBOrO CaMOYMNpPaBIIHHSA,
opratizaniii 1 CycHnuIbHUX OO0’€JHaHb HAa OCHOB1 J€p)KaBHUX 1H(POPMaLIHHUX
pecypcis;

— 3a0e3meueHHs HallloHalbHOI Oe3neku y cdepl iHbopMaTuzaiii, a TaKoXK

12



3a0e3MeueHHs MpaB rPOMaJisiH, OpraHizaiii B ymoBax iH(opmarusaii;

— cnpusiHHa (OpPMYBaHHIO pPHUHKY 1H(OpMAIIfHUX pecypciB, MOCHYT,
1HGOpMaLIMHUX CUCTEM 1 TEXHOJIOT1#, 3ac001B IXHHOTO 3a0€3ICUCHHS;

— ¢opMyBaHHS 1 3A1MCHEHHS €IUHOI HAYKOBO-TEXHIYHOT MPOMUCIIOBOT MOJTITUKH
y cdepi iHopmaruzalii 3 ypaxyBaHHSAM CY4YaCHOTO CBITOBOTO pIBHS PO3BHUTKY
1HGOPMALIITHUX TEXHOJIOT1H.

3. Knacughikauia ma cmpykmypa HOpMamueHux npagoeux axkmie 6 cgepi
iHpopmauiiinoi 6e3neku Ykpainu

OcHo6010 npasogoco pe2ynto8anHs 3axucmy ma OOMedCeHHs O00Cmyny 00
iHhopmayii €:

—HopMmu 4. 1 ct. 32 KoHctutryiii YkpaiHu, 3rifHO 3 SAKUMHU HE JIOIYCKAETHCS
30upaHHs, 30epiraHHs, BUKOPUCTAHHS Ta MOIIMPEHHS KOHQiIeHUIHHOI 1HpopMarii
mpo ocoOy 6e3 ii 3roju, KpiM BUINAJKIB, BUSHAYEHUX 3aKOHOM, 1 JIUIIE B 1IHTEpecax
HaIIOHAJIBHOT O€3MeKH, EKOHOMIYHOTO 1OOpOOYTY Ta MPaB JIIOAUHMU;

—HopMu 4. 2 cT. 34 Kouctutyuii Ykpainu, SKuMu nependadyeHO MOXKIUBICTh
oOMexeHHs1 cBoOOAM 1H(OpMaIlli Ha OCHOBI 3aKOHY B IHTepecax HalllOHAJIbHOI
0e3IeKH, TePUTOPIATIbHOI LUTICHOCTI a00 rPOMAICHKOTO MOPSAJIKY 3 METOIO OXOPOHU
3I0POB’Sl HACEJICHHS, JUIsI 3aXUCTy pemnyTtalii abo mpaB IHIIMX JIOACH, IS
3armo0iraHHs Po3roJoNIeHHIO0 1H(OopMalii, oxepkaHoi KoH]iAeHIiiHO, abo It
HNIATPUMAaHHS aBTOPUTETY 1 HEYNEPEHKEHOCT1 MPABOCYAIS.

[HdopmariiiHi MpaBOBIIHOCMHM Ha PIBHI 3aKOHOIABCTBA PETYIIOIOTHCS JBOMA
rpynamu 3aKOHOJaBYMX aKTiB:

1) 3aeanvnonpasosi axkmu, 5l SKUX TOLIUPIOETBCS Ha BCIX CYO’€KTIB
1HGOpMAaLITHUX BIIHOCHH BIJIMOBIHO 0 MOALTY MpaBa YKpaiHW Ha MpPaBOBI raiysi:
KOHCTUTYI[IiHE, aAAMIHICTpaTUBHE, LIMBUIbHE, TPYAOBE, KPUMIHAJIBHE;

2) cneyianvHo-npasosi akmu, Al AKUX MOLIUPIOETHCS TUIBKUA Ha Cy0’ €KTIB, SIKi
O0epyTh Oe3MocepeIHIO YUacTh Y KOHKPETHIN COLialibHIN TISIbHOCTI.

CneyianvHo-npasosi po3UIAIOTECA HA 081 Kamezopii, KOTP1l MaloTh BIIMOBIAHI
CUCTEMOYTBOPIOIOU1 3aKOHOJJaBY1 akT (y Teopii npaBa BOHU GOPMYIOTh CUHTETUYHI
MDKTalTy3eB1 KOMIUIEKCHI IHCTUTYTH MpPaBa):

— CUCTEMOYTBOPIOIOUl 3arajibHi HOPMH MyOJIYHO-NPABOBOTO PEryJlOBaHHS
iHpopmaliiinux BigHocuH (iH(opmaniiine mnpaBo) B YkpaiHi — 3akoH «lIpo
1HbOopMaIiIoN;

— CUCTEMOYTBOPIOIOUl OKpeMi I1HCTUTYMLIl 1H(OpPMAIIHHOTO MpaBa — 3aKOHU
Vkpainu «lIpo HaykoBy 1 HAayKOBO-TE€XHIUHY MdisUIBHICTB», «[Ipo nepkaBHY
TaeMHULI0», «IIpo gepxxkaBHy cTaTUCTUKY», «IIpo Haronanbuuii apxiBHuit Qo Ta
apxiBHl ycTaHoBW», «IIpo napykoBaHi 3acobu MacoBoi iH(opmarlii (mpecy) B
VYkpaini», «IIpo iHdopmaliitHi areHTCTBa TOIIO.

II. Tlopsaxok mnpoBeaeHHSI OCHOBHOI YACTHHU 3aHATTA. 37100yBadi BUIIOT
OCBITH 3TIIHO KEPIBHMIITBA JI0 MPAKTHMYHUX 3aHATH 32 TEMOIO BHUKOHYIOTH 3ajaui
HABYAJIbHUX TTUTAHb.

Buknanay Takox CHMHXpPOHHO BUKOHYE 3ajjaul 3aHSATTS 13 BUBOAOM 300pa’kKeHHS
MOHITOPY Ha €KpaH

MIPOEKTOPY.
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VY Xonl 3aHATTA BHKJIAJa4 HaJae TOTPIOHY JOMOMOTY Ta TOSCHIOE OKpeMi
€JIEMEHTH 3ajau.

III. Iopsinoxk mnpoBedeHHS] 3aKJIKYHOI YacTMHM 3aHATTHA. [lepeBiputu y
JEKUIbKOX 3700yBayiB pe3yidbTaTd BHUKOHAHHSA IIOCTaBJIEHUX 3aJa4, BUCTABUTU
BIIMOB1/IH1 OI[IHKY. 3a3HAYUTH TIEPEIiK 3a7a4 JIJIsi cCaMOCTIHHOT poOOTH, BKa3aTH vac 1
cnocid mepeBipKU pe3yibTariB caMoCTiiiHOI poOoTH. Oroiocutu Temy HacTYIHOIrO
3aHSTTA.

Tema Ne 2. OcHOBHI 0J10:KeHHS iH(popMaLiiHOI Oe3neKn

IpakTuune 3aHaTTs Ne 2. OCHOBHI MOJIOKEHHS 1HPOPMAIIIIHOT O€3MeKH

HaBuanbHa MeTa 3aHATTHA: PO3NISSHYTH MOHATTS MNPO HpeaMeT, 00 €KT i
cy0’exktu iH(opMariitHoi Oe3neku. Bunu iHdopmariiinoi 6e3nexu. Konremniis
iHpopmMaiiitHoi Oe3neku nepxkaBu . J[lepxkaBHa TaeMHMISI $SK OCOOJIMBUM BHJ
1HpOopMallii, IO 3aXUIAETHCS.

KinbkicTs roausn: 2 roa.

HaBuaJbHi NUTAHHA:

1. Ilpenmert, 06’ekt 1 cy0’ekTH iHQOpMaliiiHoi Oe3neku. Bunu indopmartiitnoi
Oe3IeKH.

2. Konuenuis iHdopmarliiiHoi 6e3neku aepkaBHu.

3. JlepxaBHa TaeMHUIIS SIK OCOONMMBUIN BU 1HGOPMAITii, III0 3aXHUIIIAETHCS.

Jlireparypa:
OcHoBHa
1. Tlporpama HaBuanbpHO1 AMCHMIUTIHA «Betyn y cniemianbHicThy. CrnenianbHICTh 125
«KibepbOesnekay. Tymymop B.B. — m. XapkiB: XapkiBChbKHIl HalllOHAIbHUN

YHIBEPCUTET BHYTpIIIHIX cripas, 2023 p.

2. PoOoua mnporpamMa HaBYalbHOI JUCHUIUIIHM «BeTym y  cnemiaiabHICTBY.
Crnemianbhicth 125 «KibepOesneka». Tynyno B.B. — M. XapkiB: XapkiBCbKHii
HaIlIOHAJIbHUI YHIBEpPCUTET BHYTPIIIHIX cripas, 2023 p.

3. Tynyno B.B. Bctyn y cnemianbHicTh. EnekTpoHHuit Kypc Jnekiii. Xapkis,
XHVYBC, 2023 p.

4. Tynynos B.B. EnekTpoHHuU#l Kypc METOJUYHUX PO3POOOK A0 MPAKTUYHUX 3aHSAThH
3 nucuuriing " Betyn y cnemansHicTs . Xapkis, XHYBC, 2023 p.

5. JynukeBuu B. b. OcHoBu iH(opmarliiiinoi Oe3nexku : HaBd. 1oci0. / Banepiit
borpanosuu Jlyaukesuu, Bonogumup OnekcitoBuu Xopouiko, FOpiit €srenosuy
Spemuyk ; Binauil. Hai. TexH. yH-T. — Binaung : BHTY, 2018. - 315 c.

6. 3aco0u Ta CHCTEMH TEXHIYHOIO 3aXHMCTy 1H(GOpPMAIII] : HaBY. MOCIO. JAJIs CTYJEHTIB
cnen. 125 «KibepOesneka» cnemianizanii «CHUCTeMH TEXHIYHOTO 3aXUCTY
iHpopmarii» / [. €. AHTINOB Ta 1H. ; XapKiB. HAll. YH-T paJi0eIeKTPOHIKH. XapKiB
: I1anos, 2019. 215 c.

7. Indopmariitna Ta kibepOe3neka: COLIOTEXHIUHMN acrekT: miapyunuk / [B. JL
Bypsuok, B. b. Tony6ko, B. O. Xopomko, C. B. Tontona]; 3a 3ar. pen. 1-pa TexH.
Hayk, npodecopa B. b. Tonyoka.— K.: AVT, 2015.— 288 c.

lonarkoBa

8. TexHiunmii 3axuct iH(Mopmamii B iHGOpPMAIIHHUX Ta TEIEKOMYHIKAIIMHUX

cuctemMax : HaBuajgbHuUM mociOHuk / ykian. Jlacrieka . 1., IInarap I1. M.
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10.

11

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

YepHnisii: YepHiBeubkuil HallloHAIBHUM yHIBepcuteT, 2018. 252 c.

Hyxuuit C. M., Typtu M. B. MeTtoauuni BKa3iBKM O BUKOHAHHS MPAKTHUYHUX
pobiT 3 gucuumuiiak  «OpraHizaiiiiHe 3a0€3MeUeHHs] TEXHIYHOTO 3aXHUCTY
iHpopmarii» B 2 4. Y. 1 / min pen. a-pa texn. Hayk O. B. bainnosa ; Hau. yH-T
KopabnebynyBaHHs iM. aagMmipana Makaposa. Muxonais : CHYK, 2018. 54 c.

HopMmaTuBHO-IpaBOBi aKTH

Konctutytis Ykpainu : 3akon Ykpainu Big 28.06.1996 Ne 254x/96-BP // baza
naHux «3akoHoAaBCTBO Ykpainu» / BepxoBna Pama VYkpainum. URL:
https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%30.

. I[Ipo HdepxaBHy cinyx0y creniaabHOro 3B’ 53Ky Ta 3aXUCTy 1H(opmalii YKpainu :

3akon VYkpainm Bim 23.02.2006 Ne 3475-1V // baza nanux «3aKOHOJAaBCTBO
Ykpainm» / Bepxosna Pana Ykpainu. URL.:
https://zakon.rada.gov.ua/laws/show/3475-15.

ITIpo iudopmarmito : 3akon Ykpainu Big 02.10.1992 Ne 2657-X1I // baza manux
«3akoHO/aBcTBO  YKpainum» /  BepxoBna  Pama  VYkpaiHu. URL:
https://zakon.rada.gov.ua/laws/show/2657-12.

[Ipo 3axuct iHdopmarlii B iHPopMaLiiHO-TEIEKOMYHIKAIMHUX CUCTEMaX : 3aKOH
VYkpaiau Big 05.07.1994 Ne 80/94-BP // baza nanux «3akoHOAaBCTBO YKpaiHu» /
BepxoBna Panma VYkpainun. URL: https://zakon.rada.gov.ua/laws/show/80/94-
%D0%B2%D1%380.

[Ipo nepxxaBHy TaemuuIo : 3akoH Ykpainu Big 21.01.1994 Ne 3855-XII // baza
naHux «3akoHOoAaBCTBO Ykpainu» / BepxoBna Pama VYkpainm. URL:
https://zakon.rada.gov.ua/laws/show/3855-12.

[Ipo poctyn no my6miunoi iHpopmarlii : 3akon Ykpainu Big 13.01.2011 Ne 2939-
VI // baza nanux «3akoHonaBcTBO Ykpainu» / BepxoHa Paga Vkpainu. URL:
https://zakon.rada.gov.ua/laws/show/2939-17.

[Ipo nauionanbHy Oe3nexky Ykpainu : 3akoH Ykpainu Big 21.06.2018 Ne 2469-
VIII // ba3za nanux «3akoHomaBcTBO Ykpainu» / BepxoBna Pana Ykpainu. URL:
https://zakon.rada.gov.ua/laws/show/2469-19.

[Ipo mineH3yBaHHS BHUIB TOCHOAAPCHKOI MISUNIBHOCTI : 3aKOoH YKpaiHH Bif
02.03.2015 Ne 222-VIII // ba3a nanux «3akoHOJAaBCTBO YKkpainu» / BepxoBHa
Pana Ykpainu. URL: https://zakon.rada.gov.ua/laws/show/222-19.

Konekc mnpo anminicTpatuBHi npaBonopyiieHHs Bix 07.12.1984 Ne 8073-X //
baza TAHUX /Jlira:3axkoH: odiiHuN BeO CaWT. URL:
https://ips.ligazakon.net/document/KD0005?ed=2020 03 01.

Kpuminaneuuii kogexkc VYkpain Big 05.04.2001 No 2341-II1 // baza nmanux /
Jlira:3akoH: odiiiHUH BeO CauT. URL:
https://ips.ligazakon.net/document/T012341?an=910451

IIpo ocHoBHI 3acaau 3abe3neueHHs kibepOe3nekn Ykpainu : 3akoH YKpaiHu Bif
05.10.2017 Ne 2163-VIII // baza nanux «3akoHonaBcTBO Ykpainu» / BepxoBHa
Pana Ykpainu. URL: https://zakon.rada.gov.ua/laws/show/2163-19.

VYka3 IIpesunenta Ykpainu [Ipo pimenns Pagu HaiionanbHoi O0e3mexku 1 000poHU
Vkpainu Big 15 sxoBtHs 2021 poky "IIpo Crpaterito iHbopmariiitHoi 0e3nexu" //
baza panux «3akoHonmaBcTBO VYkpainu» / BepxoBna Panma VYkpainu. URL:
https://zakon.rada.gov.ua/laws/show/685/2021#n7
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22. Yxa3 llpe3unenta Ykpainu I[Ipo pimenns Pagu HarioHanbHOT 0€31eKu 1 000pOHH
VYkpainn Big 29 rpyans 2016 poky «lIpo Jlokrtpuny iHpopMaiiitHoi Ge3nexu
VYkpainn» // baza ganux «3akoHomaBcTBO Ykpainu» / BepxoBHa Pama Vkpainu.
URL: https://zakon.rada.gov.ua/laws/show/47/201 7#Text

23.1lpo IlonoxeHHss mnpo TeXHIYHUNA 3axucT IHGopmamii B VYkpaiHi : VYka3
[Ipesunenta Ykpainu Big 27.09.1999 Ne 1229 // baza panux «3akOHOIaBCTBO
Ykpainn» / BepxoBHa Pana Ykpainu. URL:

https://zakon.rada.gov.ua/laws/show/1229/99.
24.Tlpo  3atBepmxenHss IlpaBun  3a0e3nedyeHHss  3axucTy 1HQopmamii B
iHpoOpMaIITHUX, TEIeKOMYHIKalIMHUX Ta 1H(OpMaIIHHO-TEIEKOMYHIKAI[IHHUX
cucrteMmax : nocraHoBa KabGinety MinicTpiB Ykpainu Big 29.03.2006 Ne 373 //
baza panux «3akoHonmaBcTBO VYkpainu» / BepxoBna Panma VYkpainu. URL:
https://zakon.rada.gov.ua/laws/show/373-2006-%D0%BF.
25.3akoH Ykpainu «IIpo enexktponHi noBipui nociayru» Big 05.10.2017 p. Ne 2155-
VIII // baza nanux «3akoHogaBcTBO YKpainu» / Bepxosua Paga Ykpainu. URL: //
baza manux «3akonomaBcTBO VYkpainm» /BepxoBna Pama VYkpainu. URL:
https://zakon.rada.gov.ua/laws/show/373-2006-%D0%BF.
Indopmauiiini pecypcu B InTepneri
26. baza nmanmx «3akoHomaBcTBO Ykpainm» / BepxoBna Pama VYkpainu. URL:
https://zakon.rada.gov.ua/laws.
MarepiajibHO-TexXHiUHe 3a0e3MeUeHHsI: KOMIT IOTEpHA Mepexa 13
MIKIIOUYeHHSIM 70 Intertnet;
Mejia IpoeKTop.

Il;1an npoBeAeHHS 3AHATTS:

I. Ilopsainok npoBeeHHs BCTYILY 10 3aHATTS.

1. IIpeomem, 06’ckm i cyo’ckmu inghopmauyiitnoi 6e3nexu. Buou ingpopmauiiinoi
Oe3neku

IIpeomemom inghopmayitinux BITHOCUH € 1HGOpMallid Ta iHPOpMaLiiiHI pecypcu
B PI3HUX BUAaX 1 popmax, 10 3aXUIIAETHCS.

06’ exmamu  inghopmayiinoi Oe3neku MOXYTh OYTH: CBIJIOMICTh, TCHXIKa
JONUHHU, 1H()OPMAIIIHI CUCTEMU PI3HOTO MacITaldy 1 pI3HOTO MPU3HAYECHHS.

ComianpbHuMU 00’ €kTamMu 1H(poOpMaIiitHOT Oe3MeKkn € OCOOUCTICTh, KOJICKTHUB,
CYCIUIBCTBO, JIEp’KaBa, CBITOBE TOBAPUCTBO.

Ho cy6 ‘exmis inghopmayitinoi 6e3nexu BITHOCATHCS:

— JIeprKaBa, sKa 371iCHIOE CBOT (PYHKIIT Yyepe3 BIAIOBIIHI OpraHHu;

— TpOMajsHU, CYCIUIbHI Ta opraHizamii 1 o0 ’€JHaHHS, IO BOJIOAIIOTH
MOBHOB)XXEHHSIMU MO 3a0e3nedeHHio iHdopMaiiiftHoi O6e3reKku y BIAMOBIIHOCTI A0
3aKOHOJIaBCTBA.

3rinHo i3 «Ctparerio ingopmaniiinoi 0e3mexkuw» [21] cTpykrypa 1 BMICT
NOHATTS 1H(poOpMaliiHOI O€3MeKH, a TaKoK OCHOBHI HampsSAMKHA Ta MPUHLHUIN
nepsxaBHOi oniTuku B cdepi Ib HaBeneni Ha puc. 1.
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IHPOPMALLIMHA BE3MEKA ]

Cran samuerocT imdopaan iMoo CepegoBriLa cycninboTea,
AKKA 3abezneyye Aoro GoprMyBaHHA, BAROPMCTAHHA Ta DO3BHTOH
B iHTEpSCAX MPOMAOAH, ORFEHIZEUIA, OepHARM
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Esfopeasid=al npocTip

wong ey Wap

IS Ly ,J
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MPHHLMNK 3ABEZNEYEHHA IHBOPMALIAHOT BEINEKM

Cooboga 3Gupanis, aGcpiraiya, BHHOPHETAHHA Ta NOWWPCHYA iHbopaaUu
[ocToRIpHICTD, MOBHOTE 3 HEYTIEpeaEHICTL inbapMmauin

O erkesHa A0CTY Y A0 iHGOEMAUE BRRNEHMHO HE NACTABT 38R0y

FTAapMOHIZEUA OCOBHOTME, CRONAsHME | JEHaBHME IHTEpLCiE.

JanofGiradiEd NpaeonEpYLIEHHAM B IHpopMaw AHlR chepl

EHOHOMINHA 000 NEHCTE

FapMOHi I3 YREATHCBROND SAKOHOOARCTEA B iROpMAUIARIE cthepi 3 misHapogHam

 # & B & & ¥ @

MpiopuTeTHICT: HALIOSM anb o7 iRpopa uifeoT npoaysgit

HAMPAM JEFRABHOT MONITHHM
¥ CHEP| IHGOPFRMALIIAHOT GEIMERH

OE'EXTH
IHEDPMALIAHOT
GESMEHM

IHBOPRALLIAHO- NCHR0 MO T4 HHA

TEXHOMOTHHHR

CYE"ERTH
IHSOF M ALIAHOT
BEZMEKM

FAXLHCT IHBOPPAALLIT TA HALLKHAAEHHX
IHDOPRIALLIAFEK PECYPCIE

Puc. 1 — Crpykrypa i ckiana iHbopmaIiiHoi 6e3nexku
Inghopmayivina 6e3nexa ocooucmocmi — 1€ 3aXUNICHICTh TICUXIKH 1 CBIOMOCTI
JIOAVHU BiJl HeOe3nmeuHuX 1H(POPMAIIHHUX BIUIMBIB: MaHIMYIIOBaHHS CB1IOMICTIO,
ne3iHGopMyBaHHs, CIIOHYKaHHS 0 caMOTr'yOcTBa , 00pa3 ToIIIo.
Inghopmayivina 6Gesneka Oepoicasu (CyCUUIbCTBA) XapaKTEPU3YEThCS MIPOIO
3aXUIEHOCT1 AepKaBU (CYCIUIbCTBA) Ta CTIMKOCTI OCHOBHUX BHUIB KUTTEAISIIBHOCT1
(ekOHOMIKH, HayKku, TexHocdepu, chepu ympaBiIiHHA, BINCHKOBOI CIpaBH 1 T.iH.)

BIZIHOCHO HeOe3MeuyHux (mecTabuIi3yIOunX, JECTPYKTUBHHUX, IO YpakaloTh
Jep>KaBHI 1HTEPECH TOIIO) 1H(POPMAIIHHUX BIUIUMBIB, IPUUOMY SIK 3 YIPOBAKCHHS,
TaK 1 J00yBaHHs 1H(pOpMAIIii.

[ndopmartiiina 6e3neka AepkaBU BU3HAYAETHCS 37aTHICTIO HEUTpaTi3yBaTH Taki
BIUTHBH.
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2. Konuenuia ingpopmauiiinoi d6e3nexu oepicasu

Konyenyia ingpopmayitinoi 6e3nexu depaoicagu — 11€ CUCTEMATU30BaHA CYKYTHICTh
BiIOMOCTEM Mpo iHpopMalliiiHy Oe3MeKy Aep>KaBU Ta NUISIXHU ii 3a0e31eUeHHs.

B xonnenuii inpopmariiiinoi 6e3nexku aepkaBu:

— TMpOBOIATBCS CHUCTeMHa Kiacudikamia Jectadurizytounx (akropiB i
iHpopMaliifHUX 3arpo3 Oe3reri 0Co0IMBOCTI ,CyCIIIBLCTBA 1 IEPIKABH;

— OOTpYHTOBYIOTBCS  OCHOBHI  TIOJIOXKEHHSI ~ Opradizaiii  3a0e3rneueHHS
1HpopMaILiitHOT Oe3NeKu Aep>KaBu;

—  PO3pOOJISAIOTHCS MPOMO3UIil 1O crnocobax 1 ¢opmax 3a0e3neueHHS
1HpopMaIliitHOT Oe3neKu.

VY 3B’s3Ky 3 pimieHHAMH Pajgu HanioHanbHOI1 Oe3neku 1 oOpoHHM YKpaiHu Bin
21.03.2008 p. Bix 15 xoBtHs 2021 poky "lIpo Crpaterito iHdopmaniiinoi 6e3mnexu”
ta Bix 29 rpynusa 2016 poky «lIpo Jloktpuny iHpopmarliiiiHoi O6e3neku YKpaiHu»
HaroJIoIIyeThCs, 10 1HQopMalliiiHa Oe3rneka € HeB1JI' €EMHOIO CKJIAJIOBOIO KOXKHOI 31
chep HamioHanbHOi Oe3neku. BomHouac iHGopmaliiiiHa Oe3neka € BaXJIUBOIO
CaMOCTINHOIO cdeporo 3abe3MeueHHs HallloHalbHO1 Oe3neku. CaMe ToMy PO3BUTOK
VYkpaiHu SK CYBEpEHHOI, JIeMOKpPaTH4HOi, IMPaBOBOI Ta EKOHOMIYHO CTaOUIbHOT
JEp>KaBU MOXJIMBUM TUIBKM 32 YMOBHU 3a0€3ME€UYEeHHS HaJEeXHOro piBHA il
1HpopMaIliitHOT Oe3neKu.

3. Hepotcasna maemnuysa ak ocoonueuil 6uo ingopmauii, wio 3axXxuiacmuvcs

3akon Ykpainu «IIpo nepxxaBHy Taemuuito» Big 21 ciung 1994 p., Ne 3855-XII
pEeryiioe CyCIiIbHI BIJHOCHUHHM, TOB’Si3aH1 3 BIIHECEHHSIM TEBHHUX BIIOMOCTEH 0
JIep>KaBHOI TAEMHUII, 3aCEKPEUYBAHHAM, PO3CEKpeuyBaHHAM ii MaTepiaibHUX HOCIiB
Ta OXOPOHOIO JIepKaBHOT TAEMHHUIII B IHTEpPECaxX HAIIOHAJIBHOI Oe3MeKkn YKpaiHu.

lepoicasna maemnuysa (cexkpeTHa iHdOpMaIllis) — BUJ TaeMHOI iH(opMairii, 1o
OXOIUTIOE BIJIMOBIIHI BIAOMOCTI Y cdepi oOOpOHH, €KOHOMIKM, HAayKH 1 TEXHIKH,
30BHIIIHIX BIIHOCUH, JE€P>KaBHOI O€3MEKU Ta OXOPOHHU MPABOMOPSIAKY, PO3rOIOIIECHHS
SKUX MOXKE 3aBJaTh IIKOAW HAIllOHaJIbHIM Oe3meri YKpaiHuW Ta SKi BU3HA4YEHI B
MOPAJIKY, BCTAaHOBJICHOMY LIMM 3aKOHOM, JEpP)KaBHOIO TAEMHUIECIO 1 MIISTaloTh
OXOPOHI JIE€PKaBOIO.

Bionecenns ingopmayii 0o Oepowcagnoi maemuuyi — Tpoluenypa MPUHHATTI
(IepKaBHUM EKCHEPTOM 3 NMUTaHb TAEMHUIb) PIIICHHS MPO BIJHECEHHsS Kareropii
BIIOMOCTE a00 OKpeMHX BIJOMOCTEW 10 Jep:KaBHOI TAEMHHIII 3 BU3HAYEHHSIM
MOXKJIMBOI IIKOAM HalllOHaJAbHIA Oe3meni YKpaiHM B pa3i pO3rOJOLIECHHS IHX
B1IOMOCTEH, BKJIIOUEHHSIM I1i€l iHdopmalii 10 3BoAy BIiTOMOCTEH, IO CTAHOBIATH
Jep>KaBHY TAEMHUIIIO, Ta 3 OMYOIIKYBaHHSM LIbOTO 3BOAY, 3MiH 10 HHOTO.

Jlonyck 0o Oepoicasnoi maemuuyi — oGOpPMIICHHS TMpaBa TpoMaJsiHUHA Ha
JOCTYTI 10 CEKPEeTHOT 1HhopMaIrii.
Jlocmyn 0o OepoicasHoi maemHuyi — HaAaHHS TMOBHOBXHOIO I0OCAJI0BOIO

0CcO00I0 J103BOJIy TPOMAJSTHUHY Ha O3HAHOMJIEHHS 3 KOHKPETHOIO CEKpPETHOIO
iHpOpMalLIi€l0 Ta TPOBAKEHHS JISUTBHOCTI, TIOB’SI3aHOT 3 JIEP>KaBHOIO TAEMHUIIEIO,
a00 O03HaWOMJICHHS 3 KOHKPETHOIO CEKpPETHOI I1H(OpMaIi€l0 Ta MPOBAIKEHHS
JISUTBHOCTI, TIOB’SI3aHOi 3 JIEP’KaBHOIO TAEMHHMIICIO, I[I€I0 TIOCAZOBOIO 0CO00I0
BIIMOBIIHO 10 ii CITy>KOOBUX TTOBHOBAXKEHb.

3acexkpeuysanns  mamepianbHux — Hociie  iHopmayii —  BBEICHHSI Y
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BCTAHOBJICHOMY 3aKOHO/IABCTBOM MOPSJIKY OOMEXEHb Ha MOUIMPEHHS Ta JOCTYH A0
KOHKPETHOI CeKpeTHOi 1H(opmalii NIugXoM HaJaHHS BIANOBIAHOTO TIpUPy
CEKPETHOCTI JOKyMEeHTaM, BHpoOaM abo IHIIMM MaTrepiaJibHUM HOCISIM  IIi€l
1HpopMalii.

36i0 gidomocmell, WO CMAHOBIAMb O0EPHCABHY MAEMHUYIO, — AKT, Y SIKOMY
3BEICHO TEPEeNiKM BIAOMOCTEH, IO 3TiHO 3 PIIICHHAM JEepKaBHUX EKCHEPTiB 13
MUTaHb TAEMHHIb CTAHOBJIATH JIEPKaBHY TAEMHUIIO y BU3HAYEHUX UM 3aKOHOM
cepax.

Kameezopis pescumy cekpemnocmi — Kareropis, sika XapakTepHU3y€e BaKJIMBICTh
Ta 00CSITU BIJOMOCTEH, IIO0 CTAHOBIATH JACPKABHY TAEMHUIIO 1 30CEPEIKEHI B
opraHax Jep>kaBHOT BJIaJi, OpraHax MICLIEBOIO CaMOBPSIyBaHHS, Ha MiPUEMCTBAX,
B YCTaHOBAX 1 OpraHizaIlisix.

II. Ilopsaaok mnpoBedeHHS] OCHOBHOI YACTHHU 3aHATTA. 37100yBadi BUIIOT
OCBITH 3T1IHO KEPIBHMIITBA O MPAKTUYHUX 3aHATh 32 TEMOIO BHUKOHYIOThH 3ajaui
HABYAJIbHUX TTUTAHb.

Buknanad Takox CHMHXpPOHHO BUKOHYE 3ajiaul 3aHSTTS 13 BUBOAOM 300pa’kKeHHS
MOHITOPY Ha €KpaH

MIPOEKTOPY.

VY Xonl 3aHATTA BUKJIAJad HaJae TOTPIOHY JOMOMOTY Ta TOSCHIOE OKpeMi
€JIEMEHTH 3ajau.

III. Iopsinoxk mnpoBedeHHS] 3aKJIKYHOI YacTMHM 3aHATTHA. [lepeBiputu y
JEKUIbKOX 3700yBayiB pe3yidbTaTd BHUKOHAHHSA IIOCTaBJIEHUX 3aJa4, BUCTABUTU
BIJIMOB1/IH1 OI[IHKY. 3a3HAYUTH TIEPEIiK 3a]a4 JIJIsi cCaMOCTIHHOT poOOTH, BKa3aTH vac 1
cnocid mepeBipKU pe3yibTariB caMoCTiiiHOI poOoTu. Oroiocutu TeMmy HacTYIHOIrO
3aHSTTS.

Tema Ne 3. IIpaBoBi nutanHs 3axucTy iHpopmanii 3 BUKOPUCTAHHAM
TeXHIYHUX 3aC00iB

Ilpaktuune 3ansarTas Ne 3. IlpaBoBi mnwuTaHHsA 3axucTy 1HGopmali 3
BUKOPHUCTAHHIM TEXHIYHUX 3aCO01B.

HaBuajbHa MeTa 3aHATTA: PO3NISIHYTH MOHITTA PO OCOOIMBOCTI MPABOBOTO
PEryJItoBaHHs CYCHNUIbHUX BIJHOCUH MPU BUKOPUCTaHHI TEXHIYHUX 3aC001B 0OpPOOKH
1HpopMaIii.

KinbkicTs roausn: 2 roa.

HaBuanbHi nMTaHHA:

1. OcobmuBOCTI NIPABOBOTO PETYIIOBaHHS CYCHUIBHUX BIAHOCUH TpHU
BUKOPUCTAHHI TEXHIYHMX 3aco0iB o00poOku iH(dopMmaiii Ta mnpu po3poOiri
mudpyBadbHUX 32C001B.

2. llpaBoBe perynroBaHHs 3aXUCTy 1H(}OpMaIii B 3aco0ax 3B’ SI3KY.

3. IlpaBoBe perynoBaHHS BHUKOPUCTaHHS UIU(GPOBOrO MIAMUCY 1 3aXUCTY
iHdopMalii B cucteMax 1 3aco0ax eJIeKTPOHHOTO TJOKYMEHTOOOIrY.

Jlireparypa:
OcHoBHa
1. [Iporpama HaBuanbHOT JUCHMILUTIHM «BcTynm y croemiajgbHICTBY.
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Crnemianphicts 125 «KibepOesneka». Tynyno B.B. — m. XapkiB: XapKiBCbKUM
HaIlIOHAJIbHUI YHIBEpPCUTET BHYTPIIIHIX cripas, 2023 p.

2. Poboua mporpama HaBYaJIbHOI JUCHUILIIHU «BeTyn y crnemiaibHICTh.
Crnemianphicts 125 «KibepOesneka». Tynyno B.B. — m. XapkiB: XapKiBCbKUM
HaIlIOHAJIbHUI YHIBEpPCUTET BHYTPIIIHIX cripas, 2023 p.

3. Tynyno B.B. Bcryn y cnemianbHicTh. EneKTpoHHHI Kypc JIEKITii.
Xapkis, XHYBC, 2023 p.

4. Tynynos B.B. EnekTpoHHuii Kypc METOAMYHUX PO3POOOK 110
NPaKTUYHUX 3aHATh 3 Auciuiuiiay " Beryn y cnemiansHicTs ". Xapkis, XHYBC,
2023 p.

5. Hynukesuu B. b. OcHoBu iHdopmaniiinoi Oe3neku : HaBY. mocid. /

Banepiit bormanoBuu [ynuxeBuu, Bomomumup OnekciiioBuu Xopomiko, HOpiii
€BrenoBud Spemuyk ; Binnuu. Hau. TexH. yH-T. — Binnung : BHTY, 2018. — 315 c.

6. 3aco0u Ta CUCTEMHU TEXHIUYHOIO 3aXUCTy 1H(popmallii : HaB4. Moci0. s
ctynenTiB cren. 125 «Kibepbesneka» crnemianizanii «CUCTEMU TEXHIYHOTO 3aXHUCTY
iHpopmariii» / 1. €. AHTINOB Ta 1H. ; XapKiB. HAll. YH-T PaJ10eIeKTPOHIKH. XapKiB :
ITanos, 2019. 215 c.

7. [ndopmarriitna Ta kibepOesneka: COMIOTeXHIYHUM aCHeKT: MAPYYHUK /
[B. JI. Bypsiuok, B. b. Tony6ko, B. O. Xopomko, C. B. Tontona]; 3a 3ar. pea. a-pa
TexH. HayK, npodecopa B. b. Tonyoka.— K.: IYT, 2015.— 288 c.

lonarkoBa

8. Texuniunuit 3aXHUCT 1Hpopmarii B 1HpOopMaLIITHIX Ta
TEeJIEKOMYHIKAIIMHUX CHUCTEeMax : HaByYaldbHUU mociOHuMK / ykmaa. JlactiBka I'. L.,
Mnatap I1. M. YepniBui: YepHiBenbkuil HalioHaIbHMM yHiBepcuteT, 2018. 252 c.

9. Hyxuuit C. M., Typtu M. B. MeroanuHi BKa3iBKM 10 BHUKOHAHHS
MPaKTUYHUX PoOIT 3 nucuuIuling «OpraHizaliiine 3a0e3neueHHs TEXHIYHOTO 3aXHUCTY
iHpopmarii» B 2 4. Y. 1 / mig pea. n-pa texn. Hayk O. B. baminnosa ; Ham. yH-T
KopabnebynyBaHHs iM. agMmipana Makaposa. Muxonais : CHYK, 2018. 54 c.

HopMmaTuBHO-IpaBOBi aKTH

10. Koncturymis Ykpainu : 3akoH Ykpainu Big 28.06.1996 Ne 254x/96-BP
// baza naHux «3akoHOJAaBCTBO Ykpainu» / BepxoBHa Pama VYkpainu. URL:
https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%380.

1. [Ipo JlepxkaBHy ciiy)k0y CHelialbHOro 3B’S3Ky Ta 3aXUCTy iH(opmarii
VYkpainu : 3akoH Ykpainu Big 23.02.2006 Ne 3475-1V // baza nanux «3aK0HOJaBCTBO
Ykpainm» / Bepxosna Pana Ykpainu. URL.:

https://zakon.rada.gov.ua/laws/show/3475-15.

12. [Ipo indopmariro : 3akon Ykpainu Big 02.10.1992 Ne 2657-X11 // baza
naHux  «3akoHOJaBcTBO  Ykpainm» / BepxosHa Pama VYkpainu. URL:
https://zakon.rada.gov.ua/laws/show/2657-12.

13. [Ipo 3axuecr iHdopmanii B  iHPOpPMAIIIHO-TEIEKOMYHIKALIHHUX
cucteMax : 3akoH VYkpainum Big 05.07.1994 N 80/94-BP // baza pmanux
«3aKOHOIaBCTBO Ykpainu» / BepxosHa Pana YkpaiHu. URL:

https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%380.
14. IIpo nepxxkaBHy TaemMHUINO : 3akoH Ykpainu Big 21.01.1994 No 3855-XI11
// baza naHux «3akoHOJAaBCTBO Ykpainu» / BepxoBHa Pama VYkpainu. URL:

20



https://zakon.rada.gov.ua/laws/show/3855-12.

15. [Ipo noctyn no nmy6aiuHoi iH(opmanii : 3akoH Ykpainu Big 13.01.2011
Ne 2939-VI // baza manux «3akoHonaBcTBO YKpainu» / BepxoBHa Pama VYkpainu.
URL: https://zakon.rada.gov.ua/laws/show/2939-17.

16. [Ipo namioHaneHy Oe3neky Ykpainu : 3akoH Ykpainu Big 21.06.2018
Ne 2469-VIII // baza nanux «3akoHomaBcTBO Ykpainu» / BepxoBna Pama Ykpainu.
URL: https://zakon.rada.gov.ua/laws/show/2469-19.

17. [Ipo nineH3yBaHHS BHUIIB TOCMOAAPCHKOI AISUIBHOCTI : 3aKOoH YKpaiHu
Bim 02.03.2015 Ne 222-VIII // baza nanux «3akoHomaBcTBO YKpainu» / BepxoBHa
Pana Ykpainu. URL: https://zakon.rada.gov.ua/laws/show/222-19.

18. Konekc mnpo anminictpaTtuBHi mnpaBonopyiieHHs Big 07.12.1984 Neo
8073-X //  baza gamux /Jlira:3akon: odimiianii  Be6  caiit. URL:
https://ips.ligazakon.net/document/KD0005?ed=2020 03 01.

19. Kpuminansuuii kogexe Ykpain Big 05.04.2001 Ne 2341-111 // baza nanux

/ Jlira:3akoH: odiiitHuN BeO CauT. URL:
https://ips.ligazakon.net/document/T012341?an=910451
20. IIpo ocHOBHI 3acanu 3a0e3nedeHHs KiOepOe3meku YkpaiHu : 3akoH

VYkpaiau Big 05.10.2017 Ne 2163-VIII // baza manux «3akoHOJABCTBO YKpaiHu» /
Bepxosna Paga Ykpainu. URL: https://zakon.rada.gov.ua/laws/show/2163-19.

21. [Ipo IlonoxxkeHHst mpo TexXHIYHMM 3axucT 1HGoOpMarllii B YKpaiHi : Yka3
[Ipesunenta Ykpainu Bim 27.09.1999 Ne 1229 // baza panux «3aKOHOJABCTBO
Ykpainm» / Bepxosna Pana Ykpainu. URL.:
https://zakon.rada.gov.ua/laws/show/1229/99.

22. [Ipo 3arBepmxenHs I[lpaBun 3abe3nedyeHHs 3axucTy iHQopmanii B
iHboOpMaIIITHUX, TENeKOMYHIKAIMHUX Ta  i1HGOpMAIIHO-TEIEKOMYHIKAIHHIX
cucrtemax : nmoctanoBa KaGinery MinictpiB Ykpainu Bix 29.03.2006 Ne 373 // Baza
naHux  «3akoHOJaBCcTBO  Ykpainm» / BepxosHa Pama VYkpainu. URL:
https://zakon.rada.gov.ua/laws/show/373-2006-%D0%BF.

23. 3akon Ykpainu «IIpo enextponHi moipui mociayru» Big 05.10.2017 p.
No 2155-VIII // baza nanux «3akoHomaBcTBO YKpainn» / BepxoBHa Paga Ykpainu.
URL: // baza nanux «3akoHomaBcTBO Ykpainm» /BepxoBna Pama Ykpainu. URL:
https://zakon.rada.gov.ua/laws/show/373-2006-%D0%BF.

Indopmauiiini pecypcu B InTepneri

24. baza nanux «3akonHomaBcTBO Ykpainu» / BepxoBna Pama VYkpainwu.
URL: https://zakon.rada.gov.ua/laws.
25. [lepenik HOPMATHUBHO-METOAWYHUX JOKYMEHTIB B Taly3l 3axHCTy

iHpopmarii // OOIKOBI JOKyMEHTH Uit cekpeTHoro autoBoactBa / TOB «HIKCy :
odimiitauii BeO caitr. URL: https://sites.google.com/a/nics.com.ua/price/.

26. [lepenix 3aco0iB TEXHIYHOTO 3axXUCTy I1H(OpMalii, T03BOJIEHUX MJIs
3a0€3MeUYeHHs] TEXHIYHOTO 3aXUCTy JEp>KaBHUX I1H(QOpMaLIHHUX pecypciB Ta
iHopMaIlii, BUMOra 1010 3aXMCTY SIKOi BCTAaHOBJIEHA 3aKOHOM // [lep>kaBHa ciyx0a
CHeIaNIbHOTrO 3B’ A3KY Ta 3aXucTy iHpopMmauii Ykpainu : odimiitnuit Beo caiir. URL:
http://www.dsszzi.gov.ua/dsszzi/control/uk/publish/category?cat id=3918]1.

MarepiajibHO-TexXHiUHe 3a0e3MeUYeHHsI: KOMIT IOTEpHA Mepexa 13
MIKIIOUEHHSIM J10 Intertnet; memia IIPOCKTOP.
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Il;1an npoBeAeHHs 3AHATTS:

I. Ilopsainok npoBeeHHS BCTYILY 10 3aHATTS.

1. Oco0auBOCTI NPaBOBOr0 PperyJlOBaHHS CYCHIJIbHHUX BIiIHOCHH IIpH
BUKOPHCTaHHI TeXHIYHUX 3ac00iB 00poOku iHdopmanii Ta mnpu po3poodui
mundpyBaJbHUX 3aC00IB.

Po3risiHeMo OCHOBHI MOHSTTS MpPO OCOOJHMBOCTI MPAaBOBOIO PErylIrOBaHHS
CYCIUIBHUX BIIHOCHH MPU BUKOPUCTAHHI TEXHIYHUX 3ac001B 00poOKM 1HPOpMAaIii Ta
pu po3po0ii muppyBaJIbHUX 3aC001B.

[IpaBoBY OCHOBY TEXHIYHOTO 3axucTy iH(popmamii B VYKpaiHi CTaHOBIATH
Konctutyniss Ykpainu, 3akonu Ykpainu, aktu Ilpesunenrta Vikpainum ta KabGinety
MinictpiB  Ykpainu, HopMmaTuBHO-NpaBoBl akTu Cnyx6u Oe3neku YKpaiHu,
Anminictpanii Jlep:kaBHOi CiyOM cCIelialbHOTO 3B 3Ky Ta 3aXHMCTy 1H(opMarii
VKkpainu, 1HIIMX AEepXKaBHUX OpPraHiB, MIXKHAPOJAHI JOTOBOPH YKpaiHM 3 MHUTaHb
TEXHIYHOTO 3aXUCTy 1H(}OopMalii, 3rona Ha 000B’A3KOBICTh IKUX HaJlaHa BepxoBHOIO
Panoro Ykpainu, a Takox [lonoxkeHHs: po TeXHIYHMM 3aXuCT iHPopMalii B YKpaiHi.

Texuiunuti 3axucm ingpopmayii (T3[) — 1e ASUIBHICTH, CHOpsIMOBaHAa Ha
3a0€3MeUeHHs 1HXEHEPHO-TEXHIYHUMH 3aX0JaMu TOPSAIKY IOCTYIy, IIUTICHOCTI Ta
JOCTYIMHOCTI (YHEMOXKJIMBIICHHS OJ0KYBaHHs) iH(OpMaIlii, sKa CTAHOBUTDH JEP>KaBHY
Ta 1HIIY nepeadayeHy 3aKOHOM TaEMHUII0, KOH(D1IEHIIHHOT 1H(dOopMallil, a TaKoX
LTICHOCTI Ta JOCTYMHOCT1 BIAKPUTOI 1H(OpMAaIliil, BaXIJIMBOI JJi1 0COOM, CYCIUIbCTBA
1 IepxKaBu.

Cucmema T3] — 11e CyKymHICTh Cy0’€KTiB, 00’ €THAHUX IUIIMU Ta 3aBJAaHHIMU
3aXUCTy 1H(OpMalii 1HXEHEPHO-TEXHIYHUMHU 3aX0JaMu, HOPMAaTHUBHO-NPAaBOBA Ta
MarepiaabHO-TeXHIUHA 0a3a. Komnaexc mexuiunoco 3axucmy ingopmayii — 1€
CYKYITHICTh 3aXO/IB Ta 3ac001B, MPU3HAYEHUX MJIA peai3allii TEXHIYHOTO 3aXHUCTY
iHpopMmalii B iHpopMaliiHiil cuctemi abo Ha 00’ €KTI.

OcHosnumu Hanpamamu oepaicaeroi norimuxu y cgepi T3 €:

1) HopMaTUBHO-TPaBOBE 3a0€3MEUEHHS;

2) opraxizairiiiHe 3a0e3eueHHs;

3) HayKOBO-TE€XHIYHA Ta BUPOOHUYA JIISTIbHICTb.

PiBenbr Oe3nexu iH@opmarlii, 10 0OpOOISETHCS B CHUCTEMax Ta Ha 00’ €KTax
1HpopMaLiifHOT IHPpPaCTPYKTYpH, BUBHAYAETHCS TAKUMHU BIIACTUBOCTSIMU

— KOH@iOeHyitinicmb — BIACTUBICTh 1HQOpMAIii OyTH 3aXHINEHOK BIJ
HECaHKIIIOHOBAHOTO O3HAMOMIICHHS;

— yinichicmv ~ —  BIACTUBICTh  1HGopMalii  OyTH  3aXUIIEHOK  Bif
HECaHKIIIOHOBAHOTO CIIOTBOPEHHS, pylHYBaHHS a00 3HUIICHHS;

—docmynHicmbs ~ —  BIACTUBICTH,  1HQopMamlii OyTH  3axXHUIICHOI  BiJ

HECAHKI[IOHOBAHOTO OJIOKYBaHHS.

OCHOBHUMH  HOPMATUBHMUMH  aKTaMH, IO PETYIIOI0Th  BUKOPUCTAHHS
kpunrorpadii B Ykpaini, € 3akoHu «lIpo iHpopmauio», «I[Ipo HayKOBO-TEXHIUHY
iHpopmanio», «lIpo 3axuct iHbopmalii B iHGOPMAIIHHO-TEICKOMYHIKAIIIMHUX
cucrtemax», «lIpo nepxaBHy Ttaemuuio», «llpo HamionaneHy cucremy
KoH(1AeHIIHOTO 3B’ A3Ky» Bia 10 ciuns 2002 p. Ne 2919-I11.
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Kpunmoepaghiunuii 3axucm ingpopmayii — BUJ 3aXHUCTY, IO peaTi3yEThCA 3a
JIOTIOMOTOK0  TIEPETBOPEHb 1H(oOpMaIlii 3 BHKOPUCTAHHSAM CIEIiaJbHUX JaHUX
(KJTIOYOBUX JAaHUX) 3 METOIO MPUXOBYBaHHS (200 BITHOBJIECHHS) 3MICTY 1H(OpMaIlii,
MIATBEPIKEHHS ii CIPaBKHOCTI, LUIICHOCTI, aBTOPCTBA TOLIO.

3acobu kpunrorpadiyHOro 3axucty iHpopmailii 6e3 yBeICHUX KIIOUOBUX JaHUX
MalOTh 2pug obmediceHHs O0ocmyny, KU BIINOBIIA€ Tpudy OOMEKEHHS IOCTYIY
onucy kpunrtocxemu. [pud oOMexeHHS MOCTymy KIIOYOBUX JOKYMEHTIB, IO
BUKOPHUCTOBYIOTBCS  JUIsi  KpunTorpadiyHOro 3axucTy 1HQopMmalii, [OBUHEH
BIIMOBIZATH TpUdy 0OMEXKEHHS TOCTYyMy 1H(OpMaIlli, 110 3aXUIIAETHCS.

2. Ilpasose pezyntosannsa 3axucmy ingpopmauii 6 3acooax 36’a3Ky

Cdepa TenexoMyHIKaliil € CKJIaJ0BOI0 YAaCTUHOIO Trajiy3l 3B’SI3Ky YKpaiHW.
3akon Ykpainu «IIpo Tenexomynikaiii» Big 18 nucromn. 2003 p. Ne 1280-1V Buznauae
MOBHOBA)KECHHSI JIEp>KaBU 110JI0 YIIPABIIHHS Ta PETYIIOBAHHS 3a3HAYEHOI JISUIbHOCTI,
a TaKoX IpaBa, 000B’SI3KU Ta 3acaJy BIANOBILAAIBHOCTI (PI3UUHUX 1 OPUIUYHUX OCIO,
Kl OepyTh y4acTh y JaHIM IIsJIBHOCTI a00 KOPUCTYIOTHhCS TEJIEKOMYHIKAI[IHHUMU
MOCJIyraMu.

Memorwo pecymosannsn y cqhepi menekomyHikayili € MaKCUMaJbHE 3aJI0BOJICHHS
MOMUTY CIOXHBAYiB Ha TEJIEKOMYHIKALlIHI TOCIYTH, CTBOPEHHSI CHPHUSITIUBHUX
OpraHizallifHMX Ta E€KOHOMIYHUX YMOB IS 3aldy4eHHS I1HBECTHIIM, 301IbIIECHHS
o0cAriB  MOCIYr Ta NIABMIIEHHS 1X $KOCTI, PpO3BUTKY Ta MOJAEpHi3allii
TEJIEKOMYHIKaLIMHUX MEPEX 3 ypaxyBaHHSM IHTEPECIB HAIIIOHAJIBHOT OE3IMEKH.

Haganus TenexkoMyHIKalIMHUX MOCAYr Ha TepUTOpli YKpaiHM € BUKIIOYHUM
MpaBOM IOPUIUYHUX OCI0O 3 MICIIE3HAXO/UKEHHSIM Ha TepuTopli YKpaiHu, sKi
3apeecTpoBaHi BIAMOBIIHO 10 3aKOHOAABCTBA YKpaiHW, Ta/abo ¢(i3uyHuUX 0ci0 —
Cy0’€KTIB MIAMPUEMHMIILKOT JISJIBHOCTI 3 TMOCTIHHUM MICLIEM TIPOKHMBAHHS Ha
TEepUTOPIi YKpaiHu.

3akoH Ykpainu «lIpo HamionanbHy cuctemMy KOHQIIEHUIHHOTO 3B’A3KY» Bij
10 ciunsg 2002 p. Ne 2919-I11 3a3znauae, mo Hayionanvha cucmema KOHQIOeHYIlIHO2O0
36’513Ky CYKYIIHICTh CHEIIaJIbHUX TEJIEKOMYHIKAIIHHUX CUCTEM (MEpexk) MOABIHHOTO
MPU3HAYCHHS, $KI 3a JOMOMOrol0 KpumnrorpadiyHux Ta/ab0 TEeXHIYHMX 3aco0iB
3a0e3neuyroTh O00MiIH KOHGIIeHUIHHOI 1HGOpMalli€el0o B 1HTEpecax oOpraHiB
Jep’KaBHOI BJIaJM Ta OPraHiB MICHEBOTO CaMOBPSIYBaHHS, CTBOPIOIOTH HAaJIEXKHI
YMOBHU ISl 1X B3a€MOAii B MUPHUK Yac Ta y pa3l BBEICHHS HAJA3BUYANHOTO 1
BOEHHOTO CTaHY.

Cy6’exmu  Hayionanvnoi cucmemu KOH@IOeHYiliHO2O 38 83Ky — OpraHu
Jep>KaBHOI BJAJU Ta OpPraHU MICLEBOrO CaMOBpSIyBaHHS, IOPUAMYHI Ta (PI3UUHI
oco0u, 110 0epyTh Y4acTh y CTBOPEHHI, (PYHKI[IOHYBaHH1, pO3BUTKY Ta BUKOPUCTaHHI1
€T CUCTEMU.

1 . . o . .

TenexomyHikailii (eJIeKTPO3B’30K) — TIepelaBaHHs, BHIIPOMIHIOBAaHHS Ta/a00 TpUHMaHHS 3HAKIB, CHUTHAIIB,
MMUCBMOBOTO TEKCTY, 300pakeHb Ta 3BYKIB a0O0 MOBIIOMIICHBb OYIb-SIKOrO POIY IO Pajio, MPOBOAOBUX, ONTHYHUX a00
IHIIMX €JICKTPOMATrHITHUX CHCTEMaX.
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Cxnaoosumu Hayionanvhoi cucmemu xon@ioenyilino2o 36’a3Ky € CIeliaibHI
TEJIEKOMYHIKaIlliiHI cucteMu (Mepexi), ix ¢ikcoBaHi 1 MOOLIbHI KOMIIOHEHTH,
LEHTpalTi30BaHl CUCTEMH 3axHUCTy 1HQopmamii Ta OnepaTUBHO-TEXHIYHOTO
ynpapninHa. (YactuHa Apyra crarti 5 13 3MIHAMH, BHECEHUMH 3T1IHO 13 3akoHOM N
2599-1V Bix 31.05.2005)

Cmpyxkmypa nobyoosu Hayionanonoi cucmemu KOH@GIOeHYiliHO2O 38 3Ky
NMOBUHHA 3a0e3neuyBaTd BiIOKpeMJIEHHs KOH(iAEeHIIIiHOT 1H(opMalii opraHis
Jep>KaBHOI BJIAJM Ta OPraHiB MICLIEBOIO CaMOBPSIYBaHHA, 1HIIMX IOPUAMYHUX Ta
¢13u4HUX 0C10 3 BUKOPUCTAHHIM KpunTorpadiyHux Ta/abo TEXHIYHUX 3aC001B.

3. Ilpasose pecynweanus 6uUKOPUCMAHHA UUPPOBO20 niOnucy i 3axuchiy
iHpopmauii 6 cucmemax i 3acodax eneKmMpPoOHHO20 0OKYMEHmMO00izy

3. Ilpasoee pezynweannsa GUKOPUCMAHHA UUPPOB020 nionucy i 3axucmy
iHpopmauyii 6 cucmemax i 3aco0ax e1eKMPOHHO20 OOKYMEHM000i2y

07.11.2018 nabyB umHHOCTI 3akoH Ykpainu «IIpo enexkTpoHHi HOBIpUi
nociyru» Bif 05.10.2017 p. Ne2155-VIII (mani — 3axon Ne2155).

OpHuM 3 HaWBaXIMBIIMUX MOJNOXKEHb 3akoHy Ne 2155 € B3aeMHe BHU3HAHHSA
YKpPaTHCBKUX Ta 1HO3EMHHUX CEPTH(PIKATIB BIAKPUTUX KIIOUIB Ta eJeKTPOHHMX
MinuciB.

3aKOHOM 3ampOBAKYIOTHCA TaKi MEXaHI3MH, SK €JIEKTpOHHA 1IeHTHdIKAIs,
CJIEKTPOHHUW TIAMUC, €JNEeKTpOHHA T[leYaTka, eJeKTPOHHAa I[I03HayKa 4acy,
pEECTpOBaHA €JIEKTPOHHA JOCTABKA, IHTEPONepadeabHICTh TOLIO.

3rigHo 3 4.2 cr. 22 3akony Ne 2155 inenTudikaunis ¢izuuHoi ocodbu, sika
3BepHyJacs 3a OTPUMaHHSAM MOCIyru (opMyBaHHS KBaslipiKOBaHOTO cepTUdikaTa
BIIKPUTOTO KJIFOYa, 3/IIMCHIOETHCS 32 YMOBH 11 0COOUCTOI MPUCYTHOCTI 32 MaCIOPTOM
rpomajsiHiHa YkpaiHu a0o 3a I1HIIMMH JOKYMEHTAMH, SIKI YHEMOXIJIHMBIIOIOThH
BUHUKHEHHSI OYJb-IKUX CYMHIBIB IIOJ0 OCOOH, BIAMOBITHO O 3aKOHOJABCTBA IPO
€auHuil nepxaBHUN JeMorpadiuHuil peecTp Ta MPO JOKYMEHTH, IO MOCBIIYYIOTH
0c00y, MIATBEPIAXKYIOTh TPOMAJITHCTBO YKpaiHM Y CHeliadbHUN CTaTyCc 0COOMu..

Orxe, mnoumnatoun 3 07.11.2018, orpumaru mnociayru 3 (popmMyBaHHs
KBaIipIKOBaHUX cepTH(IKATIB BIIKPUTHX KJWOYIB 3a JOBIPEHICTIO (B T.4.
MOCBITYEHOI0 HOTapiaibHO) Oyse HeMoxauBo. [Ipo 1e 3a3HadarOTh MOJATKIBII Ha
caii [JOCY.

KpiMm Toro, 3ampoBajxyeTbcsi aAMIHICTpaTUBHA IMOCIYyra HIOJI0 BKIIFOUEHHS
IOPUAMYHUX Ta (PIBUYHUX o0ci0 - MIANPUEMINB, AKI MalOTh HaMmip HaJaBaTu
enektpoHHi goBipui mnocayru (EAIl), no JloBipuoro cmmcky, a TaKoOX
BCTAHOBJIIOETHCA MOPSIAOK BEJCHHS TAKOTO CIUCKY. TakoX, BA3HAYAETHCS MPOLIeypa
He3aexHoi oIiHKku BinmosigHocTi 1 EJ[IT Ta TakoX MOXIJIMBICTH BUKOPUCTAHHS
3a3HauY€HUMH 0CO0aMH y CBOil AISUTBHOCTI K HAI[IOHAIBHUX, TaK 1 MDKHApOIHUX
CTaHJapTIB.

II. Tlopsaxok mnpoBedeHHSI OCHOBHOI YACTHHU 3aHATTA. 37100yBadi BUIIOT

OCBITH 3FiIIHO KepiBHI/II_ITBa A0 IPAKTUYHHUX 3aHATH 3a TCMOKO BUKOHYIOTH 3a)1aqi
HaB4YaJIbHUX IIMTAHb. BI/IKJIaI[a‘I TAaKOK CHHXPOHHO BHKOHYE 3az[aqi 3aHATTS 13
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BHUBOJIOM 300pa’KCHHS MOHITOPY Ha €KpaH IPOEKTOpy. Y XOIi 3aHATTS BUKIIAIa4d
HaJia€ MOTPIOHY JOTIOMOTY Ta MOSICHIOE OKpEM1 €JIEMEHTH 3aj1ad.

III. Iopsinoxk mnpoBedeHHSI 3aKJIKYHOI YacTMHM 3aHATTHA. [lepeBiputu y
NEKUIbKOX 3700yBadiB pe3yJabTaTH BHUKOHAHHS IIOCTABJICHUX 3aj]a4, BHUCTABUTH
BIIMOB1/IH1 OI[IHKY. 3a3HAYUTH TIEPEIiK 3a7a4 JIJIsi cCaMOCTIHHOT poOOTH, BKa3aTH vac 1
croci0 mMepeBipKU pe3ysbTariB caMOCTiiiHOT poOoTH. OrojoCUTH TEMYy HACTYITHOTO
3aHSATTS.

Tema Ne 4. 3arposu indopmauiiiniii 0e3neni, 6e3neni ingopmauii Ta
iHpopmaniiiHuX pecypciB

IpakTnune 3auatTa Ne 4. 3arpo3u iHbopmalliitHii 6e3mer.

HaBuanbHa MeTa 3aHATTA: PO3NIAHYTH JKepena 3arpo3 iHpopMauiidHii
oesmeni. Meronu 1 3acobu 3abe3nedeHHs iHQopmaliiiHOT Oe3NeKu: OCHOBHI
MIPUHIIUIIH, CUCTEMA 3a0€3MeUeHHs, OCHOBHI (haKTOPH 1 CIIOCOOH.

KinbkicTs rogun: 1roa.

HaBuaJbHi NUTAHHA:

1. Knacudikaris 3arpo3 iHdopmaliiHii 6e3merri.

2. lepapxiuna knacudikaiiis 3arpo3 iHpopmaliiiHii oe3neri.

3. Jlxepena 3arpo3 iHbopmaIlriiiHii 6e3rerri.

4. Merogu 1 3acobu 3abesneuyeHHs 1H(pOpMaliiiHOT Oe3neKku: OCHOBHI
MIPUHIIUIIH, CUCTEMA 3a0€3MeUeHHs, OCHOBHI (haKTOPH 1 CIIOCOOH.

Jlireparypa:
OcHoBHa

1. [Iporpama HaBuanpHOI JUCHUIUIIHM «Berynm y  cremianbHICTBY.
Crnemianbhicth 125 «KibepOesneka». TynynoB B.B. — m. XapkiB: XapKiBCbKUM
HaIlIOHAJIbHUM YHIBEpCUTET BHYTPIIIHIX cripas, 2023 p.

2. Poboua nporpama HaBYaJIbHOI OUCHUILIIHU «BeTyn y crnemialbHICThY.
Crnemianphicts 125 «KibepOesneka». Tynyno B.B. — m. XapkiB: XapKiBCbKUM
HaIlIOHAJIbHUM YHIBEpCUTET BHYTPIIIHIX cripas, 2023 p.

3. Tynyno B.B. Bcryn y cnemianpHicTh. EneKTpoHHHI Kypc JIEKITii.
Xapkis, XHYBC, 2023 p.

4. Tynynos B.B. EnekTpoHHuii Kypc METOAMYHUX PO3pOOOK 110
MPaKTUYHUX 3aHATh 3 Auciuiuiing " Beryn y cnemianbHicTs ". Xapkis, XHYBC,
2023 p.

5. Hynukesuu B. b. OcHoBu iHdopmaniiinoi Oe3nexku : HaBY. Mocid. /
Banepiit bormanoBuu [ynuxeBuu, Bomomumup OnekciiioBuu Xopouiko, HOpiii
€BrenoBud Spemuyk ; Binnuu. Hau. TexH. yH-T. — Binnung : BHTY, 2018. — 315 c.

6. 3aco0u Ta CUCTEMHU TEXHIYHOIO 3aXUCTy 1H(popmallii : HaBY. Moci0. s
ctynenTiB cren. 125 «Kibepbesneka» crnemianizanii «CUCTEMU TEXHIYHOTO 3aXHCTY
iHpopmarlii» / 1. €. AHTINOB Ta 1H. ; XapKiB. HAll. YH-T PaJl0€IeKTPOHIKH. XapKiB :
ITanos, 2019. 215 c.

7. [ndopmarriitna Ta kibepOesneka: COIMIOTeXHIYHUM aCHeKT: MiAPYIHUK /
[B. JI. Bypsiuok, B. b. Tony6ko, B. O. Xopomko, C. B. Tontona]; 3a 3ar. pea. a-pa
TexH. HayK, npodecopa B. b. Tonyoka.— K.: VYT, 2015.— 288 c.
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8. TexHiunuit 3aXHUCT 1Hpopmarii B 1HpOopMaLIITHIX Ta
TEeJIEKOMYHIKAIIMHUX CHUCTEeMax : HaByYaldbHUU mociOHuMk / ykmaa. JlacrtiBka I'. L.,
Mnatap I1. M. YepniBui: YepHiBenbkuii HanioHaIbHUM yHiBepcutet, 2018. 252 c.

9. Hyxuuit C. M., Typtu M. B. MeroanuHi BKa3iBKM 10 BHUKOHAHHS
MPaKTUYHUX PoOIT 3 nucuuIulinu «OpraHizaiiiine 3a0e3MeueHHs TEXHIYHOTO 3aXUCTY
iHpopmarii» B 2 4. Y. 1 / mig pea. n-pa texn. Hayk O. B. bminnosa ; Haun. yH-T
KopabnebynyBaHHs iM. agMmipana Makaposa. Muxonais : CHYK, 2018. 54 c.

HopMmaTuBHO-IpaBOBi aKTH

10. Koncturynis Ykpainu : 3akoH Ykpainu Big 28.06.1996 Ne 254x/96-BP
// baza naHux «3akoHOJAaBCTBO Ykpainu» / BepxoBHa Pama VYkpainu. URL:
https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%380.

1. [Ipo JlepxkaBHy ciiy)k0y CHelialbHOro 3B’S3Ky Ta 3aXUCTy iH(opmarii
VYkpainu : 3akoH Ykpainu Big 23.02.2006 Ne 3475-1V // baza nanux «3aK0HOJaBCTBO
Ykpainm» / Bepxosna Pana Ykpainu. URL.:

https://zakon.rada.gov.ua/laws/show/3475-15.

12. [Ipo indopmariro : 3akoH Ykpainu Big 02.10.1992 Ne 2657-X11 // baza
naHux  «3akoHOJaBCcTBO  Ykpainm» / BepxopHa Pama  VYkpainu. URL:
https://zakon.rada.gov.ua/laws/show/2657-12.

13. [Ipo 3axumer iHdopmanii B  iHPOPMAIIIHO-TEIEKOMYHIKALIHHUX
cucteMax : 3akoH VYkpainum Big 05.07.1994 N 80/94-BP // baza pmanux
«3aKOHOIaBCTBO Ykpainu» / BepxosHa Pana YkpaiHu. URL:

https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%380.

14. IIpo nepxxkaBHy TaemHUINO : 3akoH Ykpainu Big 21.01.1994 No 3855-XI11
// baza naHux «3akoHOJAaBCTBO Ykpainu» / BepxoBHa Pama VYkpainu. URL:
https://zakon.rada.gov.ua/laws/show/3855-12.

15. [Ipo noctyn no ny6aiuHoi iHdopmanii : 3akon Ykpainu Big 13.01.2011
Ne 2939-VI // Bbaza manux «3akoHoIaBcTBO YKpainu» / BepxoBHa Pama VYkpainu.
URL: https://zakon.rada.gov.ua/laws/show/2939-17.

16. [Ipo namioHaneHy Oe3neky Ykpainu : 3akoH Ykpainu Big 21.06.2018
Ne 2469-VIII // baza nanux «3akoHomaBcTBO Ykpainu» / BepxoBna Pama Ykpainu.
URL: https://zakon.rada.gov.ua/laws/show/2469-19.

17. [Ipo nirneH3yBaHHS BUIIB TOCMOAAPCHKOI AISUIBHOCTI : 3aKOH YKpaiHu
Bim 02.03.2015 Ne 222-VIII // baza nanux «3akoHomaBCcTBO YKpainu» / BepxoBHa
Pana Ykpainu. URL: https://zakon.rada.gov.ua/laws/show/222-19.

18. Konekc mnpo anminictpaTtuBHiI mnpaBonopyiieHHs Big 07.12.1984 Neo
8073-X //  baza gamux /Jlira:3akon: odimiianii  Be6  caiit. URL:
https://ips.ligazakon.net/document/KD0005?ed=2020 03 01.

19. Kpuminansuuii kogexe Ykpain Big 05.04.2001 Ne 2341-111 // baza nanux

/ Jlira:3akoH: odiiitHuN BeO CauT. URL:
https://ips.ligazakon.net/document/T012341?an=910451
20. [Ipo ocHoBHI 3acagu 3a0e3neueHHs KiOepOesneku YKpaiHu : 3aKoH

VYkpaiau Big 05.10.2017 Ne 2163-VIII // baza manux «3akoHOJABCTBO YKpaiHu» /
Bepxosna Paga Ykpainu. URL: https://zakon.rada.gov.ua/laws/show/2163-19.
21. [Ipo IMonoxxkeHHst mpo TexXHIYHMM 3axucT 1HGopMarlii B YKpaiHi : Yka3
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[Ipesunenta Ykpainum Bim 27.09.1999 No 1229 // ba3a nanux «3aKOHOJABCTBO

Ykpainm» / Bepxosna Pana Ykpainu. URL.:
https://zakon.rada.gov.ua/laws/show/1229/99.
22. [Ipo 3arBepmxenHs I[lpaBun 3abe3nedyeHHs 3axucTy iH(opmanii B

iHbopMaIITHUX, TENeKOMYHIKAIMHUX Ta  i1HGOpMAIIHO-TEIEKOMYHIKAIHHIX
cuctemax : nocranoa KaGinery MinictpiB Ykpainu Big 29.03.2006 Ne 373 // baza
naHux  «3akoHOoJaBcTBO  Ykpainm» / BepxosHa Pama VYkpainu. URL:
https://zakon.rada.gov.ua/laws/show/373-2006-%D0%BF.

23. 3akoH Ykpainu «IIpo enextponni gosipui nociayru» Bin 05.10.2017 p.
No 2155-VIII // baza nanux «3akoHomaBcTBO YKpainu» / BepxoBHa Paga Ykpainu.
URL: // baza nanux «3akoHomaBcTBO Ykpainum» /BepxoBna Pama Ykpainu. URL:
https://zakon.rada.gov.ua/laws/show/373-2006-%D0%BF.

Indopmauiiini pecypcu B InTepneri

24. baza nanux «3akonHomaBcTBO Ykpainu» / BepxoBna Pama VYkpainu.
URL: https://zakon.rada.gov.ua/laws.
25. [lepenik HOPMAaTHUBHO-METOAWYHUX JOKYMEHTIB B Taldy3l 3axHCTy

iHpopmarii // OOiKOBI JOKyMEeHTH it cekpeTHoro AutoBoactBa / TOB «HIKCy :
odimiitauii BeO caitt. URL: https://sites.google.com/a/nics.com.ua/price/.

26. [lepenix 3aco0iB TEXHIYHOTO 3aXUCTy I1H(OpMalii, T03BOJIEHUX IS
3a0€3MeUYeHHs] TEXHIYHOTO 3aXUCTy JEpXKaBHUX 1H(QOpMaAIIHHUX pecypciB Ta
iHopMaIlii, BUMOra 1010 3aXUCTY SIKOi BCTAaHOBJIEHA 3aKOHOM // [lep>kaBHa ciyx0a
CHEIiaNIbHOrO 3B’ A3KY Ta 3aXucTy iHQopMmalii Ykpainu : odimiitnuit Beo caiir. URL:
http://www.dsszzi.gov.ua/dsszzi/control/uk/publish/category?cat id=3918]1.

MarepiajibHO-TexXHiUHe 3a0e3MeUeHHsI: KOMIT IOTEpHA Mepexa 13
MIKIIOUEHHSIM J10 Intertnet; memia IIPOCKTOP.

Il;1an npoBeAeHHs 3AHATTS:

I. Ilopsainok npoBeeHHs BCTYILY 10 3aHATTS.

1. Po3zensinemo 0CHOBHI noHAmMms AK Kiacugikayis 3aepo3 iHgopmayitiniu
besneyi

OCcHOBHI 3aepo3u iHhopmayitiniti Oe3neyi MOKHA PO3ILIUTH HA TPU TPYIIU:

— 3arpo3H BIUIMBY HESIKICHOI 1H(oOpMaIlii;

— 3arpo3M HECAHKIIIOHOBAHOTO 1 HEMPAaBOMIPHOTO BILJIUBY CTOPOHHIX OCi0 Ha
iHopMmallito 1 iHpOopMalLiiiH1 pecypcu;

— 3arpo3u iHGOpMaIIMHUM TMpaBaM 1 CcBOOogaM ocoOucTOoCTi (TpaBy Ha
BUPOOHHUIITBO, PO3MOBCIO/KEHHSI, MOIIYK, O/lepKaHHs, MepeaBaHHs 1 BAKOPUCTAHHS
iHopMallii; IpaBy Ha IHTEJIEKTyalbHY BIACHICTh Ha 1H(OPMAIIIIO 1 peYOBY BIACHICTh
Ha JIOKYMEHTOBaHY 1H(GOpPMAIIil0; TIpaBy Ha OCOOMCTY TAEMHUI[IO; MpaBy Ha 3aXHCT
YeCTi 1 TOCTOTHCTBA 1 T.1H.).

IcHylOTh TpH OCHOBHI THIHM 3arpo3 Oesmeni iHQopmalii: KOoH(]iAeHIIIHOCTI,
JOCTYIHOCTI, I[LTICHOCTI.

3arpo3u npu 3a0€3MeUeHHs KOH@IOEeHYILIHOCMI:

— KpaJbkka (komitoBaHHs ) 1H(popMallii Ta 3aco0iB 00poOKH;

— BTpara (BUTIK) iHpopMalii Ta 3aco01B 00pOOKH;

3arpo3u 6e3rneni iHdopmarlii npu 3abe3nedeHHi 00CmynHOCHI:

— O510KyBaHHS 1H(pOpMAIIiT;
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— 3HUIIEHHI 1H(popMaIllii Ta 3aco0iB 11 00pOOKH.

3arpo3u 6e3rneni iHdopmarlii npu 3ade3nedeHH1 yiricHocmi:
— moaudikanis (cnoTBopeHHs ) iHpopMaIlii;

— 3allepeueHHs aBTEHTUYHOCTI 1H(OopMaIlii;

— HaB’s3yBaHHA (PanbinBOi 1HQOpMaILi.

2. lIepapxiuna knacugikayia 3a2po3 ingpopmauiiinii 6e3neyi

I obanvri haktopu 3arpo3 iHGopMalriitHii Oe3mnerri:

— HeIpYXHS TONITHKAa I1HO3EMHHUX JEepKaB y Traiy3i [o0allbHOTO 1H-
(dbopMaiiifHOrO MOHITOPUHTY;

—  JIISUIbHICTH 1HO3€MHUX PO3B1IYBaJIbHUX Ta CHEIaIbHUX CITYKO;

—  JiSUTbHICTH 1HO3EMHUX TMOJIITHYHUX Ta EKOHOMIYHUX CTPYKTYPY, CIIPIMOBaHA
MIPOTH IHTEPECIB JEPKABH;

—  3JI0YMHHI A1l MDKHApOIHUX TPy, GOpMyBaHb Ta OKPEMHUX OCI0.

Pecionanvni dhaxtopu 3arpo3 iHpopMarliiiHiin Oe3mneri:

— HEBILANOBIAHICTH 1HPOpPMaLIHHOrO 3a0€3MeYeHHs IepKaBHUX Ta CYCIUTbHUX
IHCTUTYTIB CyYaCHUM BHMOTaM YIPAaBIIHHS €KOHOMIYHUMH, TMOJITUYHHUMH Ta
COLIIAJIBHUMHU MPOLECAMH;

— HeIONyCTHMMO BHMCOKHH pIBEHb TEXHOJIOTIYHOI 3aJ€KHOCTI JEp>KaBU BiJ
3apyODKHUX JEepKaB Yy 3B 43Ky 3 IIMPOKUM BUKOPUCTAHHSM IMIOPTHUX 3ac001B
OOYMCITIOBAJIBHOT TEXHIKH, CHUCTEM TEJEKOMYHIKallll, 3B’S3Ky Ta i1HGOpMaliiHUX
TEXHOJIOT1H;

— PO3BUTOK 3apyODKHUX TEXHIYHUX 3ac00IB PO3BIAKH, Ta IMPOMHUCIOBOIO
IITTIOHAXY, 10 J03BOJISIE OIep>KaTH HECAHKIIIOHOBAHUHN JTOCTYI J0 KOH(IIEHIIMHOT
1HopMallii, y TOMY YHCII1 TAKOI 110 CKJIaJa€ Jep:KaBHY TAEMHUILIIO;

— 3pOCTaHHS 3J0YMHHOCTI B iH(popMalliitHii cepi;

—  BIACYTHICTh €(DEKTHUBHOT CHUCTEMHU 3a0€3MeUeHHs 1IJIICHOCTI, HE3MIHHOCTI Ta
CXOPOHHOCT1 HETaeMHO1 1H(opmallli, y TOMy YHCIi Takoi, 10 € IHTEJIEKTyaJIbHOIO
BJIACHICTIO.

Jlokanvri hakTopu 3arpo3 iHpopMaIliiiHii Oe3rmneri:

— TEpPEeXOIUICHHS €JIEKTPOHHUX BUIIPOMIHIOBAHb;

— 3aCTOCYBaHHS MiICTyXOBYIOUUX MPUCTPOIB 200 3aKIa/I0K;

— JaucTaHiiiHe GororpadyBaHHS;

— po3KpajaHHs HOCIiB iHGOpMAITli Ta MPOMUCTOBUX BITXOMIB;

—  KOIIIOBaHHS HOCIiB 1H(QOpMaIlii 3 TOJOIAHHAM 3aX0/11B 3aXUCTY;

— He3aKOHHE MPUETHAHHS JI0 arapaTypH Ta JIiHINA 3B’ SI3KY;

—  YIPOBAKEHHS Ta BUKOPUCTAHHS KOMIT FOTEPHUX BIPYCIB TOMIO.

3. /Dicepena 3azpo3 ingpopmauiiinin 6e3neui

VYei oxepena 3arpo3 6e3neni iHdGopmarlii Mo’KHa PO3AUTUTH Ha TPU FPYIIU:

— 00yMoOBIIeHI1 AisiMU Cy0’€KTa (aHTPOIMOTEHHI JIKepesa 3arpo3);

— 00yMOBJICHHI TEXHIYHUMHU 3ac00amMu (TEXHOTEHHI JKEpea 3arpo3);

— O0OyMOBIJIEH1 CTUXIHHUMHU JIPKEPETIaAMHU.

Anmponocennumu Odicepenamu 3acpo3 € Cy0 €KTH, Ali SKUX MOXYTh OyTH
KBaT1(hiKOBaH1 IK HABMUCH1 00 BUNIAKOBI 3JIOUMHHU:
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— cy0’€KTH, sIKI MalOTh JOCTYI (CaHKI[IOHOBaHUM ab0 HECAHKI[IOHOBAHUM) 10
poOOTH 31 ITATHUMU 3aco0aMH 00’ €KTa, IO MIJIATAE 3aXUCTY;

— Ccy0’eKTH, A1i IKMX MOXYTh MPU3BECTU J0 MOPYIICHHS Oe3neku iHdopmarlii
(30BHIIIHI Ta BHYTPIIIHI).

Jpyra rpymna BKJIIOYa€e JKEpesia 3arpo3, 110 BU3HAYAIOTBCS MEXHOKPAMUYHONO
TISUTHHICTIO JIIOAMHU 1 PO3BUTKOM LIMBLII3AIIIT 1 € 0COOIUBO aKTyaJIbHUMH Y CYYacHHUX
yMmoBax. TexHiuH1 3aco0u, KOTpl € JpKepejaMu MOTEHUIWHUX 3arpo3 Oesmeri
1HpOopMAaILlii MOXYTh OyTH 30BHIIIHIMH 1 BHYTPILIHIMH.

Tpets rpyna mxepen 3arpo3 00’ e€iHye 0OCTaBUHM, 1110 CKJIaJIal0Th HENEpeOOpHY
CHWIIy 1 HOCSATh 00’€KTUBHMI 1 abcomtoTHUM Xxapakrep. Jlo HemepeOopHOi cuiu B
3aKOHOJABCTBl Ta JOTOBIPHIN MpakTULl BIAHOCATH CTUXIMHI Juxa abo 1HMII
00CTaBHHH, SIKI HEMOXJIMBO MepeadavyuTH ado 3ano0IirTu MpU Cy4yacHOMY piBHI 3HAHb
1 MOXJIMBOCTEH JIFOMUHHU.

4. Memoou i 3acobu 3abe3neuenunsn ingopmauinitnoi 0Oe3neKku: O0CHOBHI
npunyunu, cucmema 3ade3neuenns, 0CHOGHI hakmopu i cnocoou

B ocHoBy 3ab6e3neueHHs iHpOpMaIliitHOT 0€3IeKH JIepKaBH MOKJIAeH1 HACTYITHI
TIPUHIIMITH:

— 3aKOHHICTb, JOTPUMAaHHS OajaHCy IHTEpPEeCiB OCOOMCTOCTI, CYCIHIJIbCTBA 1
Jep>KaBU;

— B3a€MHA BIANOBIIAIBHICTH Cy0’ €KTIB 3a0e3mneueHHs iHdopmMalliitHoi 0e3nexu;

— IHTerpais CUCTEM HalllOHAJIBHOI 1 MDKHAPOIHOT O€3IEKH.

CrneundiyHMMH NpUHLIKAIIAMHU 3a0e31edeHHs 1H(hOopMaIiiftHOT Oe3neKu €:

— MPEBEHTUBHUI XapakTep MPOBEAEHHS il 3aXOA1B MO BiHOIICHHIO O 3aXO1B
IHIITUX BUJIIB O€3IIEKH;

— aJiekBaTHa 1HGOPMOBAHICTh 00’ €KTIB O€3IMEKH, B TOMY YUCI1 1 MDKHAPOIHUX.

B ocHoBi nipaB 1 cBoOox nepxaBu y cdepi ii iHPpOPMOBAHOCTI 3 TUTAHb CBITOBOI
MOJIITUKKY, €KOHOMIKHM, HAayKH, PECypCiB, €KOJOrii, 0OOpOHM 1 T.IH. JieXaThb 10Ul
HOPMU Ta MPUHLHUIK MDKAEP>KABHOTO MpaBa. [0JOBHUM BBaXKAETHCS NPUHYUN PIBHOT
oesnexu. CrocoBHO 10 1H(MopMamiiiHOI cdepu MOXKHA TOBOPUTH TMpPO HOro
TpaHCchOpMAIIII0O B HPUHYUN AOeK8AMHOI IHHOPMOBAHOCMI 0epicas C8imo8o2o
cniemosapucmea, SKUil Tepenadayae MpaBO KOXKHOI JepaBU Ha 1HGOpMaIiHY
Oesmeky, 3a0e3nedeHHs 1H(OpMaIliHOI Oe3MeKkH ycCiX WICHIB CIIBTOBapHUCTBA B
piBHIM Mipl, BpaxyBaHHS IHTEpPECIB YCIX CTOpiH 0e3 OyIap-sSK0i JUCKpUMIHAIIII,
BUKJTIOYCHHSI OJHOCTOPOHHIX MepeBar, BiAMOBa Bij Jid, 10 HAHOCIThH IIKOAY I1HIIIH
JeprKaBi.

Cucmema 3abe3neuenns ingpopmayilinoi be3nexu depocasuy PEACTABIISE OpraHi-
3aliiiHe 00’€HAHHS JEp’KaBHUX OPraHiB, a TaKOX CHUJI Ta 3aco0iB iHdOpMaIiiHO1
0e3MeKH, 10 BUKOHYIOTh CBOI (DYHKIIIT HA OCHOBI 3aKOHY 1]l KOHTPOJIEM 1 3aXHUCTOM
cynoBoi Binagu. OCHOBHUMH 3aBAaHHSIMU TAKO1 CUCTEMH €:

— BUSIBJICHHS 1 MPOTHO3YBaHHA JecTaluIi3yrounX (akTopiB 1 1HPOpMaALIHHUX
3arpo3 iH(OpMaIitHUX KUTTEBO BaXKJIUBUM IHTEpEecaM OCOOMCTOCTI, CYCIUIbCTBA Ta
JepKaBU;

— 3IICHEHHS KOMIUIEKCY OINEpPaTUBHUX 1 JOBFOTPUBAIUX 3aXOAIB 3 IXHBOIO
MONEePEKEHHS 1 yCYHEHHS;
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— CTBOPEHHS 1 MIATPUMAaHHA B TOTOBHOCTI CHJ Ta 3aco0iB 3a0e3MeueHHS
1HpopMaIliitHOT Oe3neKu.

Dopmu i cnocodbu 3abesnevenus iHGopmayiinoi Oe3nexu YTBOPIOIOTH BIacHE
IHCTPYMEHT, uepe3 SKUH cuiu 1HPOopMaliiftHOI O6e3MeKr BUPIIIYIOTh BECh KOMILIEKC
3aBllaHb 13 3aXUCTy JKUTTEBO BAXKIUBUX IHTEPECIB OCOOMCTOCTI, CYCHUIbCTBA Ta
nepxxaBu. ToMmy HeoOxinHe 4iTke Iopuau4yHe OQOPMIIEHHA TMIpu po3poOii
HOPMAaTUBHUX aKTIB, K1 PETYIIOIOTh ISJIbHICTh OpraniB iHGOpMaliiftHOT Oe3neKu.

II. Tlopsaxok mnpoBedeHHS] OCHOBHOI YACTHHU 3aHATTA. 37100yBadi BUIIOT
OCBITH 3T1IHO KEPIBHMIITBA O MPAKTHUYHUX 3aHATh 32 TEMOIO BHUKOHYIOThH 3ajaui
HAaBYAJIBHUX TNHUTaHb. BUKIagad TakoX CUHXPOHHO BHMKOHYE 3ajayl 3aHATTS 13
BHUBOJIOM 300pa)K€HHS MOHITOPY Ha €KpaH MpPOEKTOpy. Y XOAl 3aHATTS BUKIIAJad
HaJla€ NOTPIOHY AOMOMOTY Ta MOSCHIOE OKPEMI1 €JIEMEHTH 3a/1a4.

III. Iopsinoxk mnpoBedeHHS] 3aKJIKYHOI YacTMHM 3aHATTHA. [lepeBiputu y
JEKUIbKOX 3700yBayiB pe3yidbTaTd BHUKOHAHHSA IIOCTaBJIEHUX 3aJay, BUCTABUTU
BIJIMOBI/IH1 OI[IHKY. 3a3HAYUTH TIEPEiK 3a7a4 JJis1 CaMOCTIHHOT poOOTH, BKa3aTH 4ac 1
cnocid mepeBipKU pe3yibTariB caMoCTiiiHOI poOoTu. Oroiocutu TeMmy HacTYIHOIrO
3aHSTTS.

Tema Ne 4: 3arpo3u indopmauiitniii 0e3neni, 6e3neni ingopmauii Ta
iHpopmaniiHuX pecypciB

[pakTnune 3ansarTa Ned: 3arpo3u Oesneuni iHQopmalii Ta iHGOpMAIITHUX
pecypcis.

HaBuasbHa meTa 3aHATTA: PO3NIIHYTH JDKepena 3arpo3 iHpopMaliiHii
Oe3nerti.

KinbkicTs rogun: 1 roa.

HaBuanbHi nMTaHHA:

1. Knacudikaris mxepen 3arpos.

2. PamxyBaHHs mqxepen 3arpo3 Oesmeri iHdopmarii. Metoau paHKyBaHHS
3arpo3 Oe3mnerrl iHopmarrii.

3. Kuacudikamis Ta paHXyBaHHs ypa3iauBocTel Oesmnerni iH(popmarrii.

4. Knacudikauig aktyanabHUX 3arpo3 6esmneni iHopmarrii.
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MarepiajibHO-TexXHiUHe 3a0e3MeUeHHsI: KOMIT IOTEpHA Mepexa 13
MIKIIOUEHHSIM 110 Intertnet; memia IIPOCKTOP.

Il;1an npoBeAeHHs 3AHATTS:

I. Ilopsainok npoBeeHHs BCTYILY 10 3aHATTS.

PosrissHeMO OCHOBHI MOHATTS Mpo  Kiacudikailiio JKepen 3arpos. Jhxkepenamu
3arpo3 MOXyTh OyTH sIK Cy0’€KTH, TaK 1 00’ €KTUBHI NMposiBU. J[>kepena 3arpo3 MOXyThb
OyTH SIK B CE€pelMHI OpraHizailli — BHYTPIIIHI J)Kepesa, Tak 1 330BHI ii — 30BHILIHI
JpKepena.

VYei oxepena 3arpo3 6e3neni iHGopmallii Mo’KHa PO3AUTUTH Ha TPU FPYIU:

— 0o0yMoOBIIeHI1 AisiMU Cy0’€KTa (aHTPOIOTEHHI JIKepesa 3arpo3);

— 00yMOBJICHHI TEXHIYHUMHU 3ac00amMu (TEXHOTEHHI JKEpea 3arpo3);

— 00yMOBJIEH1 CTUXIMHUMHU JIKEPETIaMHU.
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AnmponocenHumu Odicepenamu 3acpo3 € Cy0 €KTH, Ali SKUX MOXYTh OyTH
KBaTi(hiKOBaH1 IK HABMUCH1 00 BUIIAKOBI 3JIOUMHHU:

— Cy0’€KTH, SIKI MalOTh JOCTYN (CaHKIIOHOBaHWI ab0 HECAHKIIOHOBaHHUM) 110
poOOTH 31 ITATHUMU 3aco0aMH 00’ €KTa, IO MJIATAE 3aXUCTY;

— cy0’eKTH, A1i IKMX MOXYTh MPU3BECTU J0 MOPYIICHHS Oe3mneku iHdopmarlii
(30BHIIIHI Ta BHYTPIIIHI).

Jlpyra rpyna BKIIIOYAa€ JKEpesa 3arpo3, 110 BU3HAYAIOTHCS MEXHOKPAMUYHONO
TISUTHHICTIO JTFOAMHM 1 PO3BUTKOM LIUBLII3AIIIT 1 € 0COOIUBO aKTyaJIbHUMH Y CYYacHHUX
yMmoBax. TexHiuH1 3aco0u, KOTpl € JpKepejaMu MOTEHUIWHUX 3arpo3 Oesmeri
1HpOopMaILlii MOXYTbh OyTH 30BHIIIHIMH 1 BHYTPIIIHIMH.

Tpets rpyna mxepen 3arpo3 00’ e€iHye 0OCTaBUHH, 1110 CKJIaJIal0Th HENEpeOOpHY
CHWIIy 1 HOCSATh 00 e€KTUBHHMI 1 abcomtoTHUM Xxapakrep. Jlo HemepeOopHOi cuiu B
3aKOHOJABCTBl Ta JOTOBIPHIM MpakTULl BIAHOCATh CTUXIMHI Juxa abo 1HII
00CTaBHHH, SIKI HEMOXJIMBO MepeadavyuTH ado 3ano0IirTH MpU Cy4yacCHOMY PiBHI 3HAHb
1 MOXJIMBOCTEH JIFOMUHHU.

2. Panscupysannsa  Odxcepen 3azpo3  Oezneui  ingpopmauii. Memoou
Paunicupyeanns 3azpo3 odeneyi ingpopmauii

VYci mxepena 3arpo3 MaroTh Pi3HY Mipy Hebe3nexu, KKy MOXKHA OILIIHUTH, SKIIO
NpPOBECTH  iXHE  paHxupyBaHHA. KputepisiMu  mOpiBHSHHS  (ITOKAa3HUKIB)
MPOIOHYETHCS, HAPUKJIIAJ, BUOPATH:

— MOJCIUBICMb BUHUKHEHHs Odcepella —  BHU3HA4Ya€ MIpy JOOCTYMHOCTI 10
MOMKJIMBOCTI BHUKOpHCTaru (aktop (ypasznuBicTh) (IJIsi aHTPOIMOTEHHUX JHKepedn),
BIJAJICHICTh BiA (¢akropa (ypa3nuBOCTi) (IUIsi TEXHOTEHHUX JKepes) abo
0COOJMBOCT1 OOCTAHOBKY (/151 BUITQAKOBHX JIKEpen);

— 2omoeHicmb Odcepena MO BU3HAYae Mipy KBajidikamii Ta npuBabIUBICTH
3MIACHEHHS JIISTHHS 31 CTOPOHU JIKEpeJia 3arpo3u (i aHTPOIMOTeHHUX JHKepelt) abo
HasIBHICTh HEOOX1THUX YMOB (151 TEXHOTEHHUX Ta CTUXIMHHUX JIKEPEII).

—  @amanvHicmby — BU3HA4YA€ Mipy HENepeOOPHOCTI HACTIAKIB peasizarii
3arposu.

Mipa oOocmynnocmi 0o 006’ckma, 1O MUISITaE 3aXUCTy, MOXe OyTu
KJ1acu(iKoBaHa 3a HACTYITHOIO HIKAJIO0:

— BHUCOKA CTYIIHb JIOCTYMHOCTI — AHTPONOTEHHE JIKEPENI0 3arpo3 Mae MOBHUH
JOCTYIl JI0 TEXHIYHUX 1 MPOTpaMHUX 3ac001B 0OpoOKM iH(oOpMallii, 0 Mijsarae
3aXUCTY;

— Tepuia cepefHsl CTYMIHb JOCTYNMHOCTI — aHTPOIOI€HHE HKEpeo 3arpo3 Mae
MOJKJIUBICTDh OIOCEPEAKOBAHOTO, HE BU3HAUYEHOTO (DYHKIIOHAJTLHUMHU OOOB’SI3KaMH,
JOCTYIY 10 TEXHIYHUX 1 MpOrpaMHUX 3ac00iB 00poOkM iH(opMallii, 10 Mmijsrae
3aXUCTY (XapaKTepHO);

— Jpyra cepeiHsl CTYIiHb JOCTYMHOCTI — aHTPOIMOTE€HHE KEpPEeo 3arpo3 Mae
0OMEXEHY MOXJIHMBICTh J0 MPOrpPaMHUX 3aCO0IB y CUJIY BBEICHHX OOMEXKEHb MPHU
BUKOPHUCTAHHI TEXHIYHUX 3ac001B, QYHKIIOHATHLHUX O0OB’SI3KiB 200 3a BUJOM CBOE€1
TISIIBHOCTI;

— HM3bKa CTYIIHb JIOCTYIHOCTI — QHTPOIOTEHHE JKEPENIO 3arpo3 Mae JIyxe
00OMeXEeHY MOXJIMBICTh AOCTYIY 0 TEXHIYHMX 3acO0IB 1 Mporpam, siki 00poOIstoTh
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1H(dOopMallito, IO MJIATAE 3aXUCTY;

— BIICYTHICTh JIOCTYITHOCT1 — aHTPOIIOT€HHE JKEPEJIO 3arpo3 He Ma€ OCTYITY J0
TEXHIYHHUX 3aC001B 1 Iporpam, siki 00poOstoTh 1H(pOpMaIito, IO MIIJISATAE 3aXUCTY.

Mipa nenepeboprocmi Hacniokie 3acpo3u ((paraabHICTh) BHU3HAYAETHCS 3a
HACTYITHOIO IIKAJIOHO:

— HernepeOOpH1 HACTIAKU — Pe3yAbTaTH MPOSBY 3arpPO3U MOXKYTh IMPU3BECTH J10
MOBHOTO pYyWHYBaHHS (3HUILIEHHSA, BTpaTH) O0’€KTa 3aXUCTy 1, SIK HACIIIOK, 0
HEMOMNPaBHUX BTpaT 1 BUKIIOYEHHS MOXJIMBOCTI JOCTYNmy 0 1HGOpMaliiHUX
pecypciB, MO MJISITAIOTh 3aXUCTY;

— NPAaKTUYHO HenmepeOOpHI HACHIIKU — Pe3yJAbTaTH MPOSIBY 3arpo3d MOXKYTh
MPU3BECTH 0 PYWHYBAaHHS (3HULIEHHS, BTpaTH) O0’€KTa Ta 10 3HAYHUX BUTpAT
(MarepiasibHUX, 4Yacy 1 T.iH.) Ha BIIHOBJICHHS, SIKI TMOPIBHSHHI 3 BUTpaTaMH Ha
CTBOPEHHS HOBOro O0O0’€KTa Ta CYTT€BOIO OOMEXEHHS 4Yacy JAOCTymy JO
1HGOpMaLIITHUX pecypciB, 10 MIANATAIOTh 3aXUCTY;

— YacTKOBO Mepe0OpHI HACHIKKM — PEe3yabTaTd MpOsiBy 3arpo3d MOXKYTh
MPU3BECTH 1O YAaCTKOBOIO PYHMHYBaHHS 1, SIK HACIINOK, A0 3HAaYHUX BUTpAT Ha
BIIHOBJICHHsI, OOMEXEHHS Yacy JOCTylmy 10 I1HpOpMaIIiHUX pecypciB, IO
MJIAral0Th 3aXKUCTY;

— nepebopHI HACHIAKU — PEe3ylIbTaTh MPOSIBY 3arpo3d MOXKYTh MPU3BECTU 10
YaCTKOBOTO pYHHYBaHHS (3HMILEHHS, BTpaTruh) 00’ €KTa 3aXHUCTy, IIO0 HE MOTpedye
BEJIMKUX BUTPAT HA MOTO BIIHOBJIEHHS 1, MPAKTUYHO HE BIUIMBAE HA OOMEXKEHHS Yacy
J0CTyNy 110 1HQOPMALIIMHUX PECYPCIB, SIKI MIIJISITaI0Th 3aXUCTY;

— BIJICYTHICTbh HaCHIAKIB — pe3y/IbTaTH MPOSBY 3arpo3u HE MOXKYTh YIUTUHYTH Ha
TISTBHICTH 00’ €KTa 3aXHCTY.

3. Knacugbikauia ma pauscupysanns ypaznueocmeii oe3neuyi ingpopmauii

06 ’exmueni ypaziusocmi 3aJIeKaTh Bl 0COOJUBOCTEH MOOYI0BU Ta TEXHIYHHUX
XapaKTepUCTUK OONaJHaHHS, IO 3aCTOCOBYEThCA Ha o00’ekTi 3axucty. [loBHe
YCYHEHHS LIUX Ypa3jiuBOCTEH HEMOXKJIMBE, ajlé BOHU MOXKYTh CYTTEBO MOCIAOIATUCS
TEXHIYHUMH Ta I1HXEHEPHO-TEXHIYHUMHU METOJAaMH BIiIOMBaHHS 3arpo3 Oes3meli
1HpopMaIii.

Cy6’exmusHi ypaznueocmi 3aliexath Bl J1d CHIBPOOITHUKIB 1, B OCHOBHOMY,
BUJTy4YaIOThCS OPraHi3alliftHUMU Ta MPOTPaMHO-aapaTHUMU METOJaMU.

Bunaokosi ypasnueocmi 3anexarb Bl 0COOJUBOCTEN CEpPEAOBHILA, SKE OTOUYE
00'eKT 3axuCTy, Ta HemependaueHux ooOctaBuH. L1 dakTopu, sk mpaBuiO, Majio
nependadyyBaHi 1 iX YCYHEHHS MOXJIMBE TUIBKM TIPU MPOBEIECHHI KOMIUIEKCY
Opra”izallifHMX Ta IHXXEHEPHO-TEXHIYHMX 3aXO[IB 13 HOPOTUAII  3arpo3am
1HpopMalliitHiil Oe3ner.

VYci ypa3nuBOCTI MalOTh Pi3HY MIpy HEOE3NEKH, SIKy MOKHA KUTBKICHO OI[IHUTH
Ha OCHOB1 pamxupyBaHHs. [Ipy 1HbOMY KpUTEpisIMU NOPIBHSAHHS (MOKa3HUKAMM)
MOKHa BUOpaTH:

¢daTtanpHICT, — BHM3HAua€ MIpy BIUIMBY Ypa3JMBOCTI Ha HENepeOOpHICThH
HACHIAKIB  peam3amii 3arpo3u. [ o0’ekTMBHUX  ypasnuBocTe —  1IIe
1HQOPMATUBHICTh, TOOTO 3/aTHICTh YPa3JIMBOCTI TOBHICTIO (0€3 CIOTBOPEHHS)
nepenaTu KOpucHui iHGopMaIiiiHui CUrHaI;
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— JIOCTYTIHICTh — BU3HAYA€ 3PYUHICTh (MOXKJIMBICTh) BUKOPUCTAHHS YPa3JIMBOCTI1
JDKEpeJIoM 3arpo3 (MacorabapuTHI pO3MIpH, CKIAJHICTh, BapTICTh HEOOXITHUX
3ac001B, MOKJIMBICTh BUKOPUCTAHHS HE CIElIali30BaHO1 anaparypu);

— KUIBKICTh — BH3HAUa€ KUIBKICTh €JIEMEHTIB 00’€KTa, IKUM XapakTepHa Ta 4u
1HIIIA Ypa3IuBICTb.

4. Knacugbikauia akmyanvnux 3azpos

[Ipy mnpoBeleHHI AaKTyaJbHUX 3arpo3 eKCIEepTHO-aHAJNITUYHUM METOJIOM
BU3HAYAIOTHCSI OO0’ €KTH 3aXMCTY, IO MIAJa0ThCsl BIUIMBY III€i YK 1HINOI 3arpo3H,
XapakTepH1 JpKepesia IUX 3arpo3 1 ypa3IuBOCTI, 10 CIIPUSIOTH peasizailii 3arpos.

Ha ocHOBI aHamizy ckiagaeTbcs TaOMMI B3a€EMO3B’S3KY JKEpeNn 3arpos3 i
ypa3IUBOCTEH, 13 SIKUX BU3HAYAIOTHCS MOXKJIMBI HACIIAKU peaizallii 3arpo3 (aTtaku)
Ta OOYMCHIOEThCS Koe(ilmieHT HeOe3meku IHMX arak sK J00yTOK Koedilli€HTIB
HeOe3MeKu BIAMOBIIHUX 3arpo3 Ta JKepell 3arpo3, BU3HaueHux paxime. [Ipu npomy
nepeadavaeTbCs, IO aTakW, sSKi MaloTh KkoediieHT HeOe3neku wmeHme 0,1
(MpUMyIIEHHST €KCNEepTiB), B MOJAJbIIOMY MOXYTh HE pPO3IIAIATUCS 13-32 MaJoi
HMOBIPHOCTI 1X 3/11IICHEHHS Ha 00’ €KTI 3aXUCTY.

Taka ™marpuis CKIaZa€eTbcsi OKPEMO Jig KOXKHOI 3arpo3u. | Bxke micis
BUSBIICHHS HaMOUIbLI aKTyaJIbHUX 3arpo3 MPUUMAalOThCs 3aX0Au 3 BUOOPY METOMIB 1
3ac001B JUIA BiAOMBaHHA.

II. Tlopsaaok mNpoBedeHHSI OCHOBHOI YACTHHU 3aHATTA. 37100yBadi BUIIOT
OCBITH 3TiTHO KEPIBHUIITBA IO MPAKTHUYHUX 3aHATH 32 TEMOK BHKOHYIOTH 3ajadi
HAaBYAJIBHUX TNHUTaHb. BUKIagad TakoX CUHXPOHHO BHMKOHYE 3ajayl 3aHATTS 13
BHUBOJIOM 300pa)K€HHS MOHITOPY Ha €KpaH MpPOEKTOpy. Y XOAl 3aHATTS BUKIIAJad
HaJla€ NOTPIOHY AOMOMOTY Ta MOSCHIOE OKPEMI1 €JIEMEHTH 3a/1ay.

III. Iopsinoxk mnpoBedeHHS] 3aKJIKYHOI YacTMHM 3aHATTHA. [lepeBiputu y
JEKUIbKOX 3700yBayiB pe3yidbTaTd BHUKOHAHHSA IMIOCTaBJIEHUX 3aJa4, BUCTABUTU
BIIMOB1/IH1 OI[IHKH. 3a3HAYUTH TIEPEIiK 3a]a4 JIJIsi cCaMOCTIHHOT poOOTH, BKa3aTH yac 1
cnocid mepeBipKU pe3yibTariB caMoCTiiiHOI poOoTu. Oroiocutu Temy HacTYIHOIrO
3aHSTTS.

Tema Ne 5. FOpuaununa BiIOBIIATBHICTD 32 TOPYUIEHHS IPAaBOBUX HOPM B
ranysi iHdopmaniifHoi 0e3neku

IpakTnune 3anaTTa. CyyacHi oCHOBH iH(popMalliifHOi Oe3nexn Ykpainu

HaBuanbHa MeTa 3aHATTA: pPO3NIAHYTH  MOHATTS 1 BUAU IOPUIUYHOL
BIJIMOBIZATILHOCTI 3a MOPYILIEHHS MPaBOBUX HOPM B cdepi iHopmalliiiHoi 6e3meKH.
OcoOnuBOCTI IOPUJIMYHOT BIAMOBINAJBHOCTI 32 TMOPYLIEHHS IIPABOBUX HOPM
1HpopMalliitHOT 6e3MeKu B raity3i TpyA0BUX HOPM 1 IUBUIBHO-ITPABOBUX BIAHOCHH.

KisibkicTs roqus: 2 roa.

HaBuanbHi nuTaHHA:

1. TloHATTS 1 BUAM IOPUAMYHOI BIJMOBIJAIBHOCTI 32 MOPYIICHHS MPaBOBHUX
HOpM B cepi iHPopMaIiiHOT Oe3MeKH.

2. KpuminanbHa BIANOBIAANBHICTH 3a MOPYLIEHHS MPaBOBUX HOPM B cdepi
1HpopMaIliitHOT Oe3neKu.
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3. AaMiHICTpaTHBHA BIAMOBIIAIBHICTH 32 OPYIIEHHS IPABOBUX HOPM B cepi
1HpopMaIliitHOT Oe3neKu.

4. Oco06IMBOCTI IOPUANYHOI BIAMOBIIATIBHOCTI 32 MOPYIIEHHS PABOBUX HOPM
1HpopMalIiitHOT 6e3MeKu B raity3i TpyA0BUX HOPM 1 IUBUIBHO-ITPABOBUX BIAHOCHH.
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3a0€3MeUYeHHs] TEXHIYHOTO 3aXUCTy Jep>KaBHUX I1H(QOpMaLIHHUX pecypciB Ta
iHopMaIlii, BUMOra 1010 3aXHCTY SIKOi BCTAaHOBJIEHA 3aKOHOM // [lepkaBHa ciyx0a
CHEIIaIbHOrO 3B’ A3KY Ta 3aXMCTy iHpopMallii Ykpainu : odimiiinuit Bed caitir. URL:
http://www.dsszzi.gov.ua/dsszzi/control/uk/publish/category?cat id=39181.

MarepiajibHO-TeXHiUHe 3a0e3MeUeHHsI: KOMIT IOTEpHA Mepexa 13
MIKIIOUEHHSIM 110 Intertnet; memia IIPOCKTOP.

Il;1an npoBeAeHHS 3AHATTS:

I. Ilopsainok npoBeeHHs BCTYILY 10 3aHATTS.

Pozenanemo  ocnosni  nowamms  AK: nowAmms  ma  6uUOU  1OPUOUYHOL
8I0N0BIOANILHOCMI 3a NOPYUIEHHS NPABOBUX HOPM 8 chepi iHhopmayitinoi be3nexu.

HOpuanyna BiANOBIAANBHICTE PO3YMIETHCS SIK 3000B’sI3aHHS OCOOM 3a3HABATH
MEBHI HE3PYYHOCT1 JEP’KaHO-BJIACHOTO XapakTepy, SKl IepeadadyeHi 3aKoHOM 3a
BUMHEH1 mpotunpaBHi nii. HalOiapm po3noBciomkeHa kiacu@ikaiis OpUIUYHOL
BIIMOBITAIBHOCTI 3a TaJIy3€BOI0 HAJICKHICTIO. BUIU HOpUAMYHOI BIAMOBIIAIBHOCTI
CHIBIAJAI0Th 3 BUJAAMH MPABONOPYIIEHb.

3a3HaueHl BUAM  NPABONMOPYLIEHb 1 IOPUAMYHA  BIAMNOBITAIBHICTH €
XapaKTepHUMU 1 JJIsl Taily31 iHpopMaIliiiHOT O€3MeKn — JJIs1 3aXUCTY KOH(IIEHIIHHOT
iHpopmartii, 1o 00podasieTses B ACO/] (aBTOMaTH30BaH1 CUCTEMU OOPOOKH JaHUX).
BinnosiznHo, y 3B’S13KYy 13 INI0OAJIBHOIO KOMIT IOTEpHU3alli€l0 1HPOpMAIIHHUX MTPOLIECIB
ocoONMBY  yBary  HEOOXIIHO  MNPUAUIATH  MPABOMOPYIIEHHSM  CTOCOBHO
KOH(1AeHI[1IIHOT iHpOopMallii, ska o0podiserbest B ACO/I.

[Ipy BH3HAYEHHI XapaKTEPUCTHK MPABOMOPYIICHb 1H(GOpMaIliiiHOI Oe3neku
BPaxOBYIOThCSI:

— BJIIACTMBOCTI MPABOIOPYIIEHb, 1110 PO3IIIAIAI0THCS;

— 3aJIeXKHICTh AISSHb BiJl 00’ €KTUBHUX 1 CyO €KTMBHUX O3HAK 3JI0YHHIB IO
BUMHSIOTHCA B cepi iHPopMaIifiHOiT Oe3neK;

— cuTyalliiiHa Oe3rneKa BUMHEHHS NMPaBONOPYIIeHb 1HGOpMaliifHOT Oe3MeKu;

— 3aJEXHICTb  BHUPIMICHHS  3aBJaHb  IONEPEIKEHHA  MPaBONOPYLICHb
iHpopMalliitHOi Oe3MeKu Bil 3aXOA1B MPAaBOBOIO PETYITIOBAHHS IISIBHOCTI B PI3HUX
chepax (ekOHOMIKH, 30BHIITHBOI MOJITUKH, BOEHHIH cepi TOII0);

— HasIBHICTH PI3HUX (DOPM BJIACHOCTI Ta 1H..

1. Kpuminanvna 8ionogioanvnicms 3a nNOpyuieHHA NPABOSUX HOpM 6 cghepi
iHgpopmauiiinoi 6e3neku

Po3misig o3Hak mpaBomopyiieHb 1H(opMauiiHOiT Oe3neKku 3AIMCHIOEThCS 3
BpaxyBaHHSM KpUMIHAJIBHOI 1 aIMIHICTPATUBHOT XapaKTEPUCTHK.

KpuMiHalibHO-TIpaBOBI HOPMH, CHPSIMOBAaHI Ha 3aXHMCT JAEpP>KABHOI TAEMHMIII,
MICTATbCA Y po3A. | «3704MHU MPOTH OCHOB HAIIOHAJIbHOI Oe3neku YKpaiHu», A0
axkoro BkJtodeHi cT. 111 «JlepkaBHa 3pana» Ta cT. 114 «IllnuryHcrBo», a Takox y
po3a. XIV «3nounHu y cdepi OXOpOHH JAEp:KaBHOI TAaEMHHIl, HEIOTOPKAHHOCTI
KOpAOHIB, 3a0e3MeueHHs MPU30BY Ta MOOULTI3alii», 1O SIKOro BXOAATH CT. 328
«Posrosnomenns aep:xaBHOi TaeMHULD» 1 cT. 329 «BTpara HOKyMEHTIB, 10 MICTATh
Jep>KaBHY TAEMHUIIOY.

BuHHI B pO3rojomieHHI JaHUX JOCYIOBOIO CIIJCTBA HECYTh KPUMIHAJIbHY
BiMoBinaNbHICTH 3a cT. 387 KK Ykpainu.
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KpuminanbHUM KOIEKCOM MepeadadyeHa BiAMOBIAAIBHICTD 3a 3JIOUMHHI i1, 110
MOB’5i3aH1 3 TMOPYUIEHHSM BHUMOI OXOPOHM KOMEpUIMHOI TAaeMHHMII: HE3aKOHHE
30UMpaHHs 3 METOI0 BUKOPUCTAHHS a00 BUKOPHUCTAHHS BIIOMOCTEH, 110 CTAHOBISATH
KOMepliiHy a00 OaHKIBCbKY TaeEMHUIIO (CT. 231), po3royiomeHHs] KOMEPIiiHOi abo
O0ankiBCbKOi TaeMHMIII (CT. 232). KpuminaneHa  BIANOBINAJBHICTE  BU3HAYAETHCS
cT. 132 «PosronomeHHss BiIOMOCTEH MNpO NPOBEAEHHS MEIUYHOTO OIVISAY Ha
BUSBIICHHS 3apaXCHHSIM BIPYCOM IMYHOAEQIUTY JIOAMHU YU 1HIIOI HEBUIIIKOBHOI
iHekIiitHOT XxBopoOu», cT. 140 «Henanexxne BUKOHAHHA NpodeciiiHuX 000B’SI3KIB
MeauYHUM ~ abo  (dapManeBTUYHUM  TpaiiBHUKOM», CT. 145  «He3akonne
PO3TOJIONICHHS JTIKAPChKOT TAEMHHULII.

AnBOKaTH, BUHHI B PO3rOJONMICHHI KOH(DIACHIIMHUX BIJOMOCTEH, IO
CTaHOBJIATh a/IBOKATCbKY TAEMHUIIO, HECYTh TUCUUILUIIHAPHY BIANOBIAAIBHICTh, a B
pa3i pO3roJIOUNIEHHS HUMU 0e3 J03BOJYy chig4oro abo NpoKypopa JaHUX
MONIEPEHBOTO CIIIICTBA — 1 KpUMIHANIBHY BiANMOBIAANbHICTE (CT. 387 KK Ykpainm).

VY c1. 80 «OCHOB 3aKOHOJABCTBA YKpaiHU MPO OXOPOHY 340POB’s1» BKa3yeTLCH
o0 ocoOW, BUHHI B TMOPYIIEHHI 3aKOHOJIABCTBA MPO OXOPOHY 3I0pPOB’Sl, HECYTh
KpUMIHaJIbHY, LHUBUIBHY a00 aJMIHICTpPAaTUBHY BIAMOBIAAJIBHICTH 3TIIHO 13
3aKOHOJABCTBOM. OcoOM, BHMHHI Yy MOPYIIEHHI 3aKOHOAABCTBA MPO MNCUXIATPUUYHY
JOTIOMOTY, HECYTh BIANOBLAANBHICTh 3TITHO 3 3akoHaMH Ykpainu (cT. 33 3akoHy
Vkpainu «IIpo ncuxiaTpuyny 10IOMOTY»).

2. Aominicmpamuena 6i0nogioanbHicmy 3a NOPYUIEHHA NPABOGUX HOPDM 8
cghepi inghopmauininoi oe3nexu

Konexkc VYkpainu mnpo aaMmiHicTpaTuBHI mpaBomnopyiieHHs (mam — KYnAlIl)
nepeadavae aaMiHICTPATUBHY BIAMOBINAIBHICTh 32 MOPYIICHHSI 3aKOHOIABCTBA IPO
nepkaBHY TaeMHHUITIO (CT. 212-2).

KpuMinanbHO-TipoliecyaibHUI KOJIEKC BITHOCUTH 3a3HAU€HI BUIIE 3JIOYHHH 10
niacainnocti Ciyx0u 6e3nexu Ykpainu.

AAMIHICTpaTUBHA BIAMOBINAJBHICTH 3a TMOPYIICHHS, 1[0 TOB’S3aHl 3
KOMEpUIAHOIO TAEMHHMIICIO, BCTAHOBIIOETHCS 3a OTPUMAaHHS, BUKOPUCTAHHS,
PO3TOJIONICHHST KOMEPIiiiHOT TaeMHMII1 CT. 164-3 KYnAII.

3. Ocoonueocmi wOpuouuHoi 6iON0BIOANLHOCMI 3A NOPYUIEHHA NPABOBUX
Hopm iHopmayiitnoi 6e3neku 6 cghepi YUBINLHO-NPABOBUX GIOHOCUH | MPYOOBUX
HOpM

3akoHoMm VYkpainu «lIpo 3axuct Big HeAOOPOCOBICHOI KOHKYpPEHIII» BiA
7 uepBHst 1996 p. Ne 236/96-BP mnepenbadena BiANMOBIJANbHICTE: CTaTTIMU 16,
17,18,19.

[IpaBoBi rapanTii 3axucty ocoductoi iHpopmaiii BctaHoBineHi LIK Ykpainu: 4. 3
cT. 277, ct. 278, 4. 4 cT. 296, cT. 302.

BuxkopucTtanHs KoMl I0T€pHOI mporpamMu 0e3 BiAMOBIIHOTO J03BOJY (JIiLEH311)
aBTOpa, HEBUKOHAHHS YMOB JIOTOBOPY € MOPYLIEHHSM aBTOPCHKHX MpaB 1 MOXke OyTu
MIJICTABOIO JJISl MIPUTATHEHHS OCOOU-TIOPYIITHUKA JI0 HACTYIMHUX BUIIB BAMOBiIab-
HOCTI 3TiJTHO 3 YNHHUM 3aKOHOJIaBCTBOM YKpaiHU: IMBUIBHO-NIPABOBOi (MaiHOBOT) —
cT. 431 IIK Ta ct. 52 3akony VYkpainu «IIpo aBTOpchke mpaBO 1 CyMIKHI MpaBay;
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KpuMiHaibHOI — cT. 176 KK Ykpainu.

VY 3B’s3ky 13 uuM A0 KYnAII Oynu BHeceH1 3MIHU: CIIOYaTKy BKJIIOYEHO CT. 51-
2, AKOW TiepeadauyeHo BIAMOBINANBHICTh 3a TOPYIICHHS TpaBa Ha 00 €KT MpaBa
IHTEJNEeKTYyaJ IbHO1 BIACHOCTI, a MOTIM CT. 164-9, sikoto nependayeHo BiAMOBIIAIbHICTD
32 HE3aKOHHE PO3MOBCIOMKEHHS MPUMIPHHKIB aydl0BI3yaJIbHUX TBOpPIB, (POHOrpam,
BiJIeOTpam, KOMH’IOTepHI/IX nporpam, 0a3 1aHUX.

BuxkopucranHs KoM I0T€pHOi mporpamMu 0e3 BiAMOBIIHOTO J03BOJY (JiLEH311)
aBTOpa, HEBUKOHAHHS YMOB JIOTOBOPY € MOPYIIEHHSM aBTOPCHKUX MpaB 1 MOXe OyTu
MiACTaBOI0  JJIA  TNPUTATHEHHS  OCOOU-MOpPYIIHMKA /O  HACTYNMHHUX  BHUIIB
BIJIMOB1IAIBHOCTI 3T1JTHO 3 YUHHUM 3aKOHOJIABCTBOM YKpaiHU:

— IUBUIBHO-NIPaBoBOi (MaiiHOBO1) — cT. 431 LK Ta c1. 52 3akony VYkpainu
«IIpo aBTOpCHKE MPaBO 1 CyMIXkHI IIpaBay;

— aaMiHicTpatuBHOI — cT. 51-2 KYnAll;

— kpumiHaiabHOT — cT. 176 KK Vkpainu.

[lin wac po3misigy copaB MpPO MPaBONOPYLIEHHA y cdepi 1HTENEKTyaJbHOT
BJIACHOCT1 CyAJi, BUPINIYIOYM MUTAaHHA NOPO TMPUTATHEHHS MPaBONOPYIIHUKA M0
aJMIHICTPAaTUBHOI BIANOBIAAIBHOCTI Ta HAKJIAJIEHHS aJMIHICTPATUBHOIO CTATHEHHS,
MaloTh OJHOYACHO BUPIIIYBAaTH ¥ MHUTAHHS MPO BIAIIKOAYBAaHHS BHUHHUM MailHOBOi
IIKOAM 3a 3aBJlaHi Ccy0’€KTy mpaBa mpoTunpaBHUMH JisMmu 30utku. Crarts 431 LK
BCTAHOBIIIOE, 110 MOPYIICHHS NpaBa IHTEJNEKTyaJdbHOI BIACHOCTI, Y TOMY YHCII
HEBHU3HAHHS 1[HOTO MIPaBa YU MOCATAHHS Ha HbOTO, TATHE 3a COOOIO BIAMOBIIAIBHICTD,
BCcTaHOBJIeHY UM KozmekcoM, 1HIIMM 3aKOHOM YU JIOTOBOPOM.

II. Tlopsaxok mnpoBedeHHSI OCHOBHOI YACTHHU 3aHATTA. 37100yBadi BUIIO1
OCBITH 3T1IHO KEPIBHMIITBA O MPAKTUYHUX 3aHATh 32 TEMOIO BHUKOHYIOThH 3ajaui
HAaBYAJIBHUX NHUTaHb. BUKIagad TakoX CUHXPOHHO BHMKOHYE 3ajayl 3aHATTS 13
BHUBOJIOM 300pa)K€HHS MOHITOPY Ha €KpaH MpPOEKTOpy. Y XOAl 3aHATTS BUKIIAJad
HaJla€ NOTPIOHY AOMOMOTY Ta MOSCHIOE OKPEMI1 €JIEMEHTH 3a/1a4.

III. Iopsinoxk mnpoBedeHHSI 3aKJIKYHOI YacTMHM 3aHATTHA. [lepeBiputu y
JEKUIbKOX 3700yBayiB pe3yidbTaTd BHUKOHAHHSA IIOCTaBJIEHUX 3aJa4, BUCTAaBUTU
BIIMOB1/IH1 OI[IHKY. 3a3HAYUTH TIEPEIiK 3a]a4 JIJIsi CaMOCTIHHOT poOOTH, BKa3aTH vac 1
cnocid mepeBipKU pe3yibTariB caMoCTiiiHOI poOoTu. Oroiocutu Temy HacTyIHOIrO
3aHSTTS.

Tema Ne 6: 3arajbpHa XapaKTepUCTHKA KaHAJIIB BUTOKY iHGopmamil

IIpakTnyHe 3aHATTA: 3arajbHa XapaKTepUCTUKA KaHATIB BUTOKY 1H(pOpMAIlii.

HaBuajbHa MeTa 3aHATTA: PO3IISIHYTH TOHATTS Ta KiIacU(iKaIlilo TEXHIYHUX
kaHaJiB BUTOKY 1H(popmarii (TKBI).

KinbkicTs ronus: 2 rosa.

HaBuanbHi nuTaHHA:

1. TexHiuH1 KaHAJIX BUTOKY 1H(hOpMAIii.

2. IlonsTTs Ta Knacu@ikallis TEXHIYHUX KaHaJiB BUTOKY 1H(popmarii (TKBI).

3. AKYyCTHYHI KaHaJIU BUTOKY 1H(opmaIrii.

4. Kananmu BuTOKy iH(MOpMaIlii 3a paxyHOK MNOOIYHUX EJIEKTPOMArHiTHUX
BurnipoMiHioBanb 1 HaBeaeHb ([IEMBH) 3aco6iB enexkTpoHHO-00UHUCTIOBATIBHOT
TEXHIKH.
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MarepianbHo-TexHiuHe 3a0e3MedeHHsI: KOMIT I0TepHa Mepexa 13
MIKIIOUEHHSIM J10 Intertnet; memia IIPOCKTOP.

Il;1an npoBeAeHHs 3AHATTS:

I. Ilopsainok npoBeeHHs BCTYILY 10 3aHATTS.

Po3rsiHeMO OCHOBHI MOHATTS SK : TEXHIYHI KaHAJIM BUTOKY 1H(pOpMaIlii.

®di3uyHl mpouecu, Mo BiAOYyBalOTECA B TEXHIYHUX 3aco0ax 1 CHUCTEMax,
MPU3HAUYCHUX U1l IPUHAMAaHHS, NepeaaBaHHs, oOpoOieHHs 1 30epiraHHs 1HpopMalii
npu iX (QYHKIIOHYBaHHI, CTBOPIOIOTh B HABKOJIHUIIHBOMY CEPEIOBHINI MOOIYHI
€JICKTPOMArHiTHI, aKyCTUYHI Ta 1HII1 BUIPOMIHIOBAHHS, KOTPl MOXYTh BHUSBISTUCS
Ha JIOCUTh 3HAYHMX BIJACTaHAX (O COTEHb METPIB) 1 BUKOPUCTOBYBATHUCS
3IOBMUCHUKAMH, K1 HAMAraroThCsi OTPUMATH JOCTYI 10 CEKPETHOT iHpopMallii.

llo6iuni  enexmpomacHimHui  8UNPOMIHIO8AHHA ~ BUHUKAIOTH  YHACHIJIOK
Hernepen0aueHol0 CXeMOl ab0 KOHCTPYKLIEID JTaHOTO TEXHIYHOTO 3aco0y mepenadi
iHopMallii O Mapa3uTHUX 3B’ A3KaX HAMPYTH, CTPYMY, 3apsay ado MarHiTHOTO IOJIS.

JlxepenaMy BUNIPOMIHIOBAaHb B TEXHIUHMX KaHaJaxX € PI3HOMAHITHI TEXHIYHI
3aco0u, B SKUX IUPKYJIIOE 1HGOpMaIliS 3 0OMEXKEHUM JOCTynoM. Takumu 3aco0amu
MOXYTb OyTH:

—  MEpEexXl eIeKTPOXKUBICHHS Ta JIHIT 3a3€MJICHHS;

— aBTOMaTH4HI Mepex1 TeJIe(POHHOTO 3B’ S3KY;

— CHCTEeMH TeJerpadHoro, TeIeKoA0BOro 1 (haKCUMUIBHOTO 3B’ SI3KY;

— 3ac00M TyYHOMOBHOTO 3B’ SI3KY;

— 3aco0u 3BYKO- 1 BiJIe03amuce;

—  CHCTEMH 3BYKOIIIJICUIICHHS! MOBH;

—  €JIEKTPOHHO-O0YMCITIOBaJIbHA TEXHIKA;

—  @JIGKTPOHHI 3aC00M OPITEXHIKHU.

2. Ilonammsa ma kKnacughikauyia npuvyuH yYymeOpPeHHA MEXHIUYHUX KAHAIi8
eumoKy inghopmauyii

Texniuni xaumanu eumoxy iHghopmayii TPUWHSITO JUTUTH HA TaKl THIIN:

— paaiokaHaiu (eJEeKTPOMAarHiTHI BUIIPOMIHIOBAHHS paiioiana3ony);

— aKyCTH4YHI KaHaiu (PO3MOBCIOMKEHHS 3BYKOBUX KOJMBaHb B OYIb-SKOMY
3BYKOIIPOBITHOMY Marepiai);

— eJIEKTpUYHI KaHaiu (HeOe3leyHa Hampyra 1 CTpyMH B CTPYMONPOBIIHHUX
KOMYHIKaIIisIX );

— OINTWUYHI KaHalu (EJEeKTPOMAarHiTHIi BUIPOMIHIOBaHHS B 1H(padyepBOHIH,
BUIUMIN 1
yAbTpadioneTOBIM YaCTUHI CIEKTPY);

— MarepiajJbHO-pEeUuOBi KaHa M (mamip, ¢oTo, MarHiTHI HOCI1, BIIXOAH 1 T. 1).

YTBOpEHHIO TEXHIYHUX KaHATI1B BUTOKY 1H(GOpMaIllii CIPUSAIOTH MIEBH1 00CTaBUHU
1 IPUYMHYU TEXHIYHOTO XapaKTepy:

—  HEJOCKOHAICTh €JIEMEHTHOI 0a3u 1 CXeMHHUX PIllIeHb, TPUHHATHX JJIsSI JAHOT
KaTeropii TeXHIYHUX 3aC001B (KOHCTPYKTOPCHKUX, TEXHOJIOTTYHUX);

— eKCIUTyaTallifHuW 3HOC eJeMEeHTIB BHpoOy (3MIHa XapaKTEepPHUCTHK,
aBapiiHUM BUXiJ 3 Jady);
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— 3J0BMHMCHI Jii (IMiHA XapaKTEpUCTUK, CTBOPEHHS aBapiiHUX CHUTYyaIliH,
0JIOKyBaHHsI 3aC001B 3aXUCTY).

OCHOBHUMU Ooicepenamu YmeopeHHs MexXHIYHUX KaHalie UMoKYy iHghopmayii €:

— aKyCTHYHI T[epeTBOpIOBadl: IHAYKTHBHI, €MKICHI, II’€30€JIEKTPUYHI,
ONTHYHI);

—  BUIIPOMIHIOBaY1 €JIEKTPOMAarHiTHUX KOJINBAHb: HU3BKOYACTOTHI,
BUCOKOYACTOTHI, OIITHYHI,

— Tmapa3uTHI 3B’SA3KM 1 HABEJEHHA Ha JPOTH Ta EJIIEMEHTH eJIEeKTPOHHUX
MPUCTPOIB: 3BOPOTHUH 3B’SI30K, MO JIAHIIOTaX >KUBJIEHHS, MO JIAHIIOTAaX 3a3€MJICHHS.

TexHiuHi 3ac00M 1 CUCTEMU MOXYTh:

— Oe3mocepelHbO BUIIPOMIHIOBaTH B TMPOCTIp CUTHAIM, IO MICTITh
00po06IIIOBaHy HUMU 1H(POpMAIIiIO;

— YJIOBJIOBAaTH 32 PaxyHOK CBOiX MIKpPO(QOHHMX a00 aHTEHHHX BIACTUBOCTEH,
110 ICHYIOThb B Oe3mocepenHiil OJU3bKOCTI Bii HUX, aKyCTUYHI a00 €JeKTpOMAarHiTHi
BUIIPOMIHIOBAaHHS.

3. AKycmuuni Kkanaau eumoky ingopmayii

Krnacudikanis akycTHUHUX KaHAJIIB BUTOKY 1H(QoOpMaIii 0a3y€eThCs HA OCHOBHUX
BU3HAYEHHSX aKyCTHKHU.

Krnacudikanis akyCTHYHIX KaHAJIIB BUTOKY 1H(opmalii Moxke OyTu:

— 32 IPUPOJIOI0 YTBOPEHHS: MOBA, IIyMHU, TPOMHKCIIOBI KOJIMBAHHS;

— MO CEepelOBMILY pPO3MOBCIO[DKEHHS: TMOBITPSHUA  MPOCTIp, TBEPIE
CepeIOBHIIlE, BOISHE CEPEIOBHUIIE;

— 1O Jiana3oHy: iHPpa3BYyK, TYYHHUI 3BYK (TOJIOC JIOMHU), YIBTPa3BYK.

AKYCTHUYHI KaHaJIM BUTOKY 1H(OpMaIlli yTBOPIOIOTHCS 332 PaXyHOK:

—  PpO3MOBCIOMXEHHSI MEXaHIYHUX KOJIMBAHb y BUIbHOMY MOBITPSIHOMY IIPOCTOPi
(meperoBopH Ha BIIKPUTOMY MPOCTOPI1, BIAKPUTI BiKHA, IBEP1, XBIPTKH, BEHTHIISIIIIHHI
KaHaJIN);

— BIUIMBY 3BYKOBUX KOJHBaHb Ha €JIEMEHTH 1 KOHCTPYKIli OyiBelb, IO
BUKJIMKAIOTh 1X BiOparmito (CTiHM, CTeJs, Tijjora, BiKHA, JABEpi, KOpoOH
BEHTWISIIMHUX CUCTEM, TPyOU BOAOIIOCTAYaHHs, ONMaJIEHHS TOILO;

— BIUIMBY 3BYKOBUX KOJMBaHb Ha TEXHIYHI 3acobu 00poOku iHdopmarlii

? 36yKOM HA3MBAIOTHCSA MEXAHIUHI KOMMBAHHS YACTHHOK MPY/KHOTO cepeoBHIa (IOBITPs, BOJM, METaly i Tak jai), ki
Cy0’€KTHBHO CIIPHHMAIOTHCSI OPTaHOM CIIYXY. 3BYKOBI BIYYTTSI BUKJIMKAIOTHCS KOJNMBAHHSMHU CEpPENOBHINA, IO
BiOyBaIOThCs B iamaszoni yactot Bix 16 qo 20000 I'n,.

TI'yynicmo 36yKy — IHTEHCHBHICTH 3BYKOBOI'O BIJUYTTS, BUKJIMKaHA JaHUM 3BYKOM Y JIIOJJMHU 3 HOPMAJIBHHM CIyXOM.
['yuHicTh 3aJI€KUTH BiJl CHIIM 3BYKY 1 1Or0 4aCTOTH, BUMIPIOETHCSI IPOIIOPIIHHO JIorapumMy CHUIIU 3BYKY i BUPaXaeThCs
KUIBKICTIO JienuOen, Ha sIKy IaHWH 3BYK IIEPEBUIIYE MO0 IHTEHCUBHOCTI 3BYK, IPUHHATHUIA 32 MOPIr 4yTHOCTI. OnUHUISL
BUMIpPIOBaHHS TYYHOCTI — (hOH.

Junamiunuil dianazon — Aiana3oH TyYHOCTI 3BYKY a00 Pi3HHUISI PiBHIB 3BYKOBOT'O THCKY HAaWTYYHINIOrO 1 HAWTHUXIIIOrO
3BYKIB, BUp2)KEHa B JCIHOEaX.

IDicepenom ymeopennst akyCTUIHOTO KaHATy BUTOKY iH(popMaIlii € BiOpyrodi Tiia i MeXaHi3MH, 110 KOJMBAOTHCSA, Taki
SIK TOJIOCOBI 3B’SI3KH JIFOJIMHH, PYXOMI €IEMEHTH MalllUH, Tele(OHHI anapaTy, 3BYKOIiICHII0Bayi TOMIO.

? PO3MOBCIO/KEHHS 3BYKY B MPOCTOPI 3/iHCHIOETHCS 3BYKOBUMH MPYICHUMU a00 Mexauiunumu XBUIAMHI. Xeunimu
Ha3UBAIOTHCSI MEXaHiuHi o0ypeHHs (medopmarii), 0 PO3MOBCIOMKYIOThCS B INPYXHOMY cepenoBumi. Tina, ski,
BIUIMBAIOYW Ha CEPE/IOBHIIE, BUKIMKAIOTH 11i O0OYPEHHSI, HA3UBAIOTHCS 0JiCepedmMu X6Ulb.

Tpysicna xeusi € IONOBXKHBOIO 1 TIOB’s13aHa 3 00’ €MHOI0 JiehopMalli€ro MPYKHOTO CEPEOBUIIA, YHACIIIOK YOro MOXKe
PO3TIOBCIOIKYBATUCS B OYIb-IKOMY CEPEAOBHILI — TBEPOMY, PITKOMY i Fa30MOIiOHOMY.
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(MikpodoHHMI e]eKT, aKyCTHYHA MOJYJIAIISI, BOJOKOHHO-ONTHYHI JIHIT TNepeadi
1HpopMarii.

OTxe, M aKyCMu4How pOo3YMIEMbCA IHGOpMAYis, HOCIEM AKOI € aKyCMu4Hi
cueHany. 3alexHo Bl (I3UYHOI NPUPOIM BUHUKHEHHS 1H(GOPMALIMHUX CUTHAIIB,
CepelloBUIIIa PO3MOBCIOMKEHHS! aKYCTUYHUX KOJIMBAaHb 1 CIIOCOOIB iX MEpexXorieHHs,
aKyCTHYHI KaHalld BUTOKY 1HQOpMaIlli MOXXHA PO3AUIMUTA HA MOBITPsHI, BiIOpaliiiHi,
€JIEKTPOAKYyCTUYHI, ONITUKO-EIEKTPOHHI 1 HapaMeTpUYHI.

llosimpsni kananu. Y NOBITPAHUX KaHaJlaX BUTOKY 1H(OpMaIli cepeoBUILEM,
PO3MOBCIOIPKEHHSI aKYCTUYHUX CHUTHAJIB € TOBITPS, a M iX IEepEeXOIUICHHS
BUKOPHUCTOBYIOTHCSI MIHIATIOPHI BUCOKOUYTIMBI MIKpO(GOHHU 1 CIielialibH1 HAIIPaBIIEHI
Mikpodoru. MikpodhoHu 00’€AHYIOTBCA ab0 3 €IHYIOTbCS 3 TOPTAaTUBHUMH
3BYKO3AMKUCYIOUUMH MPUCTPOSIMU (AUKTOHOHAMH) a00 creliaJbHUMHU MiHIaTIOPHUMH
nepeaBayamu.

Bibpayitini kananu. Y BiOpaniiHux (CTpYKTYpPHHX) KaHajdaX BUTOKY iHMopmarlii
CEpellOBUIIEM PO3MOBCIOMKEHHSI AaKyCTHUHMX CUTHANIB € KOHCTPYKIi OyiBelb,
criopyq, (CTiHH, CTeNl, MIJJIOTH), TPYOH BOAOMOCTAYaHHsI, OMAJIFOBAHHS, KaHAJI3aIlli 1
HIIl TBepAl Tuna. s TMEepexOoIUIeHHS aKyCTUYHUX KOJIHMBAHb B LIbOMY BHIIAJIKY
BUKOPHUCTOBYIOTHCSI KOHTAKTH1 MIKpO(GOHU(CTETOCKOIN ).

Enexmpoaxycmuuni xananu. ENeKTpoakyCTHUHI TEXHIYHI KaHAJIU BHUTOKY
iHpopMallli BUHUKAIOTh 32 PaXyHOK €JEKTPOaKyCTMUHUX MEePEeTBOPEHb aKyCTUUHHUX
CUTHAJIIB B eNeKTpuyHi. [lepexorieHHs] akyCTUYHUX KOJIMBaHb 3/1MCHIOETHCS 4Yepes
BTCC, mo Bomomiooth «MIKpOohOHHUM  edekTomM», a TakoXK IUIIXOM
«BHCOKOYACTOTHOT'O HAB’ SI3yBAHHSI.

Onmuxko-snekmpounslid kanal. ONTUKO-3IEKTPOHHBIN (Ja3epHuil) KaHaJl BUTOKY
iHpoOpMallii yTBOPIOETHCS MPHU OMPOMIHIOBAHHI Ja3epHUM IMPOMEHEM BiOpYIOUMX B
aKyCTHYHOMY MOJ1 TOHKHX BIA3€pKaJIOBAJIbHUX MOBEPXOHb (CKJIAa BIKOH, KapTHH,
J3epKaJl TOIIO).

Ilapamempuuni kananu. B pe3yaprari Al aKkyCTUYHOTO MOJISE MIHAETHCA THUCK Ha
BCI eJ1eMeHTH BucokoyactotHux reneparopis T3 1 AT3C.

4. Kananu eumoxy ingopmauii 3a paxyHox noOIUHUX e1eKMPOMACHIMHUX
eunpominioeanv i Haeedenv (IIEMBH) 3aco6ie enekmpoHHO-004UCTI08ATbHOT
mexHIKu

Cyuacui [ITEBM MoxyTh mpairoBaTu SK HE3aJIe)KHO OAWH BiJ OJHOTO, TaK 1
B3aemoniroun 3 iHmMKUMH EOM 10 KOMIT'IOTEpHHX Mepexax, MPUIOMY OCTaHHI
MOXYTh OyTH HE TUIBKH JIOKAJIBHUMHU, ajie 1 m1oOadpbHUMU. BiamoBiHO, MOBHUI
Mepeik TUX AUISHOK, B SKMX MOXKYTh 3HAXOAUTHUCS IO MIJIATAIOTh 3aXUCTY JIaHi,
MOK€ MaTH HACTYITHUIN BUTJIS:

— ©Oe3nocepeHbO y oneparuBHiil abo nocTiitHii nam’sti [IEBM;

— Ha 3HIMHUX MarHiTHUX, MarHiTOONTUYHUX, JIA3€PHUX 1 IHITUX HOCIAX;

— Ha 30BHIIIHIX OpHUCTPOsix 30epiraHHs iHGopMallii KOJIEKTUBHOTO IOCTYIY
(RAID-macuBy, (aiisioBi cepBepH 1 TOMY Moji0He);

— Ha eKpaHax MPHUCTPOiB BiAoOpaXkeHH (IucIUie], MOHITOPH, KOHCOJI1);

— y maMm’4Ti TOpUCTPOIB BBENEHHS/BUBOAY (IpUHTEpU, IpadidHi MPHUCTPOI,
CKaHEepH);
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— 'y mam’sATi OPHUCTPOiB, LI0 YHPABISIOTH, 1 JIHISX 3B 53Ky, YTBOPIOIOUUX
KaHaJIM CIIOJYYEHHS KOMII IOTEPHUX MEPEXK.

Kananu ButOoKy iHQoOpMauii yTBOpIoOThCcs sk npu pobori [TEOM, Tak 1 B
pexxuMi odikyBaHHs. JI)kepenamMu TakuX KaHaJIB €:

—  eJIEKTPOMArHiTHI MoJis;

— CTpyMH, IO HABOASATHCS, 1 HAmpyra B APOTSHUX CUCTEeMax (KUBJIECHHS,
3a3eMJICHHS 1 CTIOJYYHUX);

— TIepEBUIIPOMIHIOBaHHs 1HGOpMallii, 10 O0O0pOoOIsLETHCA,  HA YacTOTax
napa3uTHOI reHepallii eJIeMeHTIB 1 IPUCTPOiB TexHIYHUX 3aco0iB [IEOM;
— TIePEBUIIPOMIHIOBaHHs  0OpoOsoBaHOi  iHGoOpmalii, Ha  YacToTax

KOHTPOJIbHO-BUMIPIOBAJILHOT anapaTypu.

[lepenbavaerbcs Tpu TUNM OOpPOOKH: JIOAMHOIO, anapaTyporo, MPOrpamoro.
BinnoBiiHO 0 KOXKHOTO TUITY OOPOOKH KaHaJId BUTOKY TaK0XK pO30MBAaIOTHCS HA TPU
rpynu.

CrocosHo ITEBM rpymny kaHaiiB, B SKHX OCHOBHUM BHJI0M 00pOOKH € 06podKa
iHgpopmayii 1r0O0uHo0, CKIAAAI0Th HACTYITHI MOXKJIMB1 KaHAJIU BUTOKY:

— pO3KpaJaHHs MaTrepiajJbHUX HOCIIB iH(OopMalii (MarHITHUX JUCKIB, CTPIYOK,
Kapr);

— yuTaHHA 1HPOpPMAIli 3 eKpaHy CTOPOHHBOIO 0CO0010;

— yuTaHHA 1HGOpMAaIli 13 3aIullIeHnX 0e3 HAISIAY MarnepoBUX PO3APYKIBOK.

VY rpyni kaHajiB, B SIKUX OCHOBHUM BHUJOM OOPOOKH € 006pobka iHgopmayii
anapamyporo, MOKHa BUJIIJTUTH HACTYITHI MOXKJIMB1 KaHAIH BUTOKY:

—  migkioueHHs 10 [TEBM crienianbHO po3po0ieHux anmaparHuX 3aco0iB, 110
3a0e3MneuyroTh JOCTYH A0 iH(opmarlii;

— BUKOPUCTAaHHA CIEUIAJIbHUX TEXHIYHUX 3aco0iB [JIsl MepEeXOIICHHS
€JIEKTPOMArHiTHUX BUIPOMIHIOBaHb TeXHIYHUX 3ac00iB [IEBM.

VY rpyni kaHaiiB, B IKUX OCHOBHUM BUJOM 00poOKuU iHgopmayii € npocpamua
06pobKa, MOXKHA BUIUTUTH HACTYTIHI MOXJIMBI KaHAJU BUTOKY:

— HECAHKIIIOHOBAaHUU JOCTYII Mporpamu A0 1Hdopmariii;

—  posmudpoBKa Mporpamoro 3amudpoaHoi iHdopmarii;

—  KOIIIOBaHHS MpOorpamoro iHdopMallii 3 HOC1iB;

— OnoxyBaHHs a00 BIIKIIOYEHHS IPOrPAMHUX 3aCO0IB 3aXUCTY.

Knacughikauii padiokananie eumoxy ingpopmauii

Ananiz ¢I3UYHOI NPUPOIM UYUCIECHHUX IMEPETBOPIOBAYIB 1 BHUIIPOMIHIOBAUIB
MOKa3ye, 1110:

— JKepellaMM HeOEe3NEeYHOT0 CHUTHAIY € €JIEMEHTH, BY3JIM 1 MIPOBIIHHUKHU
TEXHIYHHUX 3ac001B 3a0e3MeueHHss BUPOOHUYOI 1 TPYIOBOT AISIIBHOCTI, & TAKOX PaJiio-
1 eJIEKTPOHHA anapaTypa;

— KOXHE JIKepesio HeOe3NeYyHOro CHrHally 3a MEBHHX YMOB MOXE YTBOPUTH
TEXHIYHHUI KaHaJ MpOoCcoYyBaHHs 1H(OpMaIlii;

— KO)XKHa €JIEKTpOHHA CHCTEMa, IO MICTUTh B CO01 CYKYIHICTh €JIEMEHTIB,
BY3JIIB 1 MIPOBIAHUKIB, BOJOIIE JACSIKUM O€3/IIUYI0 TEXHIYHUX KaHAJIB MPOCOYYBaHHS
1HpopMaIii.

KoskeH 3 nux kaHajiB, 3aJIeKHO BiJ] KOHKPETHOI peaii3alii eJeMeHTIB, By3JiB i
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BUpOOIB B IUIOMY, MaruMe€ TMEBHUM TMposB, crneuu@iuHi XapaKTePUCTUKU 1
OCOOJIMBOCTI yTBOPEHHS, MOB'SI3aHI 3 YMOBaMU pO3TAlllyBaHHA 1 BUKOHAHHS.
Paniokananu BUTOKY iHQOpMaIlii yTBOPIOIOTHCS BHACTIOK:

—  MIKpO(QOHHOTO eEKTY;

—  MArHITHOTO MOJIf;

— Mapa3uTHOI reHeparlii;

—  JIaHLIOTOM >KUBJICHHS;

—  JIaHLIOTOM 3a3€MJICHHS;

— B3aEMHOTO BIUIUBY;

—  @JIGKTPOMAarHiTHOrO BUIIPOMIHIOBAHHS;

— 13 BOJIOKOHHO-ONTHYHUX CUCTEM 3B’SI3KY;

— HaB’sI3yBaHHS MOTY)XKHHUX Pajio 3aco0iB.

Knacudikamis pagiokaHaidiB BHUTOKY I1H(oOpMalii 3a NpUPOJOI0 YTBOPEHHS
Jiana3zoHy BUMPOMIHIOBAHHS 1 CEPEIOBUILY PO3MOBCIOMKEHHS TaKa:

3a TPUPOJOI0 YTBOPEHHS — €JEKTPOMArHiTHE BUIPOMIHIOBaHHS, Mapa3uTHI
3B’SI3KM 1 HABEJIEHHS aKyCTONEPETBOPIOBAJIbHI;

10 J11arma30Hy BUIIPOMIHIOBaHHS — HAJIJIOBI1 XBUJIS, JIOBT1 XBUJI1 ,CEpEIH1 XBUIII,
KOPOTKI XBHJI1, YIBTPAKOPOTKI XBUIII;

M0 CEpPEJOBUINY PO3MOBCIOMKEHHSI — OE3MOBITPSIHUI TMPOCTIP, MOBITPSAHUIMA
MPOCTIip, IPYHTOBE CEPEOBUIIIE, BOASHE CEPEIOBUIIIE, HAIPABIEHI CUCTEMHU.

II. Tlopsaaok mNpoBedeHHSI OCHOBHOI YACTHHU 3aHATTA. 37100yBadi BUIIOT
OCBITH 3T1IHO KEPIBHMIITBA 1O MPAKTHUYHUX 3aHATh 32 TEMOIO BHUKOHYIOThH 3ajaui
HAaBYAJIBHUX TNHUTaHb. BUKIagad TakoX CUHXPOHHO BHMKOHYE 3ajayl 3aHATTA 13
BHUBOJIOM 300pa)K€HHS MOHITOPY Ha €KpaH MpPOEKTOpy. Y XOAl 3aHATTS BUKIIAJad
HaJla€ NOTPIOHY AOMOMOTY Ta MOSCHIOE OKPEMI1 €JIEMEHTH 3a/1ay.

III. Iopsinoxk mnpoBedeHHS] 3aKJIKYHOI YacTMHM 3aHATTHA. [lepeBiputu y
JEKUIbKOX 3700yBayiB pe3yidbTaTd BHUKOHAHHSA IIOCTaBJIEHUX 3aJa4, BUCTABUTU
BIIMOB1/IH1 OI[IHKY. 3a3HAYUTH TIEPEIiK 3a7a4 JJisi cCaMOCTIHHOT poOOTH, BKa3aTH vac 1
cnocid mepeBipKU pe3yibTariB caMoCTiiiHOI poOoTu. Oroiocutu Temy HacTYIHOIrO
3aHSTTS.

Tema Ne 7. MeToau Ta 3aco0u 3axucTy iHpopMmanii B KOMII’OTEPHUX
cucremMax
IpakTnune 3anarTa Ne 7. Kpurepii 6e3neku iHPopMaliiHUX TEXHOJIOT1H
HaBuasbHa MeTa 3aHATTA: pO3IVITHYTH OCHOBHI TIOJNIOKEHHS KpPUTEPIiB
3arajJibHUX KpUTEpiiB Oe3neku iHPOopMaIIiHUX TEXHOJIOT 1.
KisibkicTs rogus: 2 roa.
HaBuanbHi nuTaHHA:
[TonsaTTs ipo cTangapty iHdopMaIliitHo1 Oe3neKH.
Kpurepii 6e3meku KoM’ IOTEPHUX CUCTEM.
€Bponeicreki Kputepii 0e3nexu iHGOopMaIiiHUX TEXHOIOT 1.
OcnoBH1 DenepanbHi KpuTepii IHGOPMAIIITHUX TEXHOIOT1M.
Kananceki kputepii iHpopMaiiHUX TEXHOIOTIH.
6. OCHOBHI  TIOJIOKEHHSI ~ KpPUTEpiiB  3arajbHUX  KpUTEpiiB  Oe3neku
1HGOPMALIITHUX TEXHOJIOT1H.

Nk =
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MarepiajibHO-TexXHiUHe 3a0e3MeueHHsI: KOMIT IOTEpHA Mepexa 13
MIIKJIIOUeHHSIM 710 Intertnet; Memia mpoexTop.

Il;1an npoBeAeHHs 3AHATTS:

I. Ilopsainok npoBeeHHs BCTYILY 10 3aHATTS.

Po3rsineMo ocHOBHI KpuTepii 6e3nexku iHQopMaIiiHUX TEXHOJIOT1 Ta OCHOBHI
MOHSATTS MPO CTaHAAPTH 1HPOPMAIIIHOT Oe3neKu.

Cmandapmu ingopmayitinoi 6esnexku — 11€ CTaHIAPTH 3a0€3MEUEHHS 3aXUCTY,
MpU3HAYCH] JJI B3a€EMOJIi MIDK BHPOOHMKAaMH, CIHOXXKHMBa4YaMHU 1 €KCIepTaMu 3
KBasiikamii TPOAYKTIB 1H(MOpPMAIIHHUX TEXHOJOrIA Yy TMpoIeci CTBOPEHHS Ta
eKCIUTyaTallli 3aXUIIeHuX cucteM 00pobIieHHs 1H(opMariii.

Cmanoapm 3abe3neuenHs 3axucmy 3BUYAMHO MICTATH OIUC IOCIITOBHOCTI
OIIHOK, sIKI HEOOXIJTHO BUKOHATH, 100 BBaXaTH JaHy XapaKTEPHUCTHKY Oe3MeKu
MIATBEPIKEHOI0 3 TOYKU 30py arecTalii 3aXucTy ab0 MHOXHHY XapaKTepUCTHUK
Oe3rneku, sKI TOBMHHA 3a0€3MeUnuTH CHUCTEeMa 3axucTy, mob0 ii MoxHa Oyso
BUKOPHUCTOBYBAaTH B JIaHOMY KOHKPETHOMY pexXuMi 3abe3redeHHs Oe3neku abo y
BIIMOBITHOCTI J0 3arajbHO1 CTpaTerii 3aXUCTY.

1. Kpumepii 6e3neku komn’romepHux cucmem — CTaHIapT iHGOpMaIIHHOT
Oe3rneku, po3poOienuit MinictepctBom obOoponn CIHIA y 1983 p. 3 wmetoro
BU3HAYEHHSI BUMOTI O€3IEKH, IO MNpeJ] SIBISIOTHCA 0 arnapaTHOro, MPOrpaMHOro i
CHeliadbHOro 3a0e3Me4YeHHs] KOMIT IOTEpHUX CHUCTEM 1 BHUPOOJICHHS BIAMOBIIHOI
METOJI0JIOT1i aHaJIi3y MOJITUKHU O€3MEeKH, [0 Peali3yeThCsl B KOMIT FOTEPHUX CHCTEMAaX
BOEHHOTO MPU3HAYEHHS. Y KPUTEPISX MPONOHYIOTHCS TPU KaTeropii BAMOT O€3MeKH —
MOJIITUKA O€3MeKH, ayIuT 1 KOPEKTHICTh, B paMKax SIKUX CQOpMYIbOBaH1 IIICTh
0a30BUX BUMOT O€3IEKH:

— TIOJIITHKA O€3MeKH, MITKU — B paMKax MOJITHKH O€3IeKu;

— i1eHTH]iKallis Ta aBTeHTU(IKALlIA, PEECTpallis Ta 00JIIK — B paMKax ayJauTy;

— KOHTPOJIb KOPEKTHOCTI (PYHKIIIOHYBaHHSI 3acO0IB 3aXUCTy, Oe3nepepBHICTh
3aXUCTY — B PAMKaX KOPEKTHOCTI.

[lepuii 4oTupH BUMOTHM CHpsIMOBaH1 Oe3mocepelHbO Ha 3a0e3MeUeHHs] Oe3NneKu
1HopMallii, a 1B1 OCTaHHI — Ha SIKICTh CAaMHUX 3aCO01IB 3aXHUCTY.

2. €sponeiicvki Kpumepii 6e3neku iHhopmayitiHux mexHoa02ii po3rsJaloTh
HACTYTIHI 3aBAaHHs 3ac001B 1H(OpMaIiitHOT O€3MeKH:

— 3axucT iH(popmarllii BiJ HECAHKUIOHOBAHOTO IOCTYIYy JJIsi 3a0e3neyeHHs
KOH(1ACHIIHHOCTI;

— 3a0e3medyeHHs IUIICHOCTI 1H(oOpMaIlli 3a JOMOMOrOK 3aXUCTy 11 BIJ
HECaHKIIIOHOBaHO1 MoudiKkailii abo 3HUIIECHHS;

— 3a0e3Me4yeHHs Mpane3JaTHOCTI CUCTEM 3a JOMOMOIOI0 MPOTUMIIl 3arpo3am
B1JIMOBH B 00CJIyTOBYBaHHI.

PiBHi Ge3neku B «ECBpONEHChKUX KPUTEPISX» — PIBHI JJI1 BUSHAYEHHS CTYIICHIO
Oe3neku cucteMu. B «E€BponeiicbkuX KpUTEpisix» BU3HAYECH1 TpHU pIBHI Oe3meKku —
0a30BUii, CEPEIHIN 1 BUCOKUI.
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«EBpONEHCHKI KpUTEPIi» IMOKIAIeHI B OCHOBY 0ararbox CTaHJapTIB O€3MeKu
KOMIT'TOTepHUX cucteM. Ha ocHOBI mux kpurepiiB JlemapramMeHTOM chelialbHUX
TEJEKOMYHIKallIMHUX cUCTeM Ta 3axucty iHpopmanii CiyxOu Oe3neku YKpaiHu
pO3pO0JIEHI HOPMATHBHI JOKYMEHTH CHCTEMH TEXHIYHOIO 3axucTy i1Hdopmarii
VYKpaiHu CTOCOBHO TEXHIYHOTO 3aXUCTy 1H(dopmarllii Ha nporpamHo-kepoBaHux ATC
3arajJbHOTO KOPUCTYBaHHS.

3. Deoepanvni Kpumepii 6e3nexu ingopmayiitnux mexunonocii CIIIA — cran-
napt iHpopmarlliiHoi 6e3nexu, po3podiaeHuit HarjionaasHUM 1HCTUTYTOM CTaHAAPTIB 1
texHomoriit CIIIA (NIST) i ArenrctBom HarioHansHO1 6e3neku CIITA (NSA) y 90-x
poKax JJidi BUKOPUCTaHHS B AMEpUKAHCbKOMY (denepaibHOMy CTaHIapTi 3
00pobieHHs iHbopMaItii.

«®DenepalibHl  KpUTEPiD» OXOIUTIOIOTh MPAKTUYHO BECh CIEKTp Npoliem,
3B’SI3aHUX 13 3aXMCTOM Ta 3a0e3MeyeHHsIM Oe3MeKH, TaK K BKIIOYAIOTh YC1 aClEeKTH
KOH(IACHI[IHHOCTI, IUIICHOCTI Ta mpaue3natHocTi. OCHOBHUMH 00’ €KTaMu
3aCTOCYBaHHS BUMOI O€3MeKH KPUTEPIiB € MPOAYKTU 1H(OpPMAIIHHUX TEXHOJIOT1H
(IT-nmpoxykTH) 1 cucteMu 0o6pobaeHHs iHdopmarlii. KitodoBUM MOHATTAM KOHIEMIIT
iHpopmariitHoi 6e3nexu «DenepanbHUX KPUTEPIiB» € MOHATTS MPOPLIIO 3aXUCTY.

BignoBimno no «®enepanbHUX KPUTEPIiB» TMporec pPo3poOKU CHUCTEM
o0poOsieHHst iHGoOpMaIli 3AIMCHIOEThCS y BUIVIAAI TOCTITOBHOCTI HACTYIMHUX
OCHOBHHX €TalliB:

—po3p0oOJICHHSI Ta aHalll3 MPOMUIIO 3aXUCTY;

—po3pobiieHHs 1 kBadidikamiitauil anamiz [T-npoaykTis;

—KOMIIOHYBaHHs Ta cepTudikailis cucteMu o0poOiaeHHs iHpopmMalii.

[Ipouec ctBopeHHsi IT-mponykTiB 1 KOMIIOHYBaHHS CHCTEM OOpPOOJICHHS
1HOpMAaIIii 3aIUIIAI0THCS 32 MEKaMU LIbOTO CTaHAApTY.

4. Kanaocovki Kpumepii 6e3neku Komn’lomepHux cucmem — HaIlOHAJIbLHUM
cTtaHjapT iHdopmaliifHoi Oe3rneku, po3pobnenuii lleHTpom Oe3neku BimoOMCTBa
6e3mneku 3B’ 513Ky Kananu.

«Kanazncbki KpuTepii» BUKOPUCTOBYIOTHCS AJIsi pO3pOOJIEHHS BUMOT O€3MEKH,
cnenudikaiiii 3aco0iB 3axuUCTy Ta cepTHdikaiii NporpaMHOro 3abe3neyeHHs
pobounx cTaHIlii, 0araTonporecoOpHUX OOUUCITIOBATBLHUX CHUCTEM, MEPCOHATBHUX 1
0araToKOpHUCTYBaJbHUIIBKUX OINEpaliifHUX CHCTEM, CHUCTEM KepyBaHHsA Oa3zaMu
JIaHUX, PO3MOAUICHUX, MEPEKHUX, BOYIOBAHUX, TPOOJIEMHO-OPIEHTOBAHUX Ta THIIMX
CUCTEM.

B «Kanaacekux KpuTepisix» NpPONOHYETHCS OPUTIHAIBHUN MIAX1A [0 OIHUCY
B3a€MO/I1i KOPUCTYBAY1B 13 KOMIT FOTEPHOI0 CUCTEMOIO, IHBapiaHTHUI MO BIIHOUIEHHIO
70 TOMITUKUA Oe3NeKd. YCl KOMIOHEHTH CUCTEMHU, SIKI 3HAXOASATHCS MiJl KepyBaHHSAM
anpa 0e3MeKH, Ha3UBaIOThCSA 00’ €KTaMH.

06 ’ekmu MOXYTb 3HAXOJIUTUCS B OJHOMY 3 HACTyIMHHUX TPbOX CTaHIB: 00 ‘€xm-
Kopucmygad, 00 ’€ekm-npoyec, nAcusHuil 06°ckm, 1 B 3aJEXKHOCTI BIJ CTaHy,
MO03HAYaI0Th KOPUCTYBAviB, IPOLECH Ta 00'€KTH BIATIOBIIHO.

[Ipu omuci kputTepiiB KOH(PIASHIIHHOCTI Ta UUIICHOCTI (JOBUIBHOTO Ta
HOPMAaTHUBHOTO KEpPYBaHHS JOCTYNOM 1 LUIICHICTIO) B «KaHAJChKUX KpUTEPIIX)»
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BUKOPHUCTOBYETHCS IIOHATTS TeT.

Tera — cykynHIiCTh arpuOyTiB acoLIMOBAaHUX 13 KOPUCTYyBaueM, IMpoIecoM ado
MIPOEKTOM.

VY kputepisix 3aCTOCOBaHMI AyadbHUN MPUHUUI TMOJAHHA BUMOI O€3MEKH Yy
BUIVISA1 (PYHKI[IOHAJIbBHUX BUMOT JI0 3aCO0IB 3aXHUCTy Ta BUMOT JO TapaHTIH IXHbOI
peaizarii.

Kananceki kputepii 0e3MmeKkd KOMITIOTEPHHX CHCTEM IMOKJIAJeHI B OCHOBY
KputepiiB oOLiHKKM 3axuieHocTi 1HGopmalii B KOMIT IOTEPHUX CHUCTEMax Bil
HECAHKI[IOHOBAHOIO  JIOCTyNy, po3poOieHux JlemapramMeHTOM  CHeliaJbHUX
TeJIEKOMYHIKallIMHUX CUCTEM Ta 3axucTy 1H(opmanii Cioyxou Oe3nexku Ykpainu s
CUCTEMU TEXHIYHOTO 3aXHCTy 1H(popmMarlii Ykpainu.

6. 3acanvni Kpumepii 0Oe3neku IH@opmauitiHux mMexHOI02Il — CTaHIAPT
iHpopMaiiitHoi  Oe3nmekd, M0 Yy3arajlbHIOE 3MICT 1 JIOCBIT BHKOPUCTaHHS
«KoBTorapsuoi KHUTH.

Marepianu ctaHaapTy — 1€ BUMOTHU 1 rapauTii 3 iHdopmarliiiHoi Oe3neku, sKi
MOXYTh BinOuparucs Ta peajizoByBaThcs y (yHKUIOHAJIbHI cTaHmapTu (mpodini
3axucTy) 3a0e3nedeHHs 1HGOopMaIiiHOi O€3MeKn JJIsi KOHKPETHUX CHUCTEM, MEpEexX 1
3ac001B SIK KOpUCTYBadaMu (1O BITHOIICHHIO O TOTO, IO BOHU XOUYTh OJEPKAaTH B
MPOAYKTI, SIKMM MPOIMOHYETHCS), TaK 1 pO3pOOHMKAMM H omeparopamMu Mepex (1o
BIJTHOIIIEHHIO JI0 TOTO, 1[0 BOHU FapaHTYIOTh y MPOAYKTI, KM peaizyeThes).

OCHOBHUMH KOMIIOHEHTaMH O€3MeKu «3arajbHUX KPUTEPIiB €:

— MOTEHLIHI1 3arpo3u O6e3mnelli Ta 3aBAaHHs 3aXUCTY;

— MOJIITUKA O€3MeKu; MPOAYKT IHPOpMALIHHUX TEXHOJIOT1H;

— npodiIb 3aXUCTY;

— IIPOEKT 3aXHCTY;

— (yHKI[IOHATIBHI BUMOT'H O€31EKH;

— BUMOTH rapaHTiil 0e3nexu;

— piBHI TF'apaHTIM.

Crangapt «3arajlbHUX KPUTEPIiB» OMHUCYE TUIBKU 3arajibHy CXeMY MPOBEICHHS
KBaJTI(IKalIMHOrO aHadi3y Ta cepTHdikailii, aje He perlaMeHTye MpoLeaypy iX
3IIACHEHHS.

Keanigpikayitinuti ananiz — 1e aHami3 OOYUCITIOBAIBHOI CHUCTEMH 3 METOIO
BU3HAUYCHHS PIBHS 11 3aXMIIEHOCT! Ta BIAMOBIIHOCTI BUMOTaM O€3MeKd Ha OCHOBI
KpUTEPIiB cTaHAapTy iHGOpMaLiiHOT Oe3neKu.

IIpoyec keanighixayitinoco ananizy BKIOYAE TPU CTAII:

— aHami3 mpodUII0 3axXUCTy Ha MpPEIMET WOro IMOBHOTHU, HECYINEpPEeYHOCTI,
peaizoBaHOCTI Ta MOMJIMBOCTI BHUKOPUCTAaHHS Yy BHUDISAI HAOOpy BHUMOT IS
MIPOJYKTY, 110 aHAJI3YETHCS;

— aHaji3 MPOEKTYy 3aXHUCTy Ha MpeIMET MOro BIAMOBIIHOCTI BUMOTaM MPOQLIIO
3aXUCTy, @ TaKOX IIOBHOTH, HECYNEPEYHOCTI, pPEeasi30BaHOCTI 1 MOXKIMUBOCTI
BUKOPHUCTAHHS y BUIJIAJII eTajloHa npu aHanizi [T-npoaykry;

— anam3 IT-mpomykry Ha mnpeaMeT BIANOBIAHOCTI MPOEKTY 3aXUCTY.
PesynbraTrom kBamiikaliiHOro aHalli3y € BHCHOBOK IMpO Te, IO MiJJaHUN aHami3y
IT-npoaykT BignoBiga€e MPeACTAaBICHOMY IPOEKTY 3aXHUCTY.
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II. Ilopsaxok mnpoBedeHHSI OCHOBHOI YACTHHU 3aHATTA. 37100yBadi BUIIO1
OCBITH 3T1IHO KEPIBHUIITBA /10 NMPAKTUYHHUX 3aHATh 32 TEMOIO BUKOHYIOTH 3ajadi
HaBYaJbHUX TUTaHb. BUKIamad TakoK CHHXPOHHO BHUKOHYE 3ajadl 3aHATTSA 13
BHUBOJIOM 300pa’KCHHS MOHITOPY Ha €KpaH IPOEKTOpy. Y XOIi 3aHATTS BUKIIAIa4
HaJia€ MOTPIOHY JOMIOMOTY Ta MOSICHIOE OKpEeM1 €JIEMEHTH 3ajay.

III. Iopsinoxk mnpoBedeHHS] 3aKJIKYHOI YacTMHM 3aHATTHA. [lepeBiputu y
NEKUIbKOX 3700yBadiB pe3yJabTaTH BHUKOHAHHS IIOCTABJICHUX 3aJ]a4, BHUCTABUTH
BIIMOB1/IH1 OI[IHKY. 3a3HAYUTH TIEPEIiK 3a]a4 JIJIsi CaMOCTIHHOT poOOTH, BKa3aTH vac 1
croci0 mepeBipKU pe3yNbTariB caMOCTiiHOT poOoTH. OrojoCUTH TeMy HACTYITHOTO
3aHSTTA.

Tema Ne 8. OcHoBu ynpaBiiHHs 1HGOPMAIIHHOIO 0€3IEeK0I0

I[IpakTnyHe 3aHATTA: 3arajbHa XapaKTepUCTUKA KaHATIB BUTOKY 1H(pOpMaIlii.

HaBuasbHa MeTa 3aHATTA: PO3MISIHYTH OCHOBHI METOAM 1 3aCO0M 3aXHUCTy
1HpopMallii B KOMIT IOTEPHUX CHCTEMAaX BiJl BUIAIKOBUX 3arpo3.

KinbkicTs ronus: 2 rom.

HaBuyanbHi nMTaHHA:

1. 3aranbHa XxapaKTepUCTHKA OpraHi3aliiHUX METOAIB 3aXUCTY 1H(QOpMaIii B
KOMIT FOTEPHUX CHCTEMaX.

2. 3axuct iHQoOpMaIii B KOMI IOTEPHUX CUCTEMAX B1J] BUMIAJKOBHUX 3arpo3.

3. Metoau 13aco0u 3aXUCTY BiJ €JIEKTPOMArHiTHUX BUIPOMIHIOBAHb 1
HABOJIOK.

4. 3axuct iHQOpMaIli B KOMI IOTEPHUX CUCTEMAX BiJl HECAHKI[IOHOBAHOTO
JOCTYILY.

5. Kowmm’totepHi BipycH 1 METOIU OOPOTHOU 3 HUMMU.

6. 3axuct iHdopmallii B pO3NOAICHUX CUCTEMAX.

Jlireparypa:

OcHoBHa
1. IIporpama HaB4YaibHOI JAMCHMILIIHM «Bctym y  chemiaiabHICTBY.
Crnemianphicts 125 «KibepOesneka». Tymyno B.B. — m. XapkiB: XapKiBCbKUM
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ITanos, 2019. 215 c.
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JI. Bypsiuok, B. b. Tony6ko, B. O. Xopomiko, C. B. Tontona]; 3a 3ar. pen. 1-pa TeXH.
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9. Hyxuuit C. M., Typtu M. B. Meroauuni BKa3iBKM J0 BUKOHAHHS
MPaKTUYHUX POOIT 3 nucuuIUTiHK «OpraHizaniiine 3a0e3neueHHs TEXHIYHOTO 3aXUCTY
iHpopMmamii» B 2 u. Y. 1 / mig pen. n-pa texd. Hayk O. B. biinmora ; Ham. yH-T
KopabnebynyBaHHs iM. agMmipana Makaposa. Muxonais : CHYK, 2018. 54 c.

HopMmaTuBHO-IpaBOBi aKTH

10. Koncturyuis Ykpainu : 3akoH Ykpainu Big 28.06.1996 Ne 254k/96-BP //
baza nanux «3akoHomaBcTBO VYkpainm» / BepxoBna Pama VYxkpainn. URL:
https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%380.

11. Tlpo [HepxaBHy ciayx0y CIHELiaJbHOTO 3B 43Ky Ta 3aXUCTy iH(opmarii
VYkpainu : 3akoH Ykpainu Big 23.02.2006 Ne 3475-1V // baza nanux «3aK0HOJaBCTBO
Ykpainm» / Bepxosna Pana Ykpainu. URL.:
https://zakon.rada.gov.ua/laws/show/3475-15.

12. Tlpo indopmanito : 3akoH Ykpainu Big 02.10.1992 Ne 2657-XII // baza
naHux  «3akoHOJaBcTBO  Ykpainu» / BepxosHa Pama  VYkpainu. URL:
https://zakon.rada.gov.ua/laws/show/2657-12.

13. Ilpo 3axuct iHpopMalii B iHPOpMaLIHHO-TEIEKOMYHIKAIMHUX CUCTEMAX :
3akon VYxkpainum Big 05.07.1994 Ne 80/94-BP // baza panux «3aKOHOJABCTBO
Ykpainm» / Bepxosna Pana Ykpainu. URL.:
https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%380.

14. Tlpo nepxaBHy TaeMHHMIIO : 3akoH Ykpainu Bim 21.01.1994 Ne 3855-XII //
baza nanux «3akoHomaBcTBO VYkpainm» / BepxoBna Pama VYkpainn. URL:
https://zakon.rada.gov.ua/laws/show/3855-12.

15. IIpo moctyn mo myOGniunoi iHdopmariii : 3akon Ykpainu Bim 13.01.2011
Ne 2939-VI // Baza manux «3akoHonaBcTBO YKpainu» / BepxoBHa Pama Vkpainu.
URL: https://zakon.rada.gov.ua/laws/show/2939-17.

16. Ilpo namionanbHy Oe3neky Ykpainu : 3akoH Ykpainu Big 21.06.2018
Ne 2469-VIII // baza nanux «3akoHomaBcTBO Ykpainu» / Bepxosna Pana Ykpainu.
URL: https://zakon.rada.gov.ua/laws/show/2469-19.

17. Tlpo nineH3yBaHHS BUJIB TOCMOAAPCHKOI MISIILHOCTI : 3aKOH YKpaiHu BiX
02.03.2015 Ne 222-VIII // baza nanux «3akoHomaBCTBO Ykpainu» / BepxoHa Pana
VYkpaiau. URL: https://zakon.rada.gov.ua/laws/show/222-19.

18. Kopmexc mpo anminicTpatuBHi npaBonopyiueHHs Big 07.12.1984 Ne 8073-X
// baza TAHUX /Jlira:3akoH: odiiiHuR BeO CaWT. URL:
https://ips.ligazakon.net/document/KD0005?ed=2020 03 01.

19. Kpuminansauit kogexc Ykpain Big 05.04.2001 Ne 2341-1III // baza nanux /

Jlira:3akoH: odiiiHIN BeO CauT. URL:
https://ips.ligazakon.net/document/T012341?an=910451
20. Ilpo ocHoBHI 3acangu 3a0e3nedeHHs KiOepOesneku YkpaiHu : 3akoH
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VYkpaiau Big 05.10.2017 Ne 2163-VIII // baza manux «3akoHOJABCTBO YKpaiHu» /
Bepxosna Paga Ykpainu. URL: https://zakon.rada.gov.ua/laws/show/2163-19.

21. Ilpo IlonoxeHHs mpo TeXHIYHUN 3axucT 1H(popmalii B Ykpaini : Yka3
[Ipesunenta Ykpainu Bim 27.09.1999 Ne 1229 // baza panux «3aKOHOJABCTBO
Ykpainm» / Bepxosna Pana Ykpainu. URL.:
https://zakon.rada.gov.ua/laws/show/1229/99.

22. Ilpo 3arBepmxenHs [lpaBun 3a0e3meueHHs 3axucty iHdopmanii B
iHbopMaIITHUX, TENeKOMYHIKAIMHUX Ta  i1HGOpMAIIHO-TEIEKOMYHIKAIHHIX
cuctemax : nocranoa KaGinery MinictpiB Ykpainu Big 29.03.2006 Ne 373 // baza
naHux  «3akoHOJaBcTBO  Ykpainu» / BepxosHa Pama VYkpainu. URL:
https://zakon.rada.gov.ua/laws/show/373-2006-%D0%BF.

23. 3axoH Ykpainu «lIIpo enexrponHi goBipui nmociayru» Big 05.10.2017 p. Ne
2155-VIII // baza panux «3akoHomaBcTBO Ykpainu» / BepxoBna Paga VYkpainwu.
URL: // baza nanux «3akoHomaBcTBO Ykpainm» /BepxoBna Pama Ykpainu. URL:
https://zakon.rada.gov.ua/laws/show/373-2006-%D0%BF.

Indopmauiiini pecypcu B InTepneri

24. baza nanux «3akoHonaBcTBO Ykpainu» / BepxoBna Pama Ykpainu. URL:
https://zakon.rada.gov.ua/laws.

25. Tlepemik HOPMATUBHO-METOAMYHUX JIOKYMEHTIB B Tally3i 3aXHCTy
iHpopmarii / OOIKOBI JOKyMEHTH st cekpeTHoro autoBojactBa / TOB «HIKCy :
odimiitauii BeO caitt. URL: https://sites.google.com/a/nics.com.ua/price/.

26. Ilepenik 3aco0iB TEXHIYHOTO 3axUCTy 1H(popmallli, I03BOJCHUX JIs
3a0€3MeUYeHHs] TEXHIYHOTO 3aXUCTy Jep>KaBHUX 1H(QOpMaLIHHUX pecypciB Ta
iHopMaIlii, BUMOra 1010 3aXHCTY SIKOi BCTAaHOBJIEHA 3aKOHOM // [lepkaBHa ciyx0a
CHeIalIbHOTrO 3B’ A3KY Ta 3aXHcTy iHpopMmauii Ykpainu : odimiitnuit Beo caiir. URL:
http://www.dsszzi.gov.ua/dsszzi/control/uk/publish/category?cat id=3918]1.

MarepiajibHO-TexXHiUHe 3a0e3MeUeHHsI: KOMIT IOTEpHA Mepexa 13
MIKIIOUEHHSIM J10 Intertnet; memia IIPOCKTOP.

Ili1aH npoBeAeHHA 3aHATTA:

I. Ilopsanok NPOBE/eHHsT BCTYMY 10 3aHSATTS.

Po3risiHeMo OCHOBHI MUTAaHHS OpraHi3aliifHUX METO/IB 3aXUCTy 1H(pOpMAIIii.

Opranizaifiiini MeToAu 3axucTy iH(opMalli BKIOYAIOTh 3axond 1 [ii, sKi
MOBUHHI BHMKOHYBaTH I0OCaJ0BI OCOOM B TMpoOleCl CTBOPEHHsS 1 eKCIUTyaTamii
KOMIT’ IOTEPHUX CUCTEM JIJIsl 3a0€3MEeUeHHs 3aJ]JaHOoT0 PiBHS Oe3reku iH(opmarlii.

Ha opranizauiiiHoMy piBHI BHPIIIYIOTBCS HACTYIHI 3aBJIaHHS 3a0e3Me4eHHS
6e3mneku iH(opmalli B KOMI' IOTEPHUX CUCTEMAX:

— PpO3MeXyBaHHS JOCTYIY 10 PECYPCIB KOMIT FOTEPHOI CUCTEMU;

— IUIaHYyBaHHS 3aXO/1B;

— oprasizaiiis po0iT 1o po3poOIli CUCTEeMH 3aXUCTy 1H(opMaIii;

— HaBYaHHA 00CIIyTOBYIOUOT'O IIEPCOHAIY 1 KOPUCTYBaUiB;

— ceprudikamis 3aco0iB 3axucty iHbopMallii;

— JIILIEH3YBaHHS AISUIbHOCTI MO0 3aXUCTy 1H(dOpMaIIii;

— arecrtallisi 00’ €KTIB 3aXUCTY;

—  YIOCKOHAJICHHSI CUCTEMH;
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— OlIHKa e(eKTUBHOCTI (PYHKI[IOHYBAHHS CUCTEMH 3aXUCTY 1H(HOpMAIIIT;

— KOHTPOJb BHUKOHAHHS BCTAHOBJIEHUX IMpaBWi POOOTH B KOMIT IOTEPHIN
CUCTEMI.

3a JOMOMOro IMX 3aXOAIB € MOXJIMBUM O0’€qHAHHS Ha IMPaBOBI OCHOBI
TEXHIYHHUX, MPOrpaMHUX 1 KpunrorpadiyHUX 3aco0iB 3axucTy iHpopmalii eauHy
KOMILIEKCHY CUCTEMY.

1. 3axucm ingpopmauii 6 Komn’romepHux cucmemax 6i0 6UNAOKOBUX 34203

Jlnst O6roxyBaHHS BUNAQAKOBHX 3arpo3 Oesmeni iHGopMmallii B KOMIT IOTEPHUX
cCUCTeMax JOIUIbHO BUPIIIUTH KOMIIJIEKC 3aB/IaHb.

HyOmtoBanHs iHGopmalii € HallePeKkTUBHIIIUM CIOCOOOM 3a0e3NeueHHs
HUTICHOCTI 1HGOpMaITii K BiJl BUNIAJKOBUX 3arpo3, Tak 1 BiJ HABMHUCHI JiH.

VY 3anexxHocTi BiA IIHHOCTI 1H(opMalii, 0cOOTUBOCTEN MOOYIOBU 1 PEKUMIB
(GYHKIIOHYBaHHS ~ KOMIT'IOTEPHOI ~ CHCTEMHM  MOXYTh  BHUKOPHUCTOBYBATHCS
KOMIT FOTEPHUX CUCTEM MOXYTh BUKOPUCTOBYBATUCS TaKi METOAM 1yOJTIOBaHHS.

3a yacom 8ioHo06MI06aHH IHopMayii METOIU NyOrOBaHHS MOLICH] Ha:

—  OIlepaTHBHI;

— HeolepaTUBHI.

Jlo onepaTuBHUX METOIB BIIHOCATHCS METOAM NYONIOBaHHS iHpOpMaIllii, KOTpi
JI03BOJISIFOTh BUKOPUCTOBYBATH AYOJII0I04Y 1HGOPMAIlIIO B peaIbHOMY MaciiTabi Jacy.
ToOto, mepexim 10 BUKOpUCTAaHHS AyOor0uoi iH(oOpMalli 371HCHIOEThCA 3a 4ac,
KU J1Ja€ 3MOT'Yy BUKOHATH 3allUT HA BUKOPUCTaHHS 1H(pOpMaLii B PeKUM1 pPeaIbHOrO
qacy JJIs JaHOi KOMII IOTEPHO1 CUCTEMH.

VYci meronu, sKi HE 3a0e3MeuyloTh BUKOHAHHS ITUX YMOB, BITHOCATBCS IO
HEONEePaTUBHUX METOIB TyOIIOBaHHS.

3a 3acobamu, Axi euxopucmosyromvcs O yineu OVOa08aHHs, METOAN
OyOJIFOBaHHS MOXKHA MOJUTUTH HA METOM, 1110 BUKOPUCTOBYIOTh:!

— JIOATKOBI 30BHIMIHI 3a11aM’ ITOBYIOU1 MPUCTPOI (OJI0KH);

—  3MomMiri Hocii iH(opMmarii.

3a 4yKcIoM KOMiil MEeTOAM AyOIIOBaHHS NUISTHCA Ha:

—  OJHOPIBHEBI;

— OaraTtopiBHEBI, ajie HE OUIbIIE TPHOX.

3a cmynenem npocmoposoi eiodanenocmi HOCIi@ OCHOBHOI 1 JyOJIOIOYO1
iHpopMallii MeTonu NyOIt0BaHHS MOXYTh OyTH:

—  30CEepeIKeHOro 1yOII0BaHHS;

—  pO30CEepeIKEHOT0 TyOIIOBAHHS.

Metonamu 30cepekeHoro TyOiat0BaHHS JIOLUIBHO BBa)KATU TaKl METONH, IS
SKUX HOCIi 3 OCHOBHOIO 1 JyOJhOBaHOK 1H(OpMAIi€l0 3HAXONATHCS B OIHOMY
npuMillieHH1. Bei 1HI11 METOIU BITHOCSTRLCS 10 PO30CEPEIKECHUMMU.

YV ionosionocmi 3 npoyedyporo 0yb106anHs PO3PI3HIAIOTH METOIH:

— TOBHOT'O KOIMIIOBAaHHS;

—  J3€pKaJbHOTO KOIIFOBaHHS;

— YaCTKOBOTO KOMIIOBaHHS;

— KOMOIHOBAHOTO KOITIFOBaHHSI.

Ilo 6udy oyonrwsanns inghopmayii MeTonu nyoTtOBaAHHS TaKi:
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— METOJHM 13 CTUKaHHAM 1H(OopMallii;

— Meronu 0e3 CTUCKaHHS 1H(opMaIrii.

VY KOMIT'IOTEpHUX CHUCTEMAaX, A0 SIKUX MpPeA’ SIBISIIOTHCS BUCOKI BUMOTH IIOJO
30epekeHHs 1HQopMallii, K MpPaBUIO, BUKOPUCTOBYIOTHCS JBa PE3EPBHUX UCKH,
MIAKITIOYEHUX 10 OKPEMHUX KOHTPOJIEPIB 1 OJIOKIB KUBIICHHS.

3. Komn’tomepni sipycu i memoou 6opomuvou 3 Humu

Komn tomepHi 6ipycu — 11 HEBeJIMKI BUKOHYIOU1 ITporpaMu abo 1HTeprnpeToBaHi
MpOrpaMu, SIKi MalOTh BJIACTUBICTH PO3MOBCIOMKYBATUCS 1 CaMOBIAHOBIIIOBATHCS B
KOMIT'IOTepHIA cucteMi. Bipycu MOXyTh BHUKOHYBaTH 3MIHY a00 3HHILIEHHS
MpOrpaMHoro 3abe3neyeHHs abo JaHuX ,110 30epiraroThCsi B KOMIT FOTEPHINA CUCTEMI.

VYci koMIT I0TEpH1 BIpYCH MOXKYTh OyTH KBaJli(p1KOBaH1 32 TAKUMH O3HAKAMMU:

— 10 CEepeOBHIIY 3HAXOIKEHHS;

— 10 crioco0y 3apaKeHHS;

— 1O CTYNEHIO HEeOe3MeKH IeCTPYKTUBHUX BIUJIUBIB,

— 1O anroputMmy GyHKIIOHYBaHHS.

Bynp-sikuii Bipyc He3aleXHO BiJ] HAJIEKHOCTI /10 TIEBHOTO KJIacy, TOBUHEH MaTH
TpHU YHKI[IOHAIBHUX OJIOKHU:

—  0JIOK 3apaxkeHHs (PO3MOBCIOMKCHHS);

— OJOK MacKyBaHHS;

— OJOK BUKOHAHHSI IE€CTPYKTUBHUX 1.

4. 3axucm inghopmauii 6 po3noodineHux KoOMn’1OmepHUX CUCmemMax

4.1. Apximexmypa po3nooileHux KOMn 1omepHUxX Cucmem.

Po3noninena koM’ oTepHa — 116 MHOXKHMHA KOMIT FOTEPHUX CHUCTEM, 3B’SI3aHUX B
€IMHY CUCTEMY 3a JJOIIOMOTOI0 KOMYHIKAIIIHOT M1JICHCTEMH.

30cepeKEeHUMH KOMIT IOTEPHUMU CUCTEMaMH MOXYTb Oyt okpemi [I€OM,
00YMCITIOBAJIBHI CUCTEMH 1 KOMIUIEKCH, a TAKOX JIOKaJIbH1 O0UHMCITIOBAIbHI MEPEXKI.

Po3noniziena komm’ioTepHa cHCTEMa Y BIAMOBIAHOCTI 3 (PYHKIIIOHAJIBHUMHU
MPU3HAYCHHSIM Ma€ TPU MIJCUCTEMHU:

—  KOpHUCTYBaJIbHUIIbKA MiACUCTEMA;

— miacucTeMa yInpaBliHHS;

— KOMYHIKalliifHa MiJIcucTeMa.

KopuctyBanbpHuilbka (a00HEHTChKA) MiJICHCTEMA BKJIIOYA€E B ce0e KOMIT IOTEpHI
CUCTEMHU KOpHUCTyBauiB (a0OHEHTIB) 1 MpuU3HAYeHa IS 3aJ0BOJICHHS MOTpeO
KOpUCTYBayiB y 30epiranti, 00poOaeHH1 1 OTpUMaHH1 iH(popMaIrii.

[Ipu noOynoBi cuctemu 3axucty iHQopmamii B OyIb-sKid pO3MOAUICHIH
KOMIT’IOTE€pHINA CUCTeM1 HEOOXITHO BPaXOBYBATHU:

— CKJIQJIHICTh CHCTEMH, sIKa BHU3HAYAETHhCS SK KUIBKICTIO MIiJACUCTEM, TaK 1
PIZHOMAHITTSAM iX THUITIB 1 BUKOHYBaHUX (DYHKIIIN;

— HEMOXJIMBICTH 3a0e3redeHHs €(EKTUBHOTO KOHTPOJIO 3a JOCTYIIOM 10
pecypciB, pO3MOJAUIEHUX HAa 3HAYHUX BIACTaHAX, MOXKIIUBO 132 MEKaMH JIEPIKaBH;

—  MOXJIMBICTh HaJEXKHOCT1 PECYpCIB MEPEK1 PI3SHUM BIIACHUKAM.

1.1. 3abesneuenns Oesneku iHgopmayii 6  KOPUCMYBATILHUYBLKILL
niocucmemi i cneyianizo8aHux KOMYHIKAYIUHUX KOMN TOMEePHUX CUCTNeMax
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OcCoOMMBICTIO 3aXUCTy OO ’€KTIB PO3MOJAUICHUX KOMIT FOTEPHUX CHCTEM €
HEOOXIIHICTh MIATPUMKH MEXaHI3MIB ayTeHTU(IKalii 1 pO3MEXKyBaHHS JOCTYIY
BIIJAJICHUX TPOLECIB O pecypciB 00’€KTa, a TaKoXX HAsABHICTb B MEpPEXKi
creniaTbHUX KOMYHIKAIIMHUX KOMIT FOTEPHUX CUCTEM. YC1 €JIEMEHTH KOMYHIKAIIHHO1
MICUCTEMHU, 3a BHUHATKOM KaHAJIB 3B’S3KYy, PO3MISAAIOTBCS SAK CIeEliali30BaHi
KOMYHIKaIl1i{H1 KOMIT I0T€pH1 CUCTEMHU.

B 3akputux cucremax poboua iHpopMmalis B MeXax KOMYHIKaliMHOI
MIJCUCTEMU ITUPKYIIOE B 3aIU(PPOBAHOMY BHII.

Po3pi3HAI0TH ABa BUAM MIKM(PYyBaHHS B KOMIT IOTEPHUX CHCTEMaX:

— mudpyBaHHS B KOMYHIKAI[IHHINA MIJCUCTEMI — JIIHIHHE;

—  MEXKIHIEeBe udpyBaHHSI — a0OHEHTCHKE.

1.2.  Ocobausocmi 3axucmy iHpopmayii 6 6azax OaHux

ba3u naHux 3HaXoaATHCA:

— Ha KOMIT IOTEpHIiil CUCTeM1 KOpUCTYyBaya;

— Ha cremanbHO BuALIeHIn EOM (ceprepi).

3axuct iHdopmarlii B 6a3zax 1aHUX Ma€ Taki 0COOIUBOCTI:

— HeOoOXITHICTh OOJIKY (PYHKI[IOHYBaHHSI CHUCTEMH YIpaBIiHHS 0a3010 JaHUX
npu BUOOP1 MEXaHI3MIB 3aXHUCTY;

— pO3MeXyBaHHS JOCTyny 1o iH(opmailii peamizailicro HE TUIBKM Ha PiBHI
(aiiiiB, ane i Ha piBHI YaCTUH 0a3 TaHUX.

[Ipu moOGynoBi 3axucty 6a3 AaHUX HEOOXIAHO BPAaxXOBYBAaTU Psij CHEHUPIYHUX
3arpo3 Oesmerii iHpopMallii, OB’ sI3aHUX 3 KOHIIEHTpAIli€el0 B 0a3ax JaHUX 3HAYHOT
KUIBKOCT1 Pi3HOi 1HOpMaIlii, a TakoX 3 MOXJIMBICTIO BUKOPUCTAHHS CKJIAIHUX
3anuTiB 00poOKH NaHux. Takumu 3arpo3ami €:

— 1H(epeHIis;

— arperipoBaHHS;

— KOMOIHaIis JO3BOJICHUX 3aIIMTIB JJI1 OTPUMAHHS 3aKPUTUX JTaHUX.

[IpoTuais TakuM 3arpo3am 311MCHIOETHCS HACTYITHUMHU METOAaMMU:

— OJOKyBaHHS BIAMOBIA1 Y pa3i HEBIPHOI'O YKCIIA 3alMTIB;

— TNepeKpyYeHHs BIIMOBII LUISIXOM OKPYIVIEHHS Ta 1HIIOT HABMUCHOT KOPEKIIi
JaHUX;

—  pozaia 6a3 maHuX;

—  BUIAAKOBHM BUOIp 3amucy st 00poOKy;

—  KOHTEKCTHO-OPIETUPOBAHUN 3aXHUCT;

—  KOHTpOJIb 3aIUTIB, 1110 TOCTYNAIOTh.

II. Tlopsaxok mnpoBedeHHS] OCHOBHOI YACTHHU 3aHATTA. 37100yBadi BUIIOT
OCBITH 3T1IHO KEPIBHMIITBA [0 MPAKTUYHUX 3aHATh 32 TEMOIO BHUKOHYIOThH 3ajaui
HAaBYAJIBHUX TNHUTaHb. BUKIagad TakoX CUHXPOHHO BHMKOHYE 3ajayl 3aHATTS 13
BHUBOJIOM 300pa)K€HHS MOHITOPY Ha €KpaH MpPOEKTOpy. Y XOAl 3aHATTS BUKIIAJad
HaJla€ NOTPIOHY AOMOMOTY Ta MOSCHIOE OKPEMI1 €JIEMEHTH 3a/1a4.

III. Iopsinoxk mnpoBedeHHS] 3aKJIKYHOI YacTMHM 3aHATTHA. [lepeBiputu y
JEKUIbKOX 3700yBayiB pe3yidbTaTd BHUKOHAHHSA [IOCTaBJIEHUX 3aJ]a4, BUCTABUTU
BIIMOB1/IH1 OI[IHKY. 3a3HAYUTH TIEPEIiK 3a]a4 JIJIsi CaMOCTIHHOT poOOTH, BKa3aTH vac 1
cnocid mepeBipKU pe3yibTariB caMoOCTiiiHOI poOoTH. Oroiocutu TeMy HaCTYIHOIrO
3aHSTTA.
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Tema Ne 9. 3arauabHi meToau 3a0e3nedyenHst iHndopmaniitHoi 0e3nexu

IIpakTnune 3aHaATTHA: 3arajpHi Meroau 3a0e3meyeHHs iHOpMAaNiHHOI
0e3nexun

HaBuaabHa MeTa 3aHATTA: PO3MISIHYTH OCHOBHI METOAM 1 3aCO0M 3aXHUCTy
iHopMallii y 3araJbHOAEPKABHUX 1 TEIEKOMYHIKALIMHUX CHUCTEMaX.

KinbkicTs roaus: 2 rox.

HaBuanbHi nuTaHHA:

1. TIlpaBoBi MmeTonau 3a0e3neueHHs iHopMaIiiiHOT Oe3MeKH.

2. OprasnizaniifHo-TeXHI4YH1 METOH 3a0e3nedueHHs iH(opMmalliitHo1 6e3eKu.

3. ExoHomiuHi MeToau 3a0e3neueHHs iHpopMaliiiHoi Oe3neKu.

4. 3abesneyeHHs iHGopMaliifHOI  Oe3leKu y  3arajbHOACP)KABHUX 1
TEJIEKOMYHIKallIMHUX CUCTEMAaX.

5. 3abe3neuenHHsa iHdopmarlliiiHoi Oe3NeKku y MNPaBOOXOPOHHIM Ta CyZOBHX
chepax.
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MarepiajibHO-TexXHiUHe 3a0e3MeUeHHsI: KOMIT IOTEpHA Mepexa 13
MIKIIOUEHHSIM 110 Intertnet; memia IIPOCKTOP.

Il;1an npoBeAeHHS 3AHATTS:

I. Ilopsinok npoBeeHHs BCTYILY 10 3aHATTS.

Pozrnsaemo npaBoBi MeToau 3a0e3nedeHHs iH(opMaliifHo1 6e3IeKu.

Ho npasosux memooie 3abesneuenHs iHGopmayilinoi 6Oe3nexu YKpaiHu
HaJeXaTh po3po0Ka HOPMATUBHUX MPABOBUX AKTIB, [0 PETVIAMEHTYIOTh BIIHOCUHH Y
iHpopMaliiiHiil cdepi, 1 HOPMATUBHUX METOAMYHMX JOKYMEHTIB 13 MHUTaHb
3a0e3nedeHHs iHpopMalliitHoi 6e3nekn Ykpainu. HaliBaxnuBiliuMu HanpsiMamu 1iei
TISJTBHOCTI €:

— BHECEHHA 3MIH 1 JIONOBHEHb 0 3aKOHOAABCTBA YKpaiHW, IO PErYIIOE
BITHOCHMHHU B raity3i 3a0e3neueHHsi iH(popMalliiiHoi 6e3rneKku, 3 METOI0 CTBOPEHHS U
YIOCKOHAJICHHS! CUCTEMU 3a0e3neueHHs iHpopMmaliiiHoi 6e3neku YKpainu;

— 3aKOHO/JABU€ pO3MEKYBaHHS TOBHOBAXKEHb Yy Tally3l 3a0e3neyeHHs
iHpopMaiiitHOi Oe3nekn YKpaiHM MDK OpraHaMu JepXaBHOI1 BIIaJu,BU3HAYCHHS
IiJIeH, 3aBlaHbh 1 MEXaHI3MIB y4yacTi B IId AISUTBHOCTI TPOMAJCHKUX 00’ €IHaHB,
oprasizaiiiif 1 rpoMa/isiH;

— po3poOka Ta NPUUHATTA HOPMATUBHUX TMPABOBUX aKTIB YKpaiHH, SKi
YCTAHOBIIOIOTh  BIAMOBIAAJIBHICTh IOPUAMYHUX 1 (PIBUYHUX OCI0O 3a He-
CaHKI[IOHOBAaHUM TOCTYI 70 1HhOpMAILii;

— YTOYHEHHS CTaTyCy 1HO3€MHHUX 1H(pOpPMalIMHUX areHTCTB, 3aC001B MacOBOi
iHpopMallii Ta >KypHaJICTIB, a TaKOX IHBECTOPIB IMpPH 3aJy4y€HHl 1HO3EMHHUX
IHBECTHUIIIH JIJIs1 PO3BUTKY 1H(POPMaLIHHOT IHPPACTPYKTYpH YKpaiHu;

— 3aKOHO/IaBUE€ 3aKPIIJICHHS TMPIOPUTETY PO3BUTKY HAIIOHAIBHUX MEpex
3B’SI3KY 1 BITYU3HSIHOTO BUPOOHUIITBA KOCMIYHUX CYITYTHHUKIB 3B’ SI3KY;

— BHU3HAYEHHS CTAaTyCcy OpraHizaiid, [0 HaAalTh MOCIYTH I100aJIbHUX
1HPOpPMALIIITHO-TEIEKOMYHIKALIMHUX MepeX Ha TepuTopii VYKpaiHu, 1 TpaBoBe
perymIOBaHHS AISJILHOCTI IIUX OpraHizailiil.

2. Opzanizauiiino-mexHiuyHi memoou 3abe3neuenns inghopmauinnoi de3nexu

Opeanizayiino-mexuivHumu memooamu 3abesneuenHs ingopmayitinoi be3nexu
VYKkpainu €:
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— CTBOpPEHHSI ¥ YJOCKOHAJIGHHS CHCTeMHM 3a0e3rleueHHs 1H(QopMaliiHol
Oe3rneku Ykpainu;

— po3poOKka, BUKOPHUCTaHHS W YIOCKOHAJIEHHsI 3ac001B 3axHCTy iH(opmarlii i
METOJ[IB  KOHTPOJIO  €(pEeKTUBHOCTI IMX 3aco0iB, PO3BUTOK  3aXUIICHUX
TEJIEKOMYHIKallIMHUX CUCTEM, MIABUIIEHHS HAIIHOCTI CHEIiadbHOro MPOTrpaMHOro
3a0e3IICUCHHS;

— CTBOPEHHS CHUCTEM 1 3ac001B 3armoOiraHHsl HECAHKI[IOHOBAHOMY JIOCTYIY J10
iHpopmarlii, 1o o0OpoOJSIEThCS, 1 CHeliaJbHUM BIUIUBAM, SKI TPU3BOJATH 0
pYWHYBaHHs, 3HUIIICHHSI, CIOTBOPEHHS 1H(OpMAaIlii, a TAKOXK 3MiHA IITATHUX PEKUMIB
(GYHKIIOHYBaHHS CUCTEM 13ac00iB Ta 3B’SI3KY;

—  BUSIBJICHHS TEXHIYHHUX MPUCTPOIB 1 MpOrpam, 110 3arpoKyt0Tb HOPMAJILHOMY
(yHKIIOHYBaHHIO 1HbOpMaIIHHO-TEIEKOMYHIKAIIMHUX CHCTEM, 3aro0IiraHHs
nepexoryieHHo 1HgopMalii y TEeXHIYHUX KaHallax ii BHUTOKY, 3aCTOCYBaHHs
KkpunrorpadiyHux 3aco0iB 3axucty 1H@oOpmaii mig yac ii oOpoOku Ta mepenadi
KaHaJlaMUd 3B’S13KYy, KOHTPOJb 332 BUKOHAHHSIM CIELIAJIbHUX BHUMOT 13 3aXHUCTY
1HpopMallii;

— ceprudikamis 3aco0iB 3axUCTy 1H(opMalii, JilEeH3yBaHHS ASUIBHOCTI B
rajysi 3axucty iHdopMallii, cTaHgapTH3allis Croco01B 1 3ac00iB ii 3aXUCTY;

— KOHTPOJNb 3a MMM MEpPCOHANTy B 3axXWILEHHX IH(OpPMAIIHHUX CcHCTeMax,
MIATOTOBKA KaApiB Yy raiy3i 3a0e3neueHHs iHpopMaliiHoi Oe3neku YKpaiHu;

— (¢opMyBaHHS CHUCTEMU MOHITOPUHTY IIOKa3HMKIB 1 XapaKTEPUCTUK 1H-
dbopManiiiHoi Oe3neku YKpaiHu y HaBaxJIMBILKUX cdepax >KUTTA 1 JISJIbHOCTI
CYCIILJILCTBA Ta JACP>KaBH.

3. Ekonomiuni memoou 3abe3neuenus inghpopmayiiinoi 6e3nexu

Exonomiuni memoou 3abe3neuenns ingpopmayitinoi 6e3nexu YKpaiHu MICTSTh:

— po3poOKy mporpaMm 3abesneueHHs iHGoOpMaIliiHOI Oe3neku YKpaiHu Ta
BU3HAYEHHS MOPSJKY iX (iHAHCYBaHHS;

— YIOCKOHAJIGHHsS cucTeMHu (iHaHCyBaHHS poOIT 3 peainizallii MpaBOBUX 1
OpraHi3aliifHO-TeXHIYHUX METOAIB 3axucTy 1H(GOpMallii, CTBOPEHHS CHUCTEMU
CTpaxyBaHHs 1HPOPMALIHHUX PU3UKIB (I3UYHUX 1 FOPUIUYHUX OCI0.

4. 3abe3neuennsa inghopmauininoi 6eznexku YKpainu y 3a2anvHO0epHCAGHUX
IHpopmayiiinux i meneKOMyHIKauiiHUX cucmemax

OcHognumu Hanpamamu  3abe3nedueHus iHgopmayitinoi 6eznexu YKpaiHH 6
3a2a1bHO0EPAHCABHUX THHOPMAYITIHUX | METeKOMYHIKAYIHUX CUCeMAaX €:

— 3ano0iraHHs MEPEeXOIUICHHIO 3a JIOTIOMOTOI TEXHIYHHMX 3ac00iB PO3BIIAKU
iHpopMalii 3 TpUMIINIeHb 1 3 00’€KTiB, a TakoX 1H(poOpMallii, sika NeperaeThecs
KaHAJIaMU 3B’ SI3KY;

— 3ano0iraHHs HECAaHKI[IOHOBAHOTO JOCTymy nA0 iHdopmalii, sika o00po-
OJI0€ThCs UM 30epiraeThes B TEXHIYHUX 3aco0ax iHpopMaTH3allii;

— 3ano0iraHHs BHUTOKY I1HQOpMaIli TEXHIYHUMHU KaHaJlaMUd IIiJ] 4ac eKcC-
TuTyaTalli TEXHIYHUX 3ac001B ii 00poOKH, 30epiraHHs Ta MepeiaBaHHs;

— 3anoO0iraHHs 3A1MCHEHHIO CIIeHIaIbHUX MPOTrPaMHO-TEXHIYHUX BIUIMBIB, K1
MPU3BOJATH A0 PYHHYBaHHS, 3HUILEHHS, CIOTBOPEHHS 1H(popMalii uu 300iB y poOOTi
3aco01B 1H(popMaTHU3aii;
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— 3abesmneueHHs iHGoOpMaIiiHOI Oe3nmeKku TpU  MIJKJIIOUYEHHI 3arajibHo-
JIepKaBHUX 1HQOPMAIIHHUX 1 TEJICKOMYHIKAI[IMHUX CHUCTEM JI0 30BHINIHIX
1HPOPMALIITHUX MEPEX, BKIIOYAI0UN MI>KHAPOIHI;

— 3a0esneyeHHs1 Oe3neku iH(opmallii 0OMeXEeHOro OOCTYIY IpH B3aEMOIII
1HGOPMALIIITHUX 1 TETEKOMYHIKALIMHUX CUCTEM PI3HUX KJIACIB 3aXUILEHOCTI;

— BUSBJIEHHS BIPOBA)KEHUX HA 00’ €KTU 1HPOpMaTH3allii Ta B TEXHIYHI 3aCO0U
EJIEKTPOHHUX MPUCTPOIB NEPEXOIJIEHHS 1HPOpMaIlii.

5. 3abe3neuenna inghpopmauiiinoi oeznexku YkKpainu y npagooxopouuiiu i
cyoosiit chepax

Jlo HaiBaxnuBiIUX 00’€KTIB 3abe3nedyeHHs iHQopmalliiiHoi Oe3neku y
MIPaBOOXOPOHHIHN 1 CYNOBIH cdepax HaJIeKaTb:

— iHQopMaliiiHl pecypcH OpraHiB JepKaBHOI BHUKOHABUOI BIAJHU, SKi
peani3yloTh IPaBOOXOPOHHI (QYHKIII, CyIOBUX OprasiB, ix iH(opmaiiiHo-
OOYMCITIOBAJIBHUX LIEHTP1B, HAYKOBO-JOCIIIIHUX YCTAHOB 1 HABYAJIbHUX 3aKJIaJIB, IO
MICTATH CIelliaJIbH1 BIJOMOCTI Ta ONEpPaTUBHI JIaH1 CIIy)KOOBOTO XapaKTepy;

— iHpopMaliifHO-00UYKCIIIOBaIbHI  IEHTPH, IX I1H(oOpMaliiiHe, TEeXHIYHe,
MporpaMHe Ta HOpMaTUBHE 3a0e3MeUEHHS;

— iHQopmMmamiiiHa 1HQpacTpykrypa (1HGOpMaLIHHO-00UHCIIOBAIBHI MEpexl,
MYHKTU KEPYBaHHS, BY3JIU Ta JIHIT 3B’ A3KY).

[lopsan i3 3aeanvmumu memooamu ma 3acobamu 3axucmy IiHpopmayii
3ACmMoCo8yIombCsl  Makodc — cneyugiuni  memoou i 3acobu 3a0e3neyeHHs  iH-
Gopmayiiinoi beznexu y npasooxoporHtii i cy0osiil cgpepax. [0TOBHUMH 3 HUX €:

— CTBOPEHHS 3aXMILEHOI OaraTopiBHEBOT CUCTEMHU IHTETPOBAaHUX OAHKIB TaHUX
OINEepPaTUBHO-PO3LIYKOBOTO, JIOBIKOBOTO, KPUMIHAJIICTUYHOTO 1 CTaTUCTUYHOTO
Xapakrepy Ha 0a3i creniajii3oBaHuX 1H(POpMaLIiHO-TETEKOMYHIKAI[IHHUX CUCTEM;

— MiABUILEHHS PIBHS MpOoQeciiHOoi Ta creuianbHOi MIATOTOBKM KOPHUCTYBadiB
1HPOPMALIITHUX CUCTEM.

II. Tlopsaxok mnpoBedeHHS] OCHOBHOI YACTHHU 3aHATTA. 37100yBadi BUIIOT
OCBITH 3T1IHO KEPIBHMIITBA O MPAKTHUYHUX 3aHATh 32 TEMOIO BHUKOHYIOThH 3ajaui
HAaBYAJIBHUX TNHUTaHb. BUKIagad TakoX CUHXPOHHO BHMKOHYE 3ajayl 3aHATTA 13
BHUBOJIOM 300pa)K€HHS MOHITOPY Ha €KpaH MpPOEKTOpy. Y XOAl 3aHATTS BUKIIAJad
HaJla€ NOTPIOHY AOMOMOTY Ta MOSCHIOE OKPEMI1 €JIEMEHTH 3a/1ay.

III. Iopsinoxk mnpoBedeHHS] 3aKJIKYHOI YacTMHM 3aHATTHA. [lepeBiputu y
JEKUIbKOX 3700yBayiB pe3yidbTaTd BHUKOHAHHSA IIOCTaBJIEHUX 3aJa4, BUCTABUTU
BIJIMOB1/IH1 OI[IHKH. 3a3HAYUTH TIEPEIiK 3aja4 JIJIsi CaMOCTIHHOT poOOTH, BKa3aTH vac 1
cnocid mepeBipKU pe3yibTariB caMoCTiiiHOI poOoTu. Oroiocutu TeMmy HaCTYIHOIrO
3aHSTTA.

Tema Ne 10. 3acagHudi npuHIUIHU Ki0epOe3neku

IpakTnune 3anaTTa: [100y10Ba KOMIIJIEKCHUX CUCTEM 3aXHUCTY 1H(OpMAIIii.

HaBuasbHa MeTa 3aHATTA: PO3MISIHYTH OCHOBHI METOAM 1 3aCO0M 3aXHUCTy
iHopMallii y 3araJbHOAEPKABHUX 1 TEIEKOMYHIKALIMHUX CHUCTEMaX.

KinbkicTh roaus: 2 rox.

HaBuanbHi nMTaHHA:
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1. Konmeniis opraHizaiiii 3aXUIIeHUX KOMIT FOTEPHUX CHCTEM.

2. Eranu cTBOpEeHHS KOMIUIEKCHOI CUCTEMH 3aXHCTY KOMIT FOTEPHUX CHCTEM.

3. HayxoBo-gocnigHuipka po3poOKka KOMIIJIEKCHOI CUCTEMH 3aXUCTY
1HpopMalii.

4. BuOip noka3HHMKIB €(pEKTUBHOCTI Ta KPUTEPIiB ONTUMATIBLHOCTI KOMILJIEKCHOT
CUCTEMHU 3aXUCTY 1H(opmaIrii.

5. CrBOpeHHs OpraHizaliifHOi CTPYKTYPH KOMIUIEKCHOT CUCTEMH 3aXHUCTY
1HpopMaIii.

6. Opranizanis QyHKIIIOHYBaHHSI KOMIUIEKCHUX CUCTEM 3aXUCTY 1H(POpMaIlii.
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MarepiajibHO-TeXHiUHe 3a0e3MeUeHHsI: KOMIT IOTEpHA Mepexa 13
MIKIIOUEHHSIM J10 Intertnet; memia IIPOCKTOP.

Il;1an npoBeAeHHS 3AHATTS:

I. Ilopsinok npoBeeHHs BCTYILY 10 3aHATTS.

Po3rsiHeMo KOHUEMIII0 opraHizailii 3aXUIIeHUX KOMIUIEKCHUX CHUCTEM 3aXUCTY
1HpopMmarii

Cuctemu 3axucty iHpoOpMaIlii BITHOCATHCS J0 KIACy CKJIAJHUX CUCTEM 1 IS iX
noOy10BH MOXYTh BHUKOPHUCTOBYBATHCSI OCHOBHI MPHUHIMIN MOOYIOBH CKJIATHUX
CUCTEM 13 BpaxyBaHHSM clielu(iku 3aBAaHb, [0 BUPIIIYIOTHCS:

— nmapajeiabHa po3poOKa KOMIT'IOTEPHOI CHCTEMH 1 CHUCTEMHU 3aXHCTY
1HpopMallii;

— CHCTeMHMH MiAXiJ A0 MOOYAOBH 3aXMILEHOI KOMIT IOTEPHOT CUCTEMU;

— OaratopiBHEBa CTPYKTypa CUCTEMH 3aXHUCTy 1H(opmaIlii;

— Ono4Ha apxiTEeKTypa 3aXUIIEHOT KOMIT I0TEPHOI CUCTEMH;

—  MOXJIMBICTh PO3BUTKY CUCTEMH 3aXUCTY 1H(QOpMaIlii;

— JpyXHiH iHTepdeiic 3aXUIleHO0l KOMIT IOTEPHOI CUCTEMHU 3 KOPUCTYyBadaMu 1
00CITyrOBYIOUHM MEPCOHAIIOM.

Cuctema 3axucty iHdopmallli TOBUHHAa MaTH JIeKUIbKAa pIBHIB, IO
NEPEeKPUBAIOTh OAMH OJHOr0, TOOTO, 100 moOparucs 10 3aKpUTOi 1HGOpMaIlii,
3IOBMUCHUKY HEOOXITHO <«3pyHHYyBaTH» BCl piBHI 3axucty. Hampukmnax, s
OKPEMOro 00’€KTa KOMIT I0TEPHOI CUCTEMU MOKHA BUAUTUTH 6 PIBHIB 3aXUCTY:

— OXOpOHa IO MEepUMETPy TepUTOpii 00’ €KTA;

— OXOpOHa IO NMepuMeTpy OyiBIIi;

—  OXOpOHa MPUMIIICHHS;

— 3aXMCT anapaTHUX 3ac00iB;

—  3aXHCT MPOTPaMHUX 3aC001B;

—  3axHCT iHpopMallii.

Kommniekcna cuctema 3axucty iHpopmarlii MoBUHHAa OyTH JAPYKHBOIO TIO
BIJTHOIIICHHIO O KOPUCTYBauiB 1 00CIYrOBYIOUOI0 IEPCOHAITY, & CAME:

— TmnoBMHHa OyTH MaKCHUMaJbHO aBTOMAaTHU30BAaHOK 1 HE BHUMAaratu BiJ
KOpUCTyBaya BUKOHAHHS 3HAYHOTO 00’ €My [id, MOB’SI3aHUX 3 CUCTEMOIO 3aXHUCTY
1HpopMallii;
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— HE CTBOPIOBAaTH OOMEXEHb y BHKOHAHHI KOPHUCTYBau€M CBOIX CIIy)OOBHX
000B’SI3KIB;

— JIOUUTBHUM € mnepeadadeHHs 3aX0/iB 11010 3HATTS 1H(popMalii 3 TPUCTPOIB,
SIK1 BIJIMOBWJIH JJIsI BITHOBJICHHS 1X poOOTO 31aTHOCTI.

1. Emanu cmeopeHHsa KOMNIEKCHOT cucmemu 3axucmy ingopmayii

VY 3anexHOCTI BiJ OCOOJMBOCTEM KOMII'IOTEPHOI CHCTEMH, YMOBH ii
eKCIUTyaTalli 1 BUMOI JO0 3axucTy iHGopMalii mpouec CTBOPEHHS KOMILIEKCHOI
CUCTEMHU 3aXHUCTy MOXKE HE BMIL[YBaTH OKPEMUX €TaliB, ad0 3MICT X MOXKE€ YaCTKOBO
BIJIPI3HATHCS Bl 3arajJbHONPUMHATHX HOPM NpHU PO3POOII CKIAJAHMX amnaparHo-
nporpamMHux cucreM. Po3po0ka Takux cUCTEM BKJIIOYA€ HACTYIIHI €Taru:

—  po3poOKa TEXHIYHOTO 3aBAaHHs (HayKOBO-JOCIIAHA PO3POOKa);

—  €CKI3HE IPOEKTYBaHHS;

— TEXHIYHE MPOEKTYBaHHS,

— poOoue NMpoeKTYBaHHS;

—  BUPOOHUITBO JOCIIAHOTO 3pa3Ka.

OnHMM 13 OCHOBHHMX €TalliB pPO3pOOKM KOMIUIEKCHOI CHCTEMH 3aXHUCTY
1HopMallii € eTan po3poOKH TEXHIYHOTO 3aBJJaHHS.

2. Haykoeo-0ocniona po3pooka KOMnaeKkcHoi cucmemu 3axucmy ingopmayii

HaykoBo-gociigHa po3poOka MOYMHAETBCS 3  aHali3y 3arpo3  Oesmerri
iHpopMallii, aHamily KOMIT IOTEPHOT CHUCTEMH, IO 3aXUIIAEThCS 1 aHAIIZY
KOH(QIACHI[IHHOCTI Ta BaXIUBOCTI 1H(OpMAaIllii, sKa TOBUHHA OOPOOISATHCH,
30epiratucs 1 nepenaBaTucs B KOMII'IOTepHil cuctemi. Ha ocHOBI aHanizy poOuThCs
BUCHOBOK 111010 JOIUIBHOCTI CTBOPEHHSI KOMIUIEKCHOT CUCTEMH 3aXUCTY 1H(OpMaIlii.
Ha ocHoBi anani3y iHpopMallii BU3HAYaIOThCSl BUMOTH JI0 1 3aXHILEHOCTI.

Tak sik KOMIUIEKCHA cHCTeMa 3aXHUCTy 1H(OpMAIlii € MICUCTEMOIO KOMIT’ IOTEPHOT
CUCTEMH, TO B3AEMOIS CHUCTEMH 3aXHCTy 3 KOMII IOTEPHOIO CHUCTEMOIO MOKHA
BHU3HAYUTH SIK BHYTPILIHIO, & B3AEMOJIIO 13 30BHIIIHIM CEPEIOBUILEM — SIK 30BHIIIHIO.

BHyTpimHi yMOBH B3a€MOJIi BHM3HAUAIOTBCS apXITEKTYPOIO KOMII IOTEPHOI
cuctemu. [Ipu 1boMy BpaxoBYIOTbCS:

— reorpadiuHe MOJIOKEHHS KOMI I0TEPHOI CUCTEMHU;

—  TUI KOMIT'I0OT€PHOT CUCTeMH (PO3MOALICHUM a00 30CEpeIKEHUN );

— CTpPYKTypa KOMIUIEKCHOI CHCTeMM (TE€XHIYHa, MporpaMHa, iH(opmaliiiina
TOIIIO);

—  HaAJIAHICTh U MPOAYKTUBHICTB;

— THIH anapaTHUX 1 MPOrPaMHHUX 3ac001, SIKI BAKOPUCTOBYIOTHCS, 1 PEXKUMH X
poboTtu;

— 3arpo3u Oesmerni iHQopMailii, SKi BHHUKAIOTh BCEPEIMHI KOMII IOTEPHOI
cUCTeMHU (BIIMOBH amapaTHUX 1 MPOrpaMHUX 3aC001B, AITOPUTMIYHI TOMMIIKH TOIIIO).

BpaxoBy1oThCSl HACTYTIHI 30BHIIIHI YMOBH:

— B3a€MO[is 13 30BHILIHIMU YMOBaMu;

— BUIIQJIKOB1 1 HABMHCHI 3arpo3HU.

Monenb 3arpo3 po3mIsSAa€ThCA 1 K KOMIIO3MINISL MOJENl 3arpo3 3J0YMHI 1
MOJIeJIl BUIAJIKOBHX 3arpo3. Mojenn HafaloThCs Y BUIVIAAI Tabauib, TpadiB abo Ha
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BepOanbHOMY piBHI. [Ipu moOymoBi Momeni 3J0BMHUCHHMKA BHKOPHUCTOBYIOTHCS JBa
M1AXO/IU:

— MOJENb OPIEHTYETHCS TIIBKM HAa BUCOKOKBATI(pIKOBAHOTO 3JI0BMHCHUKA-
npodecionana, AKui Mae JieradbHUI TOCTYN Ha BCIX pyOekax 3aXUcCTy;

— MoOJedb BpaxoBye Kpaji(ikalilo 3JI0BMUCHHKA, WMOrO0 MOMXJIUBOCTI Ta
odiriaabHUI CTaTyC B KOMIT FOTEPHIA CUCTEMI.

[lepmumii migxin Jermie peanizyeTbCsi 1 JO3BOJIE BU3HAYUTU BEPXHIO MEXKY
MpelHaMepEeHHIX 3arpo3 Oe3nerli iHpopMmaiii.

Jpyruii miaxig BiIPI3HAETHCS THYUKICTIO 1 a€ 3MOTY BPaXxOBYBaTu 0COOJIMBOCT1
KOMIT FOTEpHO1 CUCTEMH B TIOBHIN Mipi. [pajariis 310BMUCHUKIB 3a 1X KBaji(iKaIli€eo
JUTUTHCS HAa TPU KJIACH:

—  BHUCOKOKBaTi(hiKOBaHUH 3I0BMHUCHUK-TIPOECIOHAT;

— kBaliiKOBaHHUHN 3TOBMUCHHK-TIpOdecioHan;

— HekBaJi()IKOBaHUI 3JI0BMUCHHUK-HENPOdeCcioHall.

4. Bubip nokaznukie egexmuenocmi ma Kpumepiie OnMUMATLHOCHI
KOMNJIEeKCHOT cucmemu 3axucmy ingopmayii

EdeKTUBHICTh CUCTEM OIIHIOETHCS 3a IONIOMOTOI0 MOKa3HUKIB €(h)eKTUBHOCTI.

Tloxaznux eghexmuenocmi xapakTepu3ye CTYIMiHb BIIMOBIAHOCTI OI[IHIOBAHOI
CUCTEMU CBOEMY MPU3HAYCHHIO.

BUKOPHUCTOBYIOTHCS KUIBKICHI Ta AKICHI XapaKTEPUCTUKH.

Kinvkicni xapakmepucmuku CUCTEM MalOTh YHMCJIOBE 3Ha4eHHs (iX Ha3UMBaIOTh
TaKOX MapaMeTpamu).

Akicni  xapakmepucmuky BU3HAYalOTh HASBHICTh (BIACYTHICTh) TI€BHHX
PEXHUMIB, 3aXMCHUX MEXaHi3MIB a00 MOPIBHSUIBHUI CTYIIHb BIACTHUBOCTEH CHCTEM
(mo6pe, 3a10BUTBLHO, Kpallle, TipIIe).

[Ilo6 ouiHuTH €(EeKTUBHICTh CUCTEMHU 3axucTy iH(popmallli abo MHOPIBHITH
CUCTeMH 3a iX €(EeKTHBHICTIO, HEOOXITHO 3aJaTu JesKe NpaBuio mepesar. s
OTPUMaHHSI KpUTEPIiB €(EKTUBHOCTI MpPU BUKOPHUCTAHHI J€AKOi MHOXMHHU kK
MOKa3HUKIB BUKOPUCTOBYIOTh Psifl MiIXO/A1B.

1. BuOupaemo oOAuH TOJOBHMI TOKAa3HUK, 1 ONTHUMAJILHOIO HAa3UBAETHCA
CUCTEMa, JIJIS AKOI 1Iel TOKa3HUK J10CIrae MaKCUMYMY, 32 YMOBH, IO 1HII MOKAa3HUKU
3aJI0BOJIBHAIOTH CUCTEMY OOMEXKEHb, 3aJaHUX Y BU1 HEPIBHOCTEM.

2. Meroau, 3acHOBaHI Ha paH)XyBaHHI TOKa3HUKIB 3a BaxusicTio. [lpu
MOPIBHSIHHI CUCTEM OJHOWMEHHI MOKAa3HUKHU €()EKTHUBHOCTI CIIBMAAI0Th B MOPSJIKY
3MEHILIEHHS iX BaXJMBOCTI 3a BHU3HauYe€HUMHU anroputmamu. l[lpukiagamMu Takux
METO[IB MOXKYTh OyTH JIEKCUKOTpaQ14HUI METOA 1 METO/I MOCTIAOBHUX MOCTYTOK.

3. MynbTUIIIIKATUBHI 1 JUTUBHI METOJIM OTPUMAHHS KPUTEPIiB €(PEeKTUBHOCTI
IPYHTYIOThCS Ha 00’ €HAHHI yCiX a00 YaCTUHU MOKA3HUKIB 3a JOIMOMOIOK0 OIeparlii
MHOKEHHS a00 CKJIa/JIaHHs B y3arajlbHEHHI MOKa3HUKH.

4. Cucrema 3axucty iH(dopmalii Moxe 3aiicHIoBatucs MeronoM Ilapero,
CYTHICTb SIKOTO TOJISITA€ B TOMY, IO MPU BUKOPUCTAHHI N MOKAa3HUKIB €(PEKTUBHOCTI
CUCTEMI BIJIIIOBIJIa€ TOYKA N- MIpHOMY IpocTopi. B n-mipHomMy mpocropi OyayeTbes
o0JacTh MapeTo-ONTHUMANbHUX pillleHb, B SIKIA [Ji1 HENOPIBHSUIBHUX IOKA3HUKIB
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MOKpaIIEeHHS OYIb-IKOTO IMapaMeTpy HEMOXKIIMBO O€3 MOTIPIICHHS 1HIINUX MOKa3HUKIB
e(eKTUBHOCTI.

5. Cmeopennsa opzanizayiitnoi cmpykmypu KOMHJAEKCHOT cucmemu 3axucmy
iHgpopmauii

Opranizaifiiina cucreMa 3axucTy IiHQopMalii Npu3HaYeHa [JIsi BUKOHAHHS
OopraHizalliiHMX CcHocoOiB 3axHCTy, eKCIUTyaTalli TEeXHIYHMX, HPOrpaMHHUX 1
KpunrorpagiyHuX 3aco0IB  3aXHCTY, a TaKoX KOHTPOJIIO 3a BHUKOHAHHSIM
BCTAHOBJICHUX TMpaBUJ EKCIUTyaTalii KOMII IOTEpPHOiI CHUCTEMHU OOCIyTrOBYHOUUM
MIEPCOHAJIOM 1 KOpUCTyBauaMu. Taki CTPYKTypHU BXOIATH 10 CKIIALy CIyx0O Oe3neku
BIJIOMCTB, KOpIOpalliid, OpraHizaiii.

II. Tlopsaxok mNpoBedeHHSI OCHOBHOI YACTHHU 3aHATTA. 37100yBadi BUIIOT
OCBITH 3T1IHO KEPIBHMIITBA O MPAKTHUYHUX 3aHATh 32 TEMOIO BHUKOHYIOThH 3ajaui
HAaBYAJIBHUX TNHUTaHb. BUKIagad TakoX CUHXPOHHO BHMKOHYE 3ajayl 3aHATTS 13
BHUBOJIOM 300pa)K€HHS MOHITOPY Ha €KpaH MpPOEKTOpy. Y XOAl 3aHATTS BUKIIAJad
HaJla€ NOTPIOHY AOMOMOTY Ta MOSCHIOE OKPEMI1 €JIEMEHTH 3a/1a4.

III. Iopsinoxk mnpoBedeHHS] 3aKJIKYHOI YacTMHM 3aHATTHA. [lepeBiputu y
JEKUIbKOX 3700yBayiB pe3yidbTaTd BHUKOHAHHSA IMOCTaBJIEHUX 3aJay, BUCTABUTU
BIIMOB1/IH1 OI[IHKY. 3a3HAYUTH TIEPEiK 3a7a4 JJisi cCaMOCTIHHOT poOOTH, BKa3aTH vac 1
cnocid mepeBipKU pe3yibTariB caMoCTiiiHOI poOoTu. Oroiocutu Temy HacCTYIHOIrO
3aHSTTS.

Tema Ne 11. Metoau 60poTh0U 3 KIOEP3IOUMHHICTIO B YKpaiHi

IpakTuune 3auarTa Ne 11. 3aranpHi MeToau 3abe3neueHHs iH(opMaliiftHOT
Oe3MeKu 3a MexaMu Y KpaiHu

HaBuasbHa MeTa 3aHATTA: PO3DISIHYTH OCHOBHI METOAM 1 3aCO0U 3aXHUCTy
iHpopMallii 3a MexxamMu YKpaiHu.

KinbkicTh roauu: 2 rox.

HaBuanbHi nuTaHHA:

1.Cy6’extu 60poTHOH 3 KIOEP3TOUMHHICTIO.

2. TumnoBi cxemu 371HCHEHHS K10ep3JI0YMHIB.

Jlirepatypa:
OcHoBHa

1. TynynoB B.B. Bcryn y cneumianbHicTh. EnekTpoHHu Kypc Jsekuid. Xapkis,
XHVYBC, 2023 p.

2. Camoiinenko O. A. BusBnenHs Ta po3ciimyBaHHs KiOep3nouuHiB [Tekcr]
HaBYaIbHO-MeToauuHKi nocionuk / O. A. Camoiinenko. Oneca :, 2020. 112 c.

3. JynuxkeBuu B. b. OcHoBu iHdopmarliiiinoi Oe3neku : HaBd. 1oci0. / Banepiit
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MIKIIOUEHHSIM 110 Intertnet; memia IIPOCKTOP.

Il;1an npoBeAeHHS 3AHATTS:

I. Ilopsinok npoBeeHHs BCTYILY 10 3aHATTS.

1. Cy0’exkTr 60pOTHOU 3 Ki0EpP3J10UMHHICTIO

[Ipotunis xiGepznounnHocti y cuctemi MBC Vkpainum mnepm 3a Bce €
MPEPOraTuBO0  MiAPO3AUTIB  OopoThOM 3 Kibep3nouuHHICTIO JlemapTameHTy
kiOeprnoninii HamionaneHoi nomiii Ykpainu, skuil BiIMOBIIHO 1O 3aKOHOJABCTBA
VYkpainu 3a0e3nedye peanizaiilo Jep)KaBHOI MOJITUKH Yy cdepi O0opoThOu 3
KIOEp3NIOUMHHICTIO, Yy TOMY UYHCJl OpraHi3oBy€ Ta 3/IHCHIOE ONEPATHUBHO-
posmrykoBy aisuibHICT. YBK nmie wa mincraBi Haxazy HITY Vkpainum «Ilpo
3atBepkeHHs [lonoxxenns npo [emapramenT kibepmodinii HarioHansHOT mominii
VYkpainm» Big 10.11.2015 Ne 85.

[ligpo3ninu ~ Goporebu 3 kibepsnounnHicTio  (I1IBK) Jlemapramenty
Ki0eproJiiii BAKOHYIOTh HACTYIMHI 3aBJJaHHS:

Yyacte y ¢QopMyBaHHI Ta 3a0e3mledeHH] peanizallii JaepKaBHOI MOJITHKH
I0OJI0 TONEPEKEHHsT Ta MPOTHUIII 3JI0YMHAM 1 TMPABOMOPYLIEHHSM, MEXaHI3M
MIATOTOBKHM, BYMHEHHS a00 MPUXOBYBAaHHS SKUX TNependayae BUKOPUCTAHHS
€JIEKTPOHHO-00UHCIIIOBAIbHUX MaIIMH (KOMI'TOTEPIB), CUCTEM Ta KOMII'IOTEPHHUX
MEpEeX 1 MEpeX ENEeKTPO3B'A3KY, a TAKOXK IHIIUM 3J0YMHAM Ta MPABOMOPYIIEHHSM,
YUYUHEHUM 3 X BUKOPUCTAHHSM (J1aJi - cpepa 60poThOU 3 KIOEP3IOUNHHICTIO).

VY ToMy umci:

- 3JI0YMHAM 1 MpPaBOMOPYIICHHSIM Y cdepi BUKOPUCTAHHS €JIEKTPOHHO-
OOYHUCIIOBATBHUX MaIlIWH (KOMI'IOTEPIB), CUCTEM Ta KOMII'IOTEPHUX MEPEK 1
MEpEXK EIEKTPO3B'A3KY;

- 3JI0YMHAM 1 MPaBONOPYIICHHSIM, MEXaHi3M MIATOTOBKHU, BYMHEHHS a0o
MPUXOBYBAaHHS SIKUX Tepeadavyae BUKOPHUCTAHHS EJIEKTPOHHO-OOUUCTIOBAIBHUX
MaIluH (KOMIT'FOTEPIB), CUCTEM Ta KOMITFOTEPHUX MEPEXK 1 MEPEXK €JIEKTPO3B'SI3KY (Y
chepax MIATDKHUX cHcTeM; 00iry iHdopmamii MNPOTUIPABHOIO XapakTepy 13
BUKOPUCTAHHSM €JEKTPOHHO-O0UHCTIOBAIBHUX MAIIUH (KOMIT'IOTEPIB), CHCTEM Ta
KOMIT'FOTEPHUX MEPEX 1 MEPEXK €JIEKTPO3B'A3KY (Hai - MPOTUIIPABHOTO KOHTEHTY);

- GKOHOMIKH, sKa BKJIOYae B ceOe (IHAHCOBI Ta TOProBi TpaH3aKIlii, IO
3MIMCHIOIOTHCA 32 JOTMOMOTOI0 MEPEXK EJIEKTPO3B'SA3KY UM KOMITIOTEPHUX MEpex, a
TaKOX MPOTHIs 3a00POHEHUM BUJAaM TOCMOAAPCHKOI AISIBHOCTI y Wil cdepi (auni -
€JIEKTPOHHOT ~KOMEpIIil); HaJaHHA TEJEKOMYHIKalIMHUX TOCIYr; a TaKoX
maxpaicTBaM 1 Jeranizamii (BiIMHBaHHIO) JTOXOJIB, OJEPKaHUX BiJ 3a3HAUYCHHUX
BHIIIC 3JIOYHHIB).

[IpoBinaumu gynkiisimu 16K e:

- BU3Ha4Y€HHA, po3poOJeHHsS Ta 3a0e3NedeHHs peanizamii  KOMILIEKCY
Opra”izalliiHMX 1 NPaKTUYHUX 3aXOMIB, CIPSIMOBAaHUX Ha TMONEPEIKEHHS Ta
MPOTUIIIO 3TI0YMHAM 1 IPABOMOPYIIEHHM, iK1 BigHeceHo 10 [1bK e:

- BUSBJEHHS TPUYUH 1 YMOB, SKI CHOPHUSIIOTH BUMHEHHIO 3JIOYUHIB 1
MpaBoNOpYyIIeHb, sKi BimHeceHo a0 komnereHuii [1BK, ta BxkuTTa 3axomiB 10 ix
YCYHEHHS. - BIJIMOBIAHO JI0 3aKOHOAABCTBA 3/IMCHEHHS ONEPATHBHUX 3aXO1B
moa0 o0'ekTiB cdepu TeIeKOMYyHIKAIid Ta IHTEPHET-NOCIYr, OaHKIBCHKUX
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YCTAaHOB Ta IUIATDKHUX CUCTEM 3 METOI OTpUMaHHA 1H(opMalii, sika CIpUsTUME
PO3KPUTTIO 3JI0YMHIB, BIIHECEHUX JI0 KOMIICTEHIIlI TEPUTOPIATbHUX MIAPO3ALTIB
00pOTHOM 3 KIOEP3TOUUHHICTIO;

- BU3HAQYEHHS OCHOBHUX HAMpsMKIB 1 TaKTUKUA OIEPATUBHO-CIYXKOOBOI
TisUTbHOCT1 Y cdepl 60poThOU 3 KIOEP3ITOYUHHICTIO;

- 3JIHCHEHHS  OMNEpPAaTUBHO-PO3IIYKOBOI  JAISUIBHOCTI  BIANOBIAHO  JO
KOMIIETEHLII y TOpAIKY, TIepeadadeHoMy  3aKOHOJAaBCTBOM Ta  IHIIUMHU
HOPMAaTHUBHO-IIPAaBOBUMU aKTAMMU;

- BXKHUTTS Y MeEXax CBOiX IIOBHOBaXXEHb, Ha TIACTaBax 1 B MOPSIKY,
BCTAHOBJICHOMY 3aKOHOJABCTBOM, 3aXOJIB WIOJ0 MOMEPEIKEHHS, CBOEYACHOIO
BUSBIICHHSI, TPUIIMHEHHS 1 PO3KPUTTS 3JI0YMHIB 3a HampsiMkamu AisuibHOCTI [1BK;

- BIINOBIZHO [0 BHUMOTI 3aKOHOJABCTBAa Ta JJs 33J0BOJICHHS BJIACHUX
noTpe®  OMepaTHBHO-CIYKOOBOI  MISUIBHOCTI  3a0€3MEUeHHs]  CTBOPEHHSA  Ta
MOMOBHEHHS 1H(OPMAIITHUX MacUBIB JIAHUX.

- opraHi3amisi Ta  3a0e3MEUeHHS  ONEPaTHUBHOTO  CYMPOBOJKEHHS
KPUMIHAJIbHUX CHpaB, MOpyLIeHUX 3a MaTepianamu [1b;.

- 3JIACHEHHS MOTOYHOrO 1 MEPCHEKTHUBHOTO IJIaHYBaHHS CBO€i poOOTH Ta
3aXO0/1B IIOA0 MABUIIEHHS €PEKTUBHOCTI pOOOTH;

- 3a morokeHHsM 3 kepiBHMUTBOM MBC opranizamiss npoBeneHHS
KOMIUJIEKCHUX 1 LUJIbOBUX ONEPATUBHO-MPOPUIAKTUYHUX 3aXO[IB, Y TOMY YHUCHI 32
y4acTIO MPABOOXOPOHHUX OPraHiB IHIIUX KpPaiH;

- BHECEHHS B YCTAHOBJICEHOMY TMOPSAKY MPOIMO3MIIN 1100 BJAOCKOHAJIEHHS
HOPMAaTUBHOI 0a3u y cdepl 60poThOU 3 KIOEP3T0UUHHICTIO.

- yd4acTb y MeXax KOMIIETEHIII B MIArOTOBII TMPOEKTIB MDLKHAPOIHUX
JOTOBOPIB 3 MHUTaHb MNPOTUAIl 3J0YMHHOCTI. BuBueHHs Ta 3abe3neuyeHHs
BIIPOBA/PKCHHSI TO3UTUBHOTO BITYU3HSHOTO 1 3apyODKHOTO JOCBiTYy 00pOTHOM 3i
3JIOYMHHICTIO;

- 30upaHHs, Yy3arajJbHEHHs, CHUCTEMaTH3allid Ta aHam3 iHpopMaulii mpo
KPUMIHOT€HHI TMpOLlECM Ta CTaH MPOTUAIl 3JI0YMHAM 3a MPIOPUTETHUMU
HanpsiMkamu  aisuibHocTi  [IBK  Ha  3arasibHOAEp’KaBHOMY Ta pPETiOHATbHOMY
PIBHSX.

HananHst BIAMOBITHO A0 3aKOHOJABCTBA 3BITIB PO PE3yJbTaTH POOOTH Ta
BIMOBIAHOT 1H(OpMalii KepiBHUITBY MiHICTepCcTBa, OpraHiB Jep>KaBHOI BIajH,
HAaBYAJIBHUX  3aKjIajiB, MIANPUEMCTB, YCTAaHOB 1 oOpraHizaumii 3 MHUTaHb
MOMEePe/KEHHsI Ta MPOTUMIL 3JI0YMHAM 1 MPABOMOPYIICHHSM, SIKI BITHECEHO 0
komrerenuii [TBK.

2. TunoBi cxemu 31iiCHeHHA Ki0ep3/I0YUHIB

KoxHa cydacHa coliaibHO aKTHBHA JIIOJMHA B YKpaiHi BUKOPUCTOBYE MOOLUIbHI
INPUCTPOI Ta KOPUCTYETHCS IHTEPHETOM, JEp’KaBHI OpraHd TNEepexoasiTh Ha
CJIEKTPOHHUN JIOKYMEHTOOOIr, CTabulbHa JISUIBHICTh OaHKIBCBKOTO — CEKTOPY,
3aJII3HUII W aBIaTPaHCIOPTY, BEJIMKUX MIANPUEMCTB 3aJ€KHUTh B CTAOUIHLHOCTI
kibepnpocTopy, 3 SAKUM BOHU Hpallol0Th, Ta 0a3yeThbCs HA KOMYHIKAIii 3a
JOTIOMOTOI0 €JIEKTPOHHHX 3aC001B 3B'S3KY.

Jle po3BUBAIOTHCSI HOBI CYCIUIbHI BIAHOCUHU, TaM 3'IBIE€ThCS W 3IOYMHHICTD.
Binnosinno no odiniitHoi cratuctukn Odicy 'eHepanbHOro mpokypopa Ykpainw,
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JIUIIE 32 OCTaHH1 8 POKIB KUIbKICTh BUABJICHUX KIOEP3I0YMHIB 301IbIINIIACH MAMKE B
7,5 pa3iB (1 1le HE BPaxOBYIOUM KJIACHYHI MPABOMOPYIIEHHS 3 BUKOPUCTaHHSIM
KOMIT'FOTEPHOI TEXHIKHU, @ TAKOX PIBHSI JIJATEHTHOCTI TaKO1 3JI0YMHHOCTI).

Crucok 3 10 KII04OBHUX CHENIaIbHOCTEN B CBITI KOMII IOTEPHOI 37I0YMHHOCTI
BIJIKpUBAIOTh MPOTPAMICTH, K1 PO3pOOJIAIOTH MIKIAJIMBI MPOrpaMHi pilIeHHsS. 3a
HUMU WAyTh TOProBUl KpaJeHow iH(opMmaliero Ta TexHiYHl (axiBii, IO
niaTpumytoTh [T-iHppacTpykTypy 6anz. Buile 3a HUX B iepapxXii CTOATH Xakepw,
o0  3aiiMaroOThCS  TOLIYKOM Bpa3JIMBUX MICIb, IIaxpai, sKi BIPOBAKYIOThH
(GIIMHTOB1 CXeMH Ta MOIIUPIOIOTH ClaM, Ta MpoBalAepH, K1 3a0e3MeUy0Th XOCTUHT
CalTIB 1 cepBEpiB 3JIOYMHINB. Y  BEPXHIM YacCTHHI TMIpaMid  3HAXOASATHCS
dbinancuctd, uui (QYHKIID 3BOAATHCS O KOHTPOJIIO HaJ HAAXOJKEHHSM 3aco0iB,
MEPEeMIIICHHSIM 1X 3 OJHOIO PaxXyHKy Ha IHIIM Ta BIIMUBAHHS 3JOYMHHHUX
noxoliB. A Ha 1 BepXIBI[l PO3TAIIOBYIOThCS JIJIEPU 3JOYMHHHUX YIPYNOBaHb, SKi
3aMarOThCs KOMIUIEKTYBAHHSIM OaH]I 1 BU3SHAUCHHSM II1IeH.

daxiBii y chepu Kibep3axucTy Ta MOHITOPUHTY y cepi TOPriBii MOCTIHHO
nyOJiKYIOTh PEUTHHT JECSITH HaOUIbII CYyTTEBUX KiOEpP3TOUYMHIB 32 OCTaHHI POKH a
came :

1) danpmmBi paxyHku Ha omary 13 InTepHeT-marasuny (migpoOsieHi
paxyHKH, SIKI PO3CHJIAIOTHCA EJIEKTPOHHOIO TIOIITOI0, MICTATh TOCUJIAHHSA Ha
HIKIJUTMB1 IPOTPaMH );

2) ddanpmMBi MOBIIOMJIEHHS TMPO JOCTaBKY TOBapy (3JOYMHIII YacTo
BUJAIOTh ce0e 3a MOMyJISpHI MOIITOBI CIYKOM Ta pPO3CHIAIOTH JIUCTH, SKI i
MPUKPUTTSIM TOBIAOMIICHHS MICTATh BIPYCH);

3) ¢imuHr — 3aBOJIOAIHHS IUIATDKHHUX OCOOMCTHX JaHUX KOPHCTYBayiB
[UIIXOM OOMaHy Ta IIaxpaichbke iX BUKOPUCTAHHS, SIKUM MOB'A3aHUMN 3 €JIEKTPOHHOIO
KOMEPIIIEIO;

4) Kpaabkka ocoOMCTUX  JaHUX  4epe3  (anblIMBE  AHKETYBAaHHS
(xopucTyBaul, 5Kl JIIOOJATH 3aMOBHIOBATH PI3HOTO POJy aHKETH B OOMIH Ha pi3HI
MOJAPYHKH, OTPAIUISIOTH 10 TPYIH PUBHKY);

5) KOMIIPOMEHTYBAaHHS MOMYJISPHUX BeO-CalTiB (KIOEpP3IOUYMHII aTaKylOTh Ti
caiiTH, sIK1 BIIBiy€e HallOUIbIIa KUTbKICTh KOPUCTYBAUIB);

6) BiampaBiIeHHsS  pe3yJdbTaTiB  MOIIYKOBUX  3aluTIB  (KOPUCTyBadyam
POXMIIAIOTHCS TMOCWJIAHHS BEO-CaiTH MPU BUKOPUCTAHHI SIKMX KOMIT'IOTEp OTpUMAE
BIpYC, 110 MPU3BOAUTH 0 3HAYHUX 30UTKIB);

7) BipycHa pekiiama;

8) HeOe3neyHi NPUBITAJIbHI JTUCTIBKY;

9) miapobiieHi caiitu OiarofiitHuX (OHIIB;

10) maxpaiicTBoO Ha posnpoaaxax (BIABITABIIM CaUT  KOPUCTyBaul,
KIIKHYBIIM 1O OaHepHI pekjgaMi JeHieBOro MOOUIBHOTO TeleoHy, CTaloTh
KEPTBAMH MPOTPAMU — TPOSHCHKHUI KiHb.

Ocobausocmi ma 0CHOBHI HANPAMU 800CKOHANEHHS NPOMUOIi Kibep3nouyunam
6 Ykpaini .

VY3aranbHIOIOUM HABEIEH1 W 1HIN MPUKIAAW, CTATUCTUYHI JaHI, BUCHOBKH Ta
aHAMITUYHI JOTOBiAl €KCHepTiB Yy I Tany3i, pe3ydbTaTd aHali3y CTaHy
KiIOEp3JIOUMHHOCTI SIK Ha MDKHApOJHOMY, TaK 1 HAa HalllOHAJIHHOMY piBHI, HAMHU
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BCTaHOBJIEHO, 10 BOpogoBxk 2020-2021 pokiB B YKpaiHi HaWNOMMPEHIIIUMU
crnoco0aMu BUMHEHHS 3J10YUHIB y cepi kibepHEeTHUHOI Oe3neku Oyiu: — CTBOPEHHS
Ta BUKOpPUCTaHHS (PeiikoBUX BeO-calTiB Juisl 3apakeHHs 3aco0iB KOMIT IOTEPHOT
TEXHIKM 3 METOI0 OTPUMaHHsS OOJIKOBUX JaHUX KOPUCTYBayiB 3a JOMOMOTIOIO
MOIIUPEHHS WIKIJIMBUX NPOrpaM 3a3BHuail METOAOM (PIIIMHTY; — BUMAaraHHs rpolei
IUIIXOM TOLIMPEHHS NporpaM-BUMaradiB, M0 OJIOKYIOTh pPOOOTY Jep>KaBHUX,
HAyKOBUX YW IHIIUX YCTAHOB; — aTakuh Ha 00 €KTH KPUTUYHOI 1HPPACTPYKTYpH; —
OTPUMAaHHSI JOCTYIY JO0 MEpPEX YyCTAaHOB Ta OpraHizaiid, CHIBPOOITHUKH SKUX
MpaIiolTh BIIJATIEHO; — CXEMH MIaxpaicTBa 13 MPOJaXy MAaCOK, AHTHCENTHKIB,
IHIIMX 3aco0IB 1HAMBIAYAJTBHOTO 3aXUCTy, MIAPOOJEHUX JIIKIB JJIS JIIKYBaHHA YU
3ano6irands kopoHoBipycHiil iHdpekuii COVID-19; — nommpenns ne3iHgopmariiii ta
deiikiB yepe3 (daynpluBl OOJIIKOBI 3amMcU Il CTBOPEHHS MaHIKKM Ta COLIAJIbHOI
HecTabimpHOCTI [14].

II. Ilopsaaok mnpoBeaeHHSI OCHOBHOI YACTHHU 3aHATTA. 37100yBadi BUIIOT
OCBITH 3T1IHO KEPIBHMIITBA O MPAKTHUYHUX 3aHATh 32 TEMOIO BHUKOHYIOThH 3ajaui
HAaBYAJIBHUX TNHUTaHb. BUKIagad TakoX CHUHXPOHHO BHMKOHYE 3ajayl 3aHATTS 13
BHUBOJIOM 300pa)K€HHS MOHITOPY Ha €KpaH MpPOEKTOpy. Y XOAl 3aHATTS BUKIIAJad
HaJla€ NOTPIOHY AOMOMOTY Ta MOSCHIOE OKPEMI1 €JIEMEHTH 3a/1a4.

III. Ilopsinoxk mnpoBedeHHS] 3aKJIKYHOI YacTMHM 3aHATTHA. [lepeBiputu y
JEKUIbKOX 3700yBayiB pe3yidbTaTd BHUKOHAHHSA IIOCTaBJIEHUX 3aJa4, BUCTABUTU
BIIMOB1/IH1 OI[IHKY. 3a3HAYUTH TIEPEIiK 3a]a4 JIJIsi CaMOCTIHHOT poOOTH, BKa3aTH vac 1
cnocid mepeBipKU pe3yibTariB caMoCTiiiHOI poOoTu. Oroiocutu Temy HacTYIHOIrO
3aHSTTA.
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