MIHICTEPCTBO BHYTPIIIHIX CITPAB YKPAIHU
XapKiBCbKUI HaI[lOHATBHUM YHIBEPCUTET BHYTPIIIHIX CIIPaB

bakynprer No 4

Kadeapa npoTuAii Ki0ep3I0UMHHOCTI

METOAMUYHI MATEPIAJIN

710 Ta0OpaTOPHUX 3aHATH

3 HAaBYAJIbHOI JUCIUATUIIHU KpuMinaiipHa po3Binka v kidepcdepi

BUOIPKOBUX KOMIIOHEHT OCBITHBOT IPOrpaMu MEPILIOTro PiBHS BUIIOI OCBITH
125 Kibepbesneka Ta 3axuct iHdopmarii (0e3neka iHhopMaiiHux Ta
KOMYHIKaIlIHHUX CHCTEM)

M. XapKiB
2023 pik



3ATBEPIPKEHO CXBAJIEHO
HaykoBo-meTonnuHo0 panoro Buenoro pamgoro pakynbrety Ne 4
XapKiBCHKOTO HAI[IOHATBHOTO ITpotokon Bix 16.08.2023 Ne 8
YHIBEPCUTETY BHYTPIIIHIX CIIPaB

[Tpotokon Bix 30.08.2023 Ne 7

MOT'OHKEHO

Cekuiero HaykoBo-MeTOIUYHOI paau
XHVYBC 3 TexH1YHUX OUCLIUILIIH
[Ipotokon Bix 29.08.2023 Ne 7

PosrnsinyTo Ha 3aciganH1 Kageapu npoTuaii kKibep3nounHHoCTi (mpotokon Bix 15.08.2023
Ne 19

Po3po6Huk:
3aBigyBay Kadenpu npoTuaii KI0ep3I0UUHHOCTI, K.10.H., mpodecop Manxaii O.B.

Peuenszentu:

Tynynos B.B., nouent kadenpu xibepoesnekun ta DATA-texnonoriii daxkynbrery Ne 6
XapKiBChKOTO HAIlIOHATBHOTO YHIBEPCUTETY BHYTPIIIHIX CIPaB K.T.H., JOLICHT;

[TaBnukiBchkuid B.1., mepimmii mpopekTop XapKiBChKOTO YHIBEPCUTETY, I.F0.H., mpodecop



1. Po3noais yacy HaB4YaJIbHOI TUCHUIUTIHU 32 TEMaMU

Jlenna hopma HaBUaHHS

KinpkicTh roauH, BiBEICHUX HA
BUBYEHHS HaBYAJIHLHOI JUCIUILIIHU

3 HUX:

2
=® = < =
| E| §| & | &

. & = sy
Howmep Ta Ha3Ba HaBYaJIbHOI TEMHU © ) z = = =S z
8 g £l 2] £ |:
m 5 a et o = =
= Q =) o) o= m
e = = E
< = < Q
o) < = S
= < ) =
5| & | &
© =
Cemectp Ne 6
Tema Ne 1 Teopernuni 3acaau po3BigyBaabHO-| 18 6 12
aHAJIITUYHOI poOOTH
Tema Ne 2 Metogomorist 3a1iCHEHHS 42 6 18 18 3arix
PO3BilyBaJIbHO-aHATITHYHOI POOOTH
Bceworo 3a cemectp: 60 | 12 18 30
Cemectp Ne 7
Tema Ne 3 Okpemi iHCTpyMEHTH HaKonMueHHs | 34 6 10 18 Ex3amen
Ta aHAII3y PO3BiTYBAJIBHHUX BiIOMOCTEH
Tema Ne 4 Po3BinyBalibHO-aHATITUYHA podoTa | 26 8 6 12
[0JI0 TPy 3JI0YHHIB
Bcroro 3a cemectp: 60 | 14 16 30
Bceboro 3a pik: 120 | 26 34 60
3aouHa (hopma HaBYaHHS
Ki1bKiCTh TOAMH, BIABEACHUX Ha
BUBYEHHS HaBYAJIHHOI AUCIUILIIHU
3 HUX:
2
=N
Sl os| E| E | ¢
) = E| 5| & | &
Homep Ta Ha3Ba HaBYaJILHOI TEMH ° = = 5 S s
3 iz & S » Q. S
3 2| 2 = k= g =
m 5 a et o = =
e = = E
< [ < Q
B &| ¢
3 =Y ] =)
El 5| | ©
Cemectp Ne 6
Tema Ne 1 Teoperuuni 3acanu po3BigyBaibHO- | 40 40
aHAIITUYHOI poOOTH
Tema Ne 2 Merogonorist 3a1iCHEHHS 24 2 2 20 Sanix
PO3BilyBaJIbHO-aHATITHYHOI POOOTH
Bceboro 3a cemectp: 64 | 2 2 60
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Cemectp Ne 7
Tema Ne 3 Okpemi iIHCTpYMEHTH HaKOMHUUYEHHS | 32 2 30 | Ex3zamen
Ta aHali3y PO3BIIyBaJIbHUX BIAOMOCTEH
Tema Ne 4 Po3BigyBanbHO-aHasiTH4Ha pobota | 24 | 2 2 20
010 TPYH 3JI0YHHIB
Bcroro 3a cemectp: 56 | 2 4 50
Bceboro 3a pik: 120 | 4 6 60




2. MetoauyH1 BKa31BKU 0 MPAKTUYHOTO HABYAHHS

JlaGopaTtopHe 3ansaTTA. 3acTrocyBaHHs MeTon00Tii ANACAPA y npoTuii 3I09MHHOCTI

HaBuanpbHa MeTa 3aHATTSA: BIANPAIIOBATH HABUYKH aHAII3Y HAJIXOKYBAHOI iHGopmalii.

Yac MMPpOBCACHHA 4 rog_ MICHC IIPpOBCACHHA: HaBYaJIbHA aVI[I/ITODlﬂ
(KiJIBKICTb TOJIMH) (TOJTiroH, KOMIT IOTepHHIT Ki1ac, 1abopaTopis, niHradoHHHI KaGlHeT)

BxingHi naHi (a1antoBaHO 3 HABYAIBHOT IPAKTHKY 711 OPUTAHCHKUX MOMIIEHCHKUX):

1. Jani 3 NPOTOKOJIYy  JOMHUTY CBiZIKa 01/22: [leTpeHkO ¢
3allMTaHHA pPO3MOBIB, 10 i3 MocKa/eHKO iX NMO3HaWOMHMB 3aJsliCKO, SIKUK MpeJCTaBUB
MockasieHKO $IK daxiBus y cbepi 3HMKEHHS  OMOJATKYBaHHS Ta 6pokep
Takoxy paMKax CniJIkyBaHHA MOCKa/JIeHKO BiJj3HA4WB, 110 oro HeoQIiMHUM I
o 6i3Hecy € Jlo6oTeHko. [B-2].

2. BinomogTpeecTpy ropuaudHux oci6 05/22: YTkiH izeHTHiKOBaHUH SK
JAUpeKTOp, a JloboTeHko fIK eKcreuTop KOMIaHil «JlixTapuk», mo  coeriaJ
nepeBe3eHHAX Ta Ha/laHHI ¢inancoBuxnocayr. TOB «JlixTapuk» 10JAAaTKOBOTO (
Ma€e. 3aJleKJlapOBaHUMM  [0XiJ 3a OCTaHHIN piK  CKJIaJa€ 321 Tuc. rpH |

3. [IpoTokon  oraapy BUWJIYYEHOTO Bifeo3anucy 3 Kamepu crocrep
BifeopeectpaTtopa 06/22: 12 BepecHd NOTOYHOTO POKY O 01:12 Jlo6oTe
3/1iiCHIOBAJIM ITepeMillleHHS B Takci 3 azpecu Bys. Kyuika, 12 bi
aJipecoro ByJ. JlioToro, 7. 3a Hi€el0 XK aJipecoro pO3TallloBaHO ’
KaMepu BileopeecTpaTopa 3acBiguyye, 110 nicasd BUXOLY 3 Takci Jlo6oTe
yBiiuin A0 asepei i3 Hanucom TOB «llokonaza». Ilig yac pyxy B Takci JloboTeHKO
€MOLIMHO JLOBOJIUB CaeHnky, mo BiH € HalOiBIIUM MOCTAaYaJIbHUKOM T
AdraHnicTany y perioHi CBOTO MNpOXXHUBaHHA [A-1].

4, BigomocTi 3 I[HdopmalniiHoro nopTansy HanionanbHoi noJtinii
Tpu  poku ToMy CaeHKO i PakiTin Oys1 pa3oM 3aTpUMaHi  3a HEe3aKo]
nepeBe3eHHs] HapKOTUYHUX 3acobiB 6e3 MeTu 30yTy 6ind  ckiaagy JIOTiCTH
«ABpopan».

5. Bigomocri 3 €UHOTO Jlep>KaBHOTO PEECTPY CYyZ,0BUX pilieHb

TOB «ABpopa» 3aJiicko BHUCTyIlaB CBiIKOM CTOPOHU 3aXUCTy Yy INpPOBaPKEHHI Ipo
He3aKOHHe 30epiraHHs Ta INepeBe3eHHs HAPKOTWYHHUX 3aco6iB CaeHKoM i PakiTiHuM.

AnBokaToM mifcyAiHUX OyB  AJIeBTHH, AKAN TaKOX € IITAaTHUM IOpUCTOM T
1].

6. BizomogTMaTepiasniB KypHa/icTCbKOro po3ciaiayBaHHA calTy «Kabadok»
20/22: Tonko i uoro komnaHia «[osko i mnmapTHepu» 3alMa€TbCAd HE3aKOHHOMO
JieraJisali€ero 0Xo4iB Ta nop’szaHa 3 OpraHi30BaHUMM  3JIOUMHHUMHU yI'PYIIOE
3aliMalTbCsl HapKOOi3HecoM [B-2].

7. BinomogTipeecTtpy o¢ickanbHoi cayx6u 05/22: Kommanig «JlixTapuk» €
KJIIEHTOM KOMIIaHil «['osko i napTHepu» [A-1].

8. Bigomocri 3 aHaJIITUYHOI JOBifKH 3a pe3yJibTaTaMHU MOHITO]

BiAKpUTHUX [Kepen 25/22: YTKiH 4epe3 mificTaBHUX 0Ci6 € (GAaKTHUUHUM BOJIOAiJbLIEM
kommnaHii «Kosio60ok». Komnanisi «Koso6ok» crernianisyeTbcsi Ha iMmopTi GpykTiB Ta
¢irypyBasna B MaTepiajax po3CJiZyBaHb 110/0 HE3aKOHHOI0 NOCTa4YaHHA |
3aco6iB B Ykpainy JBA pasu 3a OCTaHHI mictb pokiB [B-2].

ITopsimok nmpoBeneHHS 3aHATTSA
1. I'pyny po3aiistoTh Ha TpH KOMaH]IH.
2. KoxHa KOMaH/1a BUKOHY€ HAaCTYIIHI 3aBAAaHHA:
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- noOylyBaTH MaTpHULIO acoliamii Ta aepeBo 3B’s3KiB. ChopMmynnroBaTH aHaTITUYHHMA

BHCHOBOK.

- chopmyITFOBaTH BJIACHI BXiIHI JIaH1 IMIOAO CUTYAIlii, TOB’A3aHO1 3 KIOEP3ITOUNHOM.

- KOMaHJ1 OOMIHIOIOTBCS 3aBIaHHSMU;

- BIAMIOBITHO /0 HOBUX BXIJHUX JaHMX KOKHA KOMaHIa Oyaye MaTpHIIO acoljialfiii ta
JIepeBO 3B’SI3KiB, TOTY€ aHAITHYHHI BUCHOBOK.

3. IlinOuBarOThCA MiACYMKH.



JIa60paT0pHe 3aHATTS. YIOPSAKYBAaHHS BEIUKUX JAHUX

HaBuannpHa MeTa 3aHATTSA: OTPUMATH  HABUYKHU _ VIODPSIAKYBAHHS BEIHMKHX JAHUX 3
BUKOPHUCTAHHIM CIEIAJI30BAHOI0 IIPOTrPAMHOrO 3a0e3medeHHs] Ta 3JiHCHEHHS NOIIYKY BIIIIOBLIHOL
iHbopManii cepea TAKUX JaHHUX.

Yac nposeneHnast 4 ron__. Micie npoBeieHHS: KOMIT IOTEPHUH KJac .
(KiJIBKICTD TO/HH) (1oJTiroH, KOMIT IOTEpHHUH Ki1ac, 1aboparopis, TiHradoHHMI KabiHeT)

YcTaTKyBaHHS: IEPCOHABHUN KOMIT FOTEP 31 BCTAHOBJICHOIO OTEPAIlifHOI0 CHCTEMOIO
Windows 2007 a6o Buie; MS Access; MS Excel; 3actocynku CYB/];
EmEditor; TextPipe, WindowsGrep.

3aBiaHH4, SKi MOTPIOHO BUKOHATH, MIIKPECICHO

B po6oTi mpaBOOXOPOHHMX OpPraHiB HEPIJKO JOBOAUTHCS MAaTH CHpPaBy 3 BEIUKUMHU
o0’eMaMM JaHUX, SIKI HE YNOPSAKOBaHI HAJeKHUM YMHOM. Lli 1aHi MOXYTh MICTUTH KOPUCHY
iHpopMaLilo, NPOTe HEOOXIAHICTh BUKOPUCTAHHS BEJIMKOI KUIBKOCTI 3aCTOCYHKIB As iX
00poOKH Ta TpUBaAJIUK yac caMoi 0OpOOKH TaHMX 3HAYHO YIOBIIBHIOIOTH OIIEpPAaTUBHO-CIYKOOBY
JisUIbHICTB. BpaxoByloun HaBeieHe, Ha AEKUIBKOX MPUKIIAAaX PO3IIISIHEMO, SIKUM YHHOM MOKHA
YIOPAIKYBAaTH BIJAMOBIHI JaH1 Ta SIK IPAaBUJIbHO OPraHi3yBaTH €(pEeKTUBHUHN MOLIYK.

Criz 3a3HaYuTH, 1110 B OpraHax MoJiLii TpaJAuLifHO BUKOPUCTOBY€ETHCS BEJIMKA KiJIbKICTh
0aHKIB JaHMX, CTBOPEHMX MiJ cucteMy Cronos. 3BaXkarouu Ha 1€, BOA4a€EMO JOIIIBHUM HaBECTH
BIJIIIOBIJTHI IPUKIIAN Y po3pi3l poOOTH 1aHOI CUCTEMHU.

[Tepernsia 3MicTy BEIMKHX TEKCTOBUX (ailiiB

Skmo Benuki JaHi 30epiraloThCsi y TEKCTOBOMY BHIVIAII, TO NEpErisiHyTH iX 3a
JIOTIOMOTOI0  HECMELiali30BaHuX MPOTrPaMHUX 3acO0IB € JIOCTaTHbO CKJIQJHUM 3aBJIaHHSM.
Anroput™ pobOTH CTaHIAPTHUX 3ac00iB Meperisiay nepeadayae nepioueproBe 3aBaHTaKEHHS
BChOro oOcsary (aiimy mo omepaTuBHOI mam’sTi. Skmo Takuil daitn mMae 00’eM AeKilbKa
rirabaifT, To HOro BIAKPUTTS TpPUBAaTHUME JOBrO, TOMY 3 METOI IMEperjsity 3MICTy TaKuX
JOKYMEHTIB CIIiJi KOPUCTYBaTHUCs cHeliajdi3oBaHUMuU Iporpamamu. OJHIEI0 3 TakuX Mporpam €
penakrop EmEditor. 3a i#oro aomoMoror JOCHTH 3pY4YHO MEpPErisaaTd BEJIHKI TEKCTOBI
JOKYMEHTH, 3/11iCHIOBATH B HUX IMOIIYK, PO3JUISATH X HA YACTUHHU, BHOCUTH 1HIII 3MiHU. Y pa3i
noTpeOu IMepeTBOPEHHs] TEKCTOBUX (painiB y ¢opmar 0a3u JaHUX, MOXKE 3HAJOOUTHCS iX
norepeaHss oOpoOKa [uis MpUBEACHHS 10 NeBHOI ¢opmu. B npomy Bumaaky creunianizoBaHi
pelaKTOpu MOXKYTh OyTH BUKOPUCTaH1 JJIs IIBUAKOTO NEeperisay ¢aiiay Ta BUITYyYeHHS 3 HbOTO
(bparMeHTy JaHuX JUIS BiIpPAIIOBaHHS MPOLeCy nepeTBopeHHs (puc. 1).

HR TS

Puc. 1. Pe3ynbrar BunyueHHs pparMeHTy TaHUX

Y mnopanpmioMy BHIIyYeHUH (parMeHT TEKCTy Moke Oyne BHKOPHUCTAHUHM st
HaKJIQJaHHS BIAMOBITHUX (DLTBTPIB.

[IpuBenenns nanux 1o notpidbHoi popmu



Jns iMnopty TekcToBUX JaHuX 10 skoick CYBJl BoHM HEpilko MaloTh OyTH MEepeTBOPEHi
y TeBHY (opMy, BUMOTM J0 $KOi BH3HayaioThcs anroputmom pobotu CYBJ/[. 3 meroro
IIBUAKOTO BHECEHHS BiJIMOBIAHUX 3MiH MOKYTh OYTH 3aCTOCOBaHI CIIeliaTi30BaHi IHCTPYMEHTH,
sk ot TextPipe.

[Topsimox po®OTH 3 BKa3aHOK MPOrpamMoOI0 € JIOCTaTHHO NPOCTUM. Y JIIBOMY IMOJI
oOMpaeTbes BINMNOBIIHUN (PUIBTP, SKUH HANAMITOBYETHCS, a MOTIM PO3MILIYETHCI B TOMY
MOpSAKY, B SKOMY HOro CIliJ 3acTOCyBaTH [0 BiAmoBigHoro daiimy. s edexkTuBHOrO
CTBOPEHHs (PUIBTPIB MOTPIOHO 3HATH TOJOBHI WAOJIOHU Ul MEPETBOPEHb. 3 BiJNOBITHUMHU
MIPUKIIAIaMU MOYHA O3HAWOMHTHUCH, HanpuKiaf, 3a a/Ipecoro
datamystic.com/textpipe/manual/general usage easypatterns reference.htm.

ITo cyTi cTBOpeHHs GUIbTPY Harajaye mpolec HalMcaHHs MpocToi mporpam (puc. 2).

all Available Filkers G 2 DMneTpEl ANA NPHMEHEHHA 2] 1 dafinos B oBpaBoTke S SoHa ydebHoro nporoHa
(Search... | X—| My Filter List
Filters ~ Murn  Filter
= % Wizards @ Filter options
Wy Filter wizard... 1 File input:include binary
" Web-based fiter wizard g p':B EasvPattern [?] with [1] ,ignare case
‘% Mainframe copybook filke 3 p':B EasyPatkern [ with [xgqyr] ignore case
‘h Fixced width ta delimited . 4 p':B EasyPattern [[lineStart][many digits][space]lmany letkers ar mary lstt. ..
‘h Command line wizard 5 P',B EasyPattern [[linestart][many digits][spaca]lmany letkers or marey lett. ..
Grep 5} ﬁrB EasyPattern [[linestart]many digits][space]lmany letters or many lett. ..
Convert codepages and Uniic 7 ﬁ:B EasyPattern [[linestart][many digits][space]lmany letters or many lett. ..
¥ Convert 8 ﬁ:B EasyPattern [[linestart][many digits][space]lmany letters or many lett. ..
3 Mainframe 9 P',B EasvPattern [[inestart)lmany digits][space]lmany letkers or maney lett, ..
- Unicade 10 p':B EasyPattern [[lineStart][many digits][space]] with [$0]] ignore case
3 Add 11 p':B EasyPattern [[lineStart][many digits]asci(l24)[many letters or many l=...
3 Remave 12 p':B EasyPattern [[lineStart][many digits]ascill24)[many letters or many la...
#- Replace 13 ﬁrB EasyPattern [[linestart][many digits]|[mary letters or many letkers,asci,..
¥ Extract 14 ﬁrB EasyPattern [,, Jwith [] ,ignore case
#- Special 15 ﬁ:B EasyPattern [[S digits][rightParen]] with [$0]] ,ignore case
+- Maps 16 ﬁ:B EasyPattern [, {aononHeTensHo Jwith [|] ignore case
3 Restrict 17 P',B EasvPattern [, {aononsmTeneHo ] with [|]ignore case
@ Yuebmi 18 p':B EasyPattern [, (aononsmTensHo ] with [|] ignore case
@ Restriction documentation (o 19 p',:B EasyPattern [, (aononHyTensHo ] with [[] ignore case
@ IUseful documentation {online 20 P'rB EasyPattern (i, ] with [[] ignore case
EQ Mainframe documentation fo 21 ﬁrB EasyPattern[,| Jwith [|] ,ignore case
22 ﬁrB EasyPattern [| ] with [|] ,ignore case
Q\_ CEAst € PHABTROM. .. 23 ﬁ:B EasyPattern [ |] with [|] ,ignore case
,% Brraska. .. 24 ﬁ:B EasyPattern [,,] with [, ] ,ignore case
Mok 25 P',B EasvPattern[, 3, Jwith [|],ignore case
Filters anline. .. 26 p':B EasvPattern[, 3, Jwith [|],ignore case
27 p':B EasyPatkern [ 03, Jwith [[] ignore case

Iy
=]
oF

T

He aagHe dhaiinkl i. EasyPattern [,0), ] with [|] ,ignore case

E OTKPBITE... 29 ﬁrB EasyPattern [, J,- Jwith[|] ignore case
+h- Grd parky 30 ﬁrB EasyPattern[, , Jwith [, ],ignore case
+- coding 31 ﬁ:B EasyPattern [zxgyr] with ['] ignore case
T COMversions 32 ﬁ:B EasyPattern [,|] with [|] ,ignore case

[

(xi]
-
L)

4 database .. EasyPattern [|,] with [|] ,ignore case

- email 34 p',:B EasyPatkern [J|] with [|] ignore case
3 etext 35 p',B EasyPatkern [|(] with [|] ,ignore case
- Fun 36 P',B EasyPatkern [, HEMAE), Jwith [|] ignore case
S hirl 37 1) Glick »>>Mara== ar prass S7 for Aeip

T mainframe 38 [E) File output:backup made, only madified
Puc. 2. llpuxnan gpineTpy

VY nporpami TextPipe BiamoBigni GibTpu MOAIIEHO HA KaTEropii 3a MpU3HAYCHHSM, 1110
3HAYHO CIIPOIIYE MPOLEC 3HAXOHKEHHS MOTPIOHOTO EIEMEHTY.

ITicns npuBeAeHHS A0 HAJEKHOIO BUIVIAAY TEKCTOBHM JOKYMEHT Moxe OyTu
imnoproBano 10 CYB/I. Lle moxe OyTu 3pobieHo aekinpkoma nuisixamu. Hanpukian:

1) uepe3 BOymoBaHy (pyHKIIiFO iIMIIOPTY 3 TEKCTOBOTO (haiiiy;

2) uepe3 mornepeaHiil iIMOOPT TEKCTOBUX AOKyMeHTIB no iHmoi CYBJ] (mampuknan, MS
Access);
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3) 3 BUKOPUCTAHHSAM TaOJUIb BiMOBIAHOCTI.

[Teprmii BapiaHT € HaO1LIbII 32CTOCOBHUM JIJIs IMITOPTY HEBEJIMKHUX TEKCTOBUX MACHUBIB,
JpYTUH — 7151 IMITIOPTY CEpeIHIX 3a 00CATOM JIaHUX, TPETiH — U1 IMIOPTY BETUKUX TEKCTOBUX
MacuBIB (HaMpUKIAJ, TEKIIbKA JECITKIB Tiradaiir).

IcHytoTh BUIAAKH, KOMU iMIoOpTyBaTH Benuki naHi g0 CYBJ] € HemouinbHUM, yepes
CYTT€BE 3pOCTaHHS 00’eMy BHXIAHMX (ailniB OaHky. B TakomMy BHIaAKy MOLIYK MOXXHA
3IACHIOBATH CTaHJAPTHUMHM 3ac00aMH a00 3 BUKOPUCTAHHSAM CIIELIali30BaHUX yYTUIIIT.

B cucremi Windows, Hampukian, Juis IIbOTO MOXKHA CKopucTaTHcs yTwiitoro findstr 3
BKa31BKOIO MOTPiIOHMX mapameTpiB. Hanpukiarn,

findstr /s "mo mykaemo" ne nrykaemo

findstr /B "t.....31@yahoo.fr" rez_out.txt

Kpim Toro, 3 wmieto meroro MoxkHa BukopuctoByBatu ytuiitu Grep, Folder Find Text,
DocFetcher.

3aBmaHHs

3a 3aBmaHHIM BHKJIagaya:

1) mpuBecTH (hparMEHT TEKCTY 10 BU3HAYEHOI CTPYKTYDH;

2) TppOMa cr1oco0aMu IMOOPTYBaTH IpuBeaeHi gani 1o CYB/I;

3) peanizyBatu B CYB/I rno0anpHMi IOMIVK YV AEKIIBKOX 0a3aX TaHUX;

4) 3A1ACHUTH IOIIYK CTPOKH Y TEKCTOBOMY (aiijIi 33 IOMOMOTOI0 AEKIJBKOX VTHIIIT;
5) CKJIACTH 3BIT.
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Jlaboparopue 3ansaTTs. [lomyk iHGopMaItii Ipo 00’ €KTH B MEpexi

HaBuanpHa MeTa 3aHATTSA: o/iepKaTy MPAKTUYHI HABMUYKU MOLIYKY iHGopMalli npo 06’ €KTH B

MEpexKi.
Yac mpoBenenns 10 roa_ . Miciie mpoBeACHHS: HaBUAIbHA ayIUTOPIs

(KiTIBKICTD TO/MH) (motiroH, KOMIT IOTEpHHUIT KiIac, 1aboparopis, TiHrahoHHMIT KabiHeT)

Pe3ynbraT BUKOHAHOTO 3aBJAHHS CJIiJ MPEICTABUTU Yy BUIVIAII €JICKTPOHHOTO 3BITY B
¢dopmari doc abo docx. 3BIT Mae CyNnpoBOIKYBATHCS CKPIHIIOTaMH BUKOHAHHs 3aBJaHHS 13
BIMIOBITHUMHU TEKCTOBUMH TOSCHEHHSAMHU. 3BIT Ma€ 3aBepIIyBaTHCS BHCHOBKaMH, y SIKHX
y3arajbHIOE€ThCS MPOBEEHA POOoTa.

3aBaHHA:

1.Ilin yac po3cmigyBaHHS KpPUMIHAJIBHOIO TMPOBA/PKEHHS 3a O3HAKaMH BUYMHEHHS
370YMHYy, TnepeadaueHoro cr. 149 KpuminanbHOro Kojekcy VYKpaiHu, OyJio BHIIy4€HO
KOMIT IOTE€PHY TE€XHIKY Ii103pI0BaHOr0. 3HauHa YyacTHHA MPUCTPOIB Oysa MpUB’sA3aHa 10 OJHOTO
OOJIIKOBOTO 3amucy. SIKUM YMHOM MOXHA JI3HATUCS MOBHY ICTOPil0 KOPHCTYBaHHS LIUM
obmikoBuUM 3anucom? Jlis aeMoHcTpalii MOXHA CKOPHCTATHCS BJIACHUM OOJIKOBMM 3alHCOM
Google.

2.1lix yac po3ciilyBaHHA KpPUMIHAJIBHOTO TPOBA/KEHHS 3a O3HAKAMU BYMHEHHS
3nmounHy, nepexbauyenoro cr. 303 KpuminanbHOro kozaekcy VYkpaiHu, OyJi0O BCTaHOBIIEHO
KOHTAKTHY €JIEKTPOHHY IOLITOBY CKPUHBKY OCOOM, SIka MOKe€ OyTH NPUYETHOIO 10 BUMHEHHS
PO3CIiIyBAaHOTO 3JI04MHY. 3HaiAiTh (GOTO, MpHUB’A3aHE 10 OONIKOBOTO 3amucy, Ta Micud, sKi
BOJIOJI1JIeLlb OOJIIKOBOTO 3alMCy BIIMITHB Ha KapTi. J{1s1 BUKOHAHHS 3aBJIaHHS BUKOPUCTOBYHTE
TECTOBY azpecy cyberhygieneukraine@gmail.com.

3.1lin yac po3ciigyBaHHS KpPUMIHAJIBHOIO IPOBAPKEHHS 3a O3HAKaMH BYMHEHHS
37M0unHy, nepexbaueHoro ct. 149 KpuminanbHOro kozaekcy VYkpaiHd, OyJi0 BCTaHOBIIEHO
KOHTAKTHY €JIEKTPOHHY IOLITOBY CKPUHBKY OCOOM, SIka MOKe€ OyTH NPUYETHOIO J0 BUYMHEHHS
PO3CIiIyBAaHOTO 3JI0YMHY. 3HAMAITP MPUHAWMHI TPH PECypCcH, Ha SKHUX i Yac peecTpauii
BUKOPHUCTOBYBAQJIacsi ~ BCTAHOBJEHAa  €NEKTpOHHAa momTa. Jlnsd  BUKOHAHHS  3aBJaHHS
BUKOPUCTOBYITE TeCTOBY azpecy cyberhygieneukraine@gmail.com.

4.1lix yac MOHITOpUHTY Mepexi IHTepHeT mnpauiBHUKaMu mouilii OyJ0 BHSBIEHO
NPOTUIIPAaBHUIM KOHTEHT Ha OJHOMY 3 caiiTiB. BusHaumtu 11 caifty 3acTocoByBaHi
cepTudikaT, icCHy04l CcyOAOMEHM, iCTOpil0 (YHKI[IOHYBaHHS, pEKJIaMHI METPUKH IS
MIPOBE/ICHHS MOAAIBIIOTO aHAMI3Y.

5. Ilix yac npoBeaeHHs MO IIaKTUYHOI onepallii Ha TepuTopii MicTa OyJ0 MOCTaBICHO
3aBJaHHs BUSBUTH KaHaldM He3akOHHOI Mirpanii. HamamryBatu cepBicu Google Alerts
(google.com/alerts) Ta Feedly (feedly.com) Ha BigcmigkoByBaHHS MOBIIOMIJICHD IIIOJI0 HATAHHS
MOCIYT 31 CIIPOIIEHOTO MEPETUHY KOPJOHY.

6. Jlo HarionansHo1 nomninii 3BepHynacs oco0a, ska MoBiioMuiIa, o 3 Bigomoi oMy IP-
azipecu 3/11ICHIOETHCS PO3IMOBCIO/PKEHHS POTUIIPABHOTO KOHTEHTY. BkaxiTh xoua 6 oauH ¢aiin,
KU OyJio 3aBaHTa)X€HO 3 Mepexi [HTepHeT y morouHomy pomi 3 AoBiibHOI IP-anpecu B
YKpaiHCbKOMY CerMeHTi I[HTepHeT.

7. Ilix yac mpoBeACHHS JOCYI0OBOTI'O pO3CIIiyBaHHS BCTAHOBIIEHO, 1110 B EPIOJ 3 CIUHSA
2008 poxy no 23 BepecHs 2008 poky B ckiaji opranizoBanoi 3nounHHoi rpynu B., C. B, C. /1.,
C. A, b. O. ta b. C. Bcrynuiau B 3JI04MHHY 3MOBY 3 METOI0 BepOyBaHHS Ta IMOJAJBIION
eKCIUTyaTalii mpami JiroJell Ha TEepUTOpii KOMIUIEKCY IO PO3BEJCHHIO CBUHEW, SIKUM HaJIeKHUTh
npusatHoMy nignpuemuesi C. JI. Ta po3ramoBanuii Ha TepuTopii 3amopizbkoi 001acTi.

3rogoM BKa3aHi 0COOM CHIIBHO 3 HEBCTAHOBIEGHHMMM 0CO00aMu, Nepe0yBaloud B M.
3anopi’oks, 13 3aCTOCYBaHHAM (PI3MYHOTO HACHJIBCTBA Ta OoOMaHy, 3JIiHcCHUIM BepOyBaHHA 15
IPOMAJIsIH, SIKUX IMEPeBE3NI [0 BHUIIEBKA3aHOIO KOMIUIEKCY [0 PO3BEIEHHIO CBUHEH, e
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nepeaanyd MpUBATHOMY IMIANPUEMIIEBI Ta B MOJAIBIIOMY CHUIBHO 3 HUM EKCIUTyaTyBalld IXHIO
MIPALO 3 METOIO OJIEpXKAHHS MaTepiaibHOI BUTOJIH.

[lorepmini moBigoMuiIu, IO iX BUBO3WIM Ha (epMmy, A€ NPUMYILIYBalIH AOTISAATH 3a
JIOMAIlIHIMU TBapUHaMH (CBHHSMM), 3arOTOBJIIOBATH CWJIOC Ta iHINE. 3apIulaTy MOTEpIHiuT He
OTpHUMYBaJIH, NIPALIOBAIH 3 5 TOAWHU paHKy 70 11 ronquHu Beyopa, 3 mepepBolo Ha MiBFOJUHH,
6e3 BuXiIHUX. 3a poOOTy MOTEpHiTl OTPUMYBAJIM JBIYl HA JCHb XapuyBaHHA. 3a MOBUIbHY
MPALo 0 HUX 3aCTOCOBYBaM (pi3MUYHE HACUIIBCTBO, a 32 Bi/IMOBY MPAIIOBATH CAPKAJIU B IMY Ha
JEKUIbKA JTHIB.

Ycboro y ckiami opraHizoBaHoi rpynu il uigeHamu Oyio BumHeHOo 10 emi3oniB
BepOyBaHHs, IEPEMILICHHs, IepeXOBYBaHHSA Ta Iepenadi IISTHAAUATH OCi0 3 MeTolo
eKCIUTyaTallii IXHbOi Ipalli.

3a JI0MOMOIOI0 CepBICY Vis.ocCcrp.org Bi3yali3yBaTH HaBEAEHI BIJIOMOCTI 3 METOIO
BUKOPUCTAHHA OJIeP>KaHOro rpady B aHANITHYHOMY BUCHOBKY.

8. Ilix yac MOHITOpUHIY Mepexi IHTepHeT OyJo BHSBIEHO MPOTUIIPABHUN KOHTEHT Ta
BCTaHOBJICHO OOJIIKOBHI 3a1uc B COIiafIbHIN MepeKi, BIACHUK SIKOT'O MOXe OyTH IMPUYETHUM J10
IPOTHUIIPABHOI JISIBHOCTI. Y pPE3ynbTaTi aHalli3y BMICTY OOJIKOBOTO 3amucy Oylio 3HaiJeHO
¢dororpadiro, sika MOXkKe BKa3yBaTH Ha Miclle epedyBaHHs 0COOH, SIKa CTAHOBUTH ONIEpaTUBHUN
iHTepec. BuzHauTte npubau3Hi KOOpIAUHATH Miciis, ne OyIo 3pobieHo o gororpadito (puc. 1).

Puc. 1. ®ororpadis micrieBocTi

9.1lix wac posciiyBaHHA KPUMIHAIBHOTO TIPOBA/DKEHHS 3a O3HAKAMH BYMHEHHS
3mounHy, nepexbadeHoro cr. 149 KpuminanbHOro kojaekcy YkpaiHu, OyJ0 BCTaHOBICHO
OOJNIKOBUH 3amMc MiIO3PIOBAHOTO, y sKOMy Oyno posMimieHo ¢otorpadito (puc. 2). 3a
JIOTIOMOTOI0  CTIeiali30BaHUX PpIlIeHb MOTPIOHO 3’sCYBaTH, YW MICTHTh JaHa Qororpadis
300pa)XeHHS 1CHYI0YOI1 JIFOAMHY, 00 MMPAaBOMOPYIIHHUK 3TeHEPYBaB JaHe POTO 3 BUKOPUCTAHHIM
CHCTEMH IITYYHOTO 1HTEJICKTY.
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Puc. 2. 306paxenHs o0nuyus

10. [Tix yac po3ciigyBaHHS KPUMIHAJIBHOTO TPOBAKEHHS 32 O3HAKaMH BUYMHEHHS
3nounHy, nepenbdauyesoro cr. 301 KpuminanbHoro xonxexcy YkpaiHu Oysio BCTaHOBIEHO, IO
Mi03pIOBAaHUM 31HCHIOE BiAMHMBAaHHS KOUITIB 3 BHUKOPUCTAHHSM KpUOTOBATIOT. B oxaHil i3
TpaHcakuiii QirypyBana OiTkoiH-azpeca (oOpaTu MAOBUIbHY ajpecy 3 CalTy MOHITOPUHIY
TpaHcakuii). BisyamizyBatu pyx KOIUTIB 3a HaBEACHOIO aJpecol0 3 BHUKOPHCTAHHIM
crienianizoBaHux ceppici. [linpaxyBarTu 3araibHy KUIbKICTh OTPUMAHUX Ta HAICIAHUX Ha Hel
OITKOiHIB.

11. Ilig 4Yac AOKyMEHTYBaHHS 3MICTy CalWTy 3 HPOTHUIIPABHUM KOHTEHTOM I1OCTalo
3aBJaHHs [IPEJICTABICHHS JaHUX 3 HHOTO Y TAOJIMYHOMY BUTJISI, @ TAKOXK HOTO 30€peKeHHs Y
dopmati pdf. 3 BHKOpUCTaHHSIM CIeliadi30BaHUX CEPBICIB (CEpBICY) 3aBAHTAXKUTH JaHI B
¢dopmari TabIMYHOrO MPOIIECOopy 31 CTOPIHKU MPOMO3ULiT HOCIYTH Ta ii iHU Oy Ib-SIKOTO CalTy,
a TaKoXX 30eperTu BiANOBiAHY BeOCTOPiHKY B ¢opmarti pdf.

12. [omimiss po3uIyKye CBiAKIB TOJIl, fka BigOymacs y MicHi 3 KOOpAUHATaMHU
49.93561109150061, 36.27692518479324. 3 BHUKOpPHCTaHHSIM CIELIalTi30BaHUX CEPBICIB
BU3HAYTe, XTO 1 KOJHM 3a OCTAaHHIA pIK pO3MIIIyBaB 3HIMKM B COLIAIBHUX Mepexax i3
MIPUB’SI3KOI0 10 JaHO1 MICIIEBOCTI 13 pagiycom B 100 m.
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JlaGopaTtophe 3anaTTs. IleperBoproBadi Maltego

HanaﬂbHa MCETaA 3aHATTS. HABUNTHUCIA J10aaBaTHU HeDCTBODIOBa‘-Ii B Maltego Z[eKiJIBKOMa
cnocobamu.

Yac nposenennast 2 rog__. Micie mpoBeieHHS: KOMIT IOTEPHUH KJac .
(KUTBKICTh TOJIMH) (TOJTIrOH, KOMIT’ FOTEpHUI Ki1ac, 1aboparopis, JiHrahoHHUI KabiHeT)

OnHuM 3 KOPUCHUX pillleHb s cucteMu Maltego € iHTerpariist oIryKoBUX MOXKIMBOCTEH
cucremu Google mis Bupimenns 3ananb OSINT B comianpHuX Mepexax. s mboro moxe
Oytu 3actocoBaHuil meperBoproBad Google Serches, poOora 3 sSIKMM JAeTalbHO ONMKCaHA 3a
azapecoro osintops.com/how-to-use-google-for-osint-on-maltego.

Jnst Toro 1mo0 BCTaHOBHUTH II€H MEpeTBOPIOBAY, NOTPIOHO MEPENUTH Y TOMAIITHE OJIOTHO
(Home) nporpamu Maltego ta y po3zini Internal Hub Items HatncHyTH KHOTIKY «TU1HOC» (pHC. 1).

INTERNAL HUB ITEMS 111 8nown

oo

Puc. 1. KHonka noaBaHHs epeTBOproBaya
v BIKHI, 110 3’ SIBUJIOCH, nOTPiIOHO JoaaTu Seed
https://cetas.paterva.com/TDS/runner/showseed/fastCSEs, ans woro BBecTH 1aHi K Ha puc. 2.

D guugleﬁ-earcheﬂ

The unigue name of this Transform Seed

Hame Google Searches

The display name of this Transform Seed

Seed URL hitp=./icetas. paterva.comTDS/runner/showseedifastCSEs Certificate

The URL of the Transform Seed from where to install the transforms

lcon URL Browse

The web or file URL to a 48248 icon

Description

A short description

Details

A long description

Puc. 2. BikHO BBeJIeHHS TapaMeTpiB MEPETBOPIOBaYA
[Ticns watuckanHs kHOmkU «OK» Ha JOMAmIHROMY TMOJOTHI 3’ SIBUTHCS HOBUH

nepeTBoproBay (puc. 3).
INTERNAL HUB ITEMS  1/1 shown

=

Google Searches
~,
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Puc. 3. Jloganuii neperBoproBad

[Ticns HaBeJeHHA MMIICI0 Ha JOJAHUN IEPEeTBOPIOBAY, MOTPIOHO HOTro BCTAHOBUTH
HaTHcKaHHAM «Instally».

[Ticns BCTaHOBIIEHHS MEPETBOPIOBAYa MOXKHA NMPHUCTYHAaTH 10 HOro BUKOPUCTAHHS IS
BUpILLICHHS 3aBJIaHb MOIIYKY iH(hopMariii. st 1iboro notpidbHo cTBOpUTH HOBE MOa0THO (Create
a new graph) Ta gogaTi Ha HEOTO cyTHICTH Dpa3a (Phrase). Y TekcToBe mosie HOBOi CyTHOCTI
i 3anucatH ppasy Ui HOUIYKY, K 300paXeHo Ha puc. 4.

B - ERBEs New Graph (2)
ew Search: Phrase
L Create a new graph. (CtreT/Cmd+T) = * Recently Used " a8
[] Phrase i ]l
¥ Any text or part thergof | S

CEW 0 Click the help button to get more help on Maktego = Personal

Onexciit Peadoe
features o

Phrase
— P
Puc. 4. JlonaBanHs CyTHOCTI HA HOBOMY HOJIOTHI
[Ticns BUKOHAHHS OMUCAaHUX Ji NPU HATHCKAHHI MPABOK KHOMKOK MHIII Ha
HOBOYTBOpEHY CYTHICTh MOHA 00paTu nepeTBoproBau Google Serches Ta 3/1iliCHUTH TOTPIOHMIA
BUJI TIOLIYKY (puc. 5).

All Transforms
Standard Transforms CE
Farsight DNSDB ~

SLWIOJSUBL |

The Movie Databaze
PeeringDB
Shodan

ThreatCrowd

Bcé o noctynnednn 1 yuéhe .. BCE 0 nocTynneHnK b shop|O6Aen...
Google Searches

Social Links CE

ol

Beé o nocTynnednd W ydébe g XHY...
Puc. 5. BukoHaHHs nomyky
Ha maHuii MOMEHT MepeTBOPIOBaY JIO3BOJISIE 3/IIHCHIOBATH TOIIYK y COIIAIbHUX MEpEKax:
4Chan, 8Chan, Dailymotion, Facebook, Gab, Instagram, LinkedIn, Reddit, Telegram, Twitter,
VKontakte, YouTube. [Ing toro, mo® 3miiiCHUTH SKICHHUH MOUIYK MOTPiOHO 3arOBHIOBATH
TEKCTOBE ToJie cyTHocTi Ppasa 3anuToM 3 Bukopuctanasm MoBu Google (Google Dorks).

3aBlaHHs: CIPOOYHTE 3HAWTH 3raJlyBaHHs B COIIAIbHUX MEPEKax 3a HA3BO OOJIIKOBUX
3amuciB a6o imeHeM 1 mpi3BumieM. CaMOCTIHHO OMpaIllOWTe TEPETBOPIOBAYl 3 pecypcy

osint.party

JlomaBaHHs CYTHOCTI Ta iepeTBoproBava B Maltego,
HAMMCaHOro 3 BUKOpUcTaHHsIM Python
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IcHye Benmka KiUIBKICTh pillleHb Juid cucremMu Maltego, CTBOpPEHHX €HTy3lacTaMH Ta
JOCTYIIHUX Yy BiakpuToMy noctymi. OJHMM 13 Takux pimieHb € mneperBoproBad Holehe
(github.com/megadose/holehe-maltego), sikuii m03BONsIE 3a HAABHOI HAa3BOIO EJIEKTPOHHOI
MOILITH 3HAXOJUTH B MEPEXi iH(pOpMaIlito PO Te, Ha SIKUX PEeCypcax BOHA BUKOPUCTOBYBajacs
Ui peectpaiii. BilmoBigHO MOXKHA Mi3HATHCA, SIKI OOJIKOBI 3aIUCH Ma€ KOPUCTYBay, SKOMY
HAJICKUTh TaKa eJIeKTPOHHA IOIITA.

Jns BcranoBineHHs Holehe B Maltego moTpiGHO cmepury iMIOpTYBaTH BiANOBIAHY
cytHictb. [lng mporo B cuctemi Linux y TepmiHami ciii BUKOHAaTH KomaHay git clone
github.com/megadose/holehe-maltego, a B  cucremi Windows — Ha  CcTOpiHIII
github.com/megadose/holehe-maltego/tree HaTucHyTH KHONMKY Code Ta 3aBaHTaXUTH apxiB sK
Ha puc. 6.

@ megadose pdate READMEmd .. k] Clone ®

HTTPS  GitHub CLI
installation-image Add files via uy https://github.com/megadose/holehe-m D

[ LICENSE Initial commit  Use Git or checkoutwith SN using the web LIRL,

B MaltegaTransform.py Add files via ug
£ Open with GitHub Desktop

[ README.md Update READR

[%  demo.gif Add files via ug [) | Download ZIP

[%  holehemtz Add files via upload 5 months ago

[%  holehemaltego.py pdate holehemaltego.py 5 months ago

A EANE Ve SMMASMAR A VMSANVALRASL WWPULRAAS ] A ANV AvARS

[Ticna 3aBaHTaXEHHA Ta PO3MAKOBYBAaHHS apxiBy HOTPIOHO J0OAATH CYTHICTh B CHCTEMY
(puc. 7).

Maliego Community Edition

G QO o Etties »

OF Export Entites
New Entity Manage Wanaga
Type = Entites Icons

Look n: holshe-matago

@ MALTEG

(3% holehe iz
S I Y O in

Announcements

Be the first to try out our on-dem|
File Name: holene.mtz

GET EARLY ACCESS | Files of Type: Malego Archive (* mtz.* migs,* migl)

Tailored Training

Puc. 7. Imnopt cytHocti Holehe
Tenep cning incramoBatu camy yrtuiaity Holehe. J[ns BUKOHaHHA 1bOTO 3aBJaHHS B
cucremi Mae Oytu BcraHoBieHo Python. [lns Bcranosnenns Holehe, HeoOxinHO B TepmiHami
BUKOHaTH KOoMaH7y pip3 install holehe (puc. 8).
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Cislzersslser>pipd install holehe
Collecting holehe

Dovnloading https:r/sfiles.pythonhosted.orgspackages a5 b2 /c5d84582147Ff0d375e54
?BEE?E?E9293998aci686c15a7c56a21med2731h/hulehe—i.58.4.2—p53—nune—any.whl C120kB

i1o0: I ¢ 122KB 1.8MBrs
Collecting termcolor <from holehe?
Dovnloading https:r sfiles.pythonhozted.orgs/packages-Bas48-a76beb1647deh?f10e2
ad511hf3ffh8cclebbhldePedf ab461732a72f 781 /termcolor—1.1. 0. tar.g=
Collecting trio ¢from holehel
Downloading https:/sfiles.pythonhosted.org/packages Sesces1abeB75838058:94F989
247eedi?daadd?Pcech??182alaB3beelaa?4?50trio—0.18 _0—py3—none—any.whl (354kB>
100 I ¢  358KE 4.1MBss
Collecting httpx (from holehel
Dovnloading https:rssfiles._.pythonhozted.orgs/packages-2d-c6-57aad4188eYeddh?e8%ec
67a51578cabbfc0?f1h38cThd45f Yeedbhaf Yaddf 4 httpx—0.16.1-pyd-—none—any.whl <65kB>
1o0: I ¢ /1kB 5._1MB/s
Collecting hs4 (from holehel

Puc. 8. Bcranosnenns yrumnitu Holehe
VY pa3i ycmimHoro BcraHoBieHHs yTuiaith Holehe, moTpiOHO mpuCTynuTH OO /10/7aBaHHS
BIJIIOBITHOTO TIepeTBoproBaya B Maltego (puc. 9).

@ valoals Ves  Blles dedlois | Toesfoons Mool Sslabor ot {Exsait

uuuuu

Input ety fype

e —

Transtorm sat

1@ first to try out o

EARLY ACCESS

Puc. 9. lonaBanns neperBoproBaua Holehe

Skuo mepeTBOproBaY  JOJIAHO YCMIIIHO, TO WOTO MOXHA BHKOPHUCTOBYBAaTH ISt
BCTaHOBJICHHs (DaKTy peecTpallii Ha pi3HUX pecypcax 3a HAssBHUMU Ha3BaMU €JIIEKTPOHHOI MOIITH
(puc. 10).

T |

i :
=
Found Found

Puc. 10. Pesynbprar poboTtu nepersoproBaya Holehe
AHaNOriYHUM YMHOM MO>KHA BCTAHOBJIFOBATH B CUCTEMI # 1HIII JIOKaJIbHI MIEPETBOPIOBAYi.
[ToTpiOHO mam’sTaTH, IO B OKPEMUX BUIAJAKAaX JUIA KOPEKTHOI poOOTH NEepeTBOPIOBaUiB
MOJK€e 3HaIOOMTHCS JOJaTKOBE BCTaHOBJIEHH: 0101i0Tek Python. Tak, Hanpukian, y BUMaaKy 3
JIOKAJIbHUM TIepeTBOpIOBaueM JUIs BU3HAUEHHS Ha3BU 00JiKoBoro 3amucy Skype 3a imeHem
(github.com/megadose/cqfd-maltego) moxe 3Hano6uTHCS 1oaTKOBa iHCTaNsALis O16mioTek cqfd
ta Ixml (puc. 11).
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c:~Program Files“Python38>pip install cgfd
Collecting cgfd
Dovnloading cgfd-1.11-py3-none—any.whl <2.0 kB>
Collecting fake—useragent
Dovnloading fake—useragent—0.1.11.tar.gz <13 kB>
Collecting argparse
Dovnloading avrgparse—1_4_0-py2 py3d-none—-any.whl (23 kB>
Using legacy ‘setup.py install’ for fake—useragent, szince package ‘wheel’ iz not
installed.
Installing collected packages: fake—-useragent. argparse, cgfd
Bunning setup.py install for fake-—useragent ... done
Successfully installed argparse—1.4.0 cgfd-1.11 fake—useragent—0.1.11

c:“Program Files“Python38ipip install lxml
Collecting lxml
Dovnloading lxml—-4.6.2—cp3B8—cp3B—win_amd64.whl (3.5 HMB>
i 1 3.5 MB 2.2 MBrs

Installing cu}lected packagesz: lxml
=iy TR =1 T L —]

Puc. 11. BcranoBieHHs 1oaaTtkoBux 010110TEK

Sk 1 y Bumanky 31 BcraHoBieHHsM Holehe mis momaBaHHS JOKaabHOTO INEpeTBOprOBaya

Get Skype Account From Name nmotpioHo HatucHyTu KHOmKY New Local Transform... Ta

2. Command ine

Dizplay name Get Skype Account(cgfd)

Description Get Skype Account From Hame

Transform ID om. GetSkypeAccount{cqfd)

Author megadose

Input entity type Person [maktego Person]

Transform set  (none)

Local Transform Wizard

Command (e.g. fustbn/perd)
C:\Program Files\Python38\python axe

Parameters (Optional) (e.g. scripts/ransform pl)

cqfd-makego.py

Waorking directory
D\cqgfd-makego

Command fine 1o be executed (in working directory).

C:\Program Files\Python28\python exe cqfd-matego. py “Entity Value™ “field1=field1
valuetfield2=fieldZ value™

Puc. 12. lonaBanus neperBoproadya Get Skype Account From Name
VY BUNaJKy YCIIIIHOIO BCTAHOBJIEHHS 3a JONOMOIOI0 ILbOTO MEPEeTBOPIOBAYa MOXKHA
31ACHIOBATH BIJIOBITHUM MOLIYK SK Ha puc. 13.



(

live: cid. G 24500 B4 five: e S—4_1

iver.c id_rT. Obfe live:.cid.4
& ) o
e | Iy

live: v 2 S live:5 71 3 b five:c O 2 d

live: 2l
Puc. 13. Pe3ynbrat pobotu neperBoproBada Get Skype Account From Name

3aBnaHHS:  CIpoOyiTe CaMOCTIMHO J0JaTH OJHMH 13 JIOKAJBHHUX IE€PETBOPIOBAYIB,
HaBE/ICHUX 3a azpecamu: github.com/HowToFind-bot/osint-tools,
github.com/Intelligence X/SDK/tree/master/Maltego%20Transform Ta mporecTyBatu HOro
(YHKIIIOHAJIBHICTb.
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JlaGoparopHe 3aHATTSA. ABTOMATH3AIlis PO3PaXyHKy MaTpHIl Sleipnir

HaBuannHa MeTa 3aHATTSA: BiANPAIOBATH HABUYKH ITOOYVIOBUA CUCTEMH OLIIHKU PU3UKIB.

Yac IIpOBCAHHA _2 roa_ . Micue IIPOBCACHHA! KOMH,IOTCDHI/Iﬁ KJj1ac .
(KiNIBKICTb TOJIMH) (ToJTiroH, KOMII FOTEpHHIT Ki1ac, 1abopaTopis, niHradoHHHIT KabiHeT)

Jns aBroMartu3anii po3paxyHKy matpuil Sleipnir Moxke OyTH 3aCTOCOBaHO INpOTrpamMHe
3abe3neueHHs Excel.

Cnepury notpiOHO chopMyBaTH BiAMOBIIHY TEKCTOBY YAaCTUHY TAOJUIIl Ta J0aTH JI0 HEl
KHOIIKY 4epe3 MeHIo Po3po6uuk @ Bcerasutu (puc. 1).

A B | C ] E B G H ) I ) il K L M ¥l | 0 ) P | Q 1 R S ) il )
1 Kpwrepii BHCOKWA Cept i Hu3pkmin  Hyabosmi Hesigomwi

768 5 B

ma
-
=)
o
[y
=
=
o
o
=
w
"
[

IgenTrpikarop rpynm,
3 - 3aranbHOHaUi 0HaABHA,
P - perioHanbHa,
M1 - micuesa

MokasHmk 3arposn
KopynuiR
Hacwnna

BripoBag#-eHHa
BIAMMEZHHA HOLWTIB
BzaemogA
BigocoBaeHmHA
WoHonoaism
Macrad
BMKODHCTaHHA
POSBIAYEAA bHME
BiOo mocred
Awneescudikalia
AucumnAaidoeasicTe
ArypTopaHicTe

- N R U

11 p
12 0 3pAKYHOK

1z

Puc. 1. [TigroToBneHa yacTHHA MaTPHIIL

[licnss BCTaBKM KHOMKH, SIKy s MPHUKIALY Ha3BeMo «Po3paxyHOK», BiAKPUETHCS
cepenosuile Visual Basic, 1e MoxHa HanmMcaTH TaKUid KO

Sub Po3paxynok()

Dim InRange As Range

Dim R As Range
Set InRange = Selection
For Each R In InRange.Cells

R.Offset(0, 20) = R.Interior.Color

Next R

End Sub

Jana ¢yHKIIS NpU3HAueHa JJIs BU3HAUEHHS YHMCIOBOIO KOAY KOJIbOPY BHJILICHHUX
KOMIpOK. 3Ha4Y€HHS KOAIB BUBOJAUTUMYTHCS JIJISl KOKHOT KOMIPKH BiTOBITHO 13 3MIIIICHHSIM Ha
20 CTOBMIIIB PaBOPYHY.

Tenmep, kKonu BiIOMi KOIW BIAMOBIIHUX KOJBOPIB, IX MOXKHA BU3HAYUTH IS KOXKHOI
KoMipkH (y komipkax W2:AA?2 BBeieMO KO KOJIbOPIB, 110 Oy/1eMO BUKOPHUCTOBYBATH, SIK Ha
puc. 2).

W x b Z Ab
1 HoaW Koneopy

2 ISR w2050 esses (5287936 1577369

Puc. 2. Koau KoibopiB, 3aCTOCOBYBAaHHX Y MiICYMKOBIi MaTpHIIi
Takox moTpiOHO po3paxyBaTH BaroBi KoedimieHTu. 3 miero Mmeror y kowmipmi C4
BBE/IEMO (OpMyITy:

=ECJIA(W4=8W$2;C$2*$P$2; ECITU(W4=$X$2;C$2*$Q$2; ECII(W4=8Y$2;C$2*$R$2;EC



20
JIA(WA4=$Z$2;C$2*$S$2; ECTT(WA=SAAS2;C$2*$T$2:0)))))

3a nmomomororo wi€i (OpMyIH BH3HAUYATHMYTbCS BaroBi Koe(illi€eHTH 3alieXHO Bij
KOJIbOPY KOMIpPKHM. 3HA4eHHs KOXXHOTO KOE(]IliEHTy BBOJUTHUMETbCS Oe€3locepeiHb0 B
KOJIbOPOBY KOMipKy. BpaxoByrouu 11e, MOKHA MipaxyBaTu IX CYMHU 3 BUKOPUCTAHHAM (QYHKII{
CYMM vy crooui B. Ilicns mpoBeaeHHs yCiX pO3paxyHKIB CIIiJ| BIICOPTYBaTH DPSAJKH, Kl
XapaKTepU3yIOTh 3JI0UMHHI YTPYIIOBAHHS 32 CTYIICHEM 3arPO3H.

[TincymKoBHii aIropuT™ pobOTH 13 CTBOPEHUM JA0KyMeHTOM Excel MoXkHa npeacTaBUTH
TaKx:

1. CtBopiTh MOTPIOHY KUIBKICTh psAAKIB (OAMH PAJOK  BiJNOBIIATHME OJHOMY
OpraHizoBaHOMY 3JIOYMHHOMY YIPYIOBaHHIO) a00 BUANITh HEMOTPiOHI.

2. 3po0iTh Korito (GopMyI 3 BiAMOBIAHUX cTOBNLIB B:N y HOBOCTBOpEHI PSIIKH.

3. Ilo3HauTe KOXHY KOMIPKY y HOBOCTBOPEHHUX PSAIKaX KOJBOPOM 3TiJHO 31 CTyIEHEM
3arpo3u. BukopucroByiiTe Koiabopu 3 KoMipok P2:T2.

4. Buainite yci KONbOPOBI KOMIPKH, SIKI XapaKTepU3yIOThb OpPraHi3oBaHI 3JIOYMHHI
yrpyHOBaHHS Ta HATUCHITH KHOIKY "Po3paxyHok".

5. Bigcopryiite psaKu Mo CTOBILO B, 11 4oro BUALMITH BIANOBIAHY KIJIBKICTh PSAKIB 3
Ha3BaMH 3JIOYMHHHX YyIPyHoBaHb Ta 3a gomomoroto Jlani a  CopTyBaHHS BHKOHAWTe
BIJIMOBIAHUI TUIT COPTYBaHHS (puc. 3).

Kpurepii Bucokuii  CepepHiit HU3bkuit Hynbosuii Hasigomuii

12 11 10 8 7 6 5 1

©
EN
w
~
=

1. CTBOPITb NOTPIBHY KiNbKiCTb PAAKIB (0ANH PAAOK
signosigatume ogHomy O3Y) abo Buganito
HenoTpibHiI.

2. 3pobiTb Konito Gopmyn 3 BiAMNOBIAHMX CTOBMNLIB

laeHTUdiKaTop rpynu,
3 - 3araNbHOHaL{OHa/bHa,
P - perioHanbHa,

Moka3HuK 3arpo3un
Kopynuija
Hacunna

BnposagXeHHA
BiamuBaHHA KowTiB
B3aemogis
BigocobneHHs
MoHononism
Macwrab
BUKopUCTaHHA
PO3BiAyBanbHUX
Bigomoctein
[Avsepcudikauis
[AncumnniHoBaHicTb
3rypToBaHicTb

M - micuesa . .
B:N y HOBOCTBOpPEHIi pAAKM.
3. Mo3HauTe KOXKHY KOMIPKY Y HOBOCTBOPEHMX
PALKaX KOJIbOPOM 3riAHO 3i CTyNeHeM 3arposu.
4. Buainitb yci KONbOPOBI KOMIPKM, AKI
3-"/loi" 235 3 XapaktepusytoTb O3Y Ta HaTUCHITb KHOMKY
3-"Crapi" 192 "Po3paxyHoK" .
3-"Monogi" 188 5. BigcopTyitte pagku no ctosnuto B, Ans yoro
P-"Ckipn" 152 BUAINITb BiANOBIAHY KiNbKiCTb pAAKiB 3 HazBamu O3Y
P-"APO" 141 Ta 3a gonomoroto [laHi - CopTyBaHHsA BUKOHalTe
P-"Peso” 139 BiAANOBIAHMI TUN COPTYBaHHA.
M-"Typumct" 139
M-"Inmaw" 116
M-"BinbKu" 76 Pospaxytok

Puc. 3. Pe3ynbrat aBToMaru3zanii meroay Sleipnir
[ToOynoBaHy MaTpuWII0O MOXXHAa BUKOPHUCTOBYBATH JUISl  IUIAHYBaHHA  POOOTH
MIPAaBOOXOPOHHOTO OpraHy IIOJ0 MPOTHAIl, SK OKPEeMHUM OpraHi30BaHHM 3JIOYHHHHUM
YIPYMOBaHHSM, TaK 1 OPraHi30BaHii 3I0YMHHOCTI B LILJIOMY.

3aBmaHHs:  aBTOMATU3yBaTW CTBOpPEHHs Marpumi Sleipnir 3  BHKOpPHCTaHHIM
MOXJIMBOCTEN TaOJIUYHOTO MPOIECcopa.
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Ha6opaTopHe 3aHATTS. OCOOIMBOCTI HAKOMUYCHHS Ta MEPEIKHOTI'O aHaJ'Ii3V CIICKTPOHHHX
JaHUX

HaBuannHa MeTa 3aHSATTSA: BUBYMTHU TEXHIKO-METOHOJIOTIUYHI OCOOIMBOCTI BUKOHAHHS 3aBJaHb
HAKOIIMYEHHS Ta MEPEKHOI'0 aHAII3Y €JIEKTPOHHUX JaHUX.

UYac nposenenns _6 roa_. Miclie mpoBeAeHHS: KOMIT FOTEPHUHN KJlac

(KIIBKICTB TO/IMH) (ToJtiroH, KoM 1oTepHuii Kiac, naboparopis, JiHrahoHHUI KabiHeT)

YcTarkyBaHHS: IEPCOHATLHUI KOMIT FOTEp 31 BCTAHOBIICHOIO ONEPAIliiHOK CHCTEMOIO
Windows 7 a6o Bume (Linux).

1. HakonnyenHns Ta 00poOKa TaHUX 3 BUKOPUCTAaHHAM mporpamu Hunchly

Komanmumii  migxii B pO3BIAYBaJbHO-aHANITHYHIM  poOOTI  BUMAarae  BMIHHA
aBTOMAaTH3YyBaTH MpPOIEC HAKONMWYEHHS Ta OOpOOKM JaHUX Ta 3/iHCHEHHS B3a€EMHOTO OOMIHY
BiJIMOBITHIMH B1JIOMOCTSIMU 3 KOJIETaMU Ta KEPIBHUIITBOM.

Jlnst BUpIIIEHHS LbOTO 3aBJAHHS MOXYTh 3aCTOCOBYBATHCS CIEIliasli3oBaHi pilICHHS, 5K
ot, Harpukuiaa, Hunchly (hunch.ly) Ta Kuiper (github.com/DFIRKuiper/Kuiper).

Hns poGoru 3 iHcTpymeHToM Hunchly motpi6HO BcranoButu Opayszep Chrome Ta
6e3nocepeIHbO camy mporpamy 3a aapecoro hunch.ly/downloads. Cam 3acToCyHOK € miaTHUM,
MPOTE€ € MOXMIIMBICTh CKOPHUCTATHCS HMM Y NpOOHHMH mepion micis peectpanii. IlepeBaroro
Hunchly € Te, mo icHyioTh Bepcii mporpamu Ui pi3HUX ONEpalifHUX CHUCTEM, y TOMY YHCIi
MOOUITBHUX.

[Micna incramauii Bepeii st OC Windows Oyne aBTOMAaTHYHO BCTAaHOBJIEHO IUIATIiH B
Opayzep Chrome, sikuii BUKOHYBaTMME pOJb KOMYHIKaropa MiX Opay3epoM Ta TOJIOBHOIO
gactuHoo Hunchly.

[Topsimok pobOTH 3 TPOrpamMoIo € IHTYITUBHO 3pO3yMITINM, a iHTepderic Hecknaanum. [Ipu
yBiMKHeHHI miarina Hunchly y Opay3epi Bci  BiAKpUTI CTOpPIHKM  aBTOMAaTHYHO
CTPYKTYPHU3YBaTUMYThCsl Ta 30epiraTUMyThcs B OKpPEMHX CIpaBaX, II0 NPU3HAYAIOTHCSA
KOPUCTYBa4eM-I0CIiTHUKOM (puc. 1).

“ C & enwkipediaorg/wiki/Commuricate_(Sasha_%25_John_Digwe.. B %& @ " B =-=® WE
@ sl a 1M i
:"* « é'e 1%

4 o W =
LI j Article  Talk
N 4 Capture [ = Case || Test
WIKIPEDIA
x - ! -~y . .
The Free Encyclopedia (Jommunlcate (E Bcouee Selettors ot
Iain page album)
Contents
AR From Wikipedia, the free encycloped

Current events

Puc. 1. HanamryBanss ruarina Hunchly

VY camoMy K IUIariHi MOXHa BUKJIMKAaTH ToyioBHy mnaHenb (Dashboard) ta BukonaTu
BIJIMOBIAHI HANAIITYBaHHS (pUC. 2).
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E Case = ToDo ] Export } Selecrors @) <7 Tags

m

Test

V W/ 7 vt mistchies

K]
v \J V
! History @ £l Notes At

Puc. 2. 'onosna nmanens Hunchly
[Tporpama Hunchly no3Bossie BHpinryBaTH BeNIHMKY KUIBKICTH PI3HOMAaHITHHUX 3aBJaHb
aHAJITHKA, Y TOMY YHCII CHHXPOHI3yBaTH POOOTY MO HAKOIMYEHHIO BIJIOMOCTEH 3 KOJEeramu
gepe3 Google-tabmumi. JleranpHo 1edt npomec omucano Jx. CeiitcomM 3a MOCHIAHHSM
threadreaderapp.com/thread/1398343406875598852.html, abo
twitter.com/jms_dot py/status/1398343406875598852.
ITo cyTi cuHXpOHI3allis peami3yeThcsl NUITXOM CTBOpeHHs Google-Tabmuili 3 MeBHUMH

IOJIIMHU Ta apKymamH (puc. 3).
a [ ADVANCED_RESEARCH TEMPLATE | + B &

= HacTpoin [locTyna

@ain Mpaska Buo BeTagka DopMaT  [JaHHbE  MHCTRYMEHTEl  fonod

~ @ P 00% ~ p % O .00 123~ Mo yMoa4a,. - 0 - B IT & A e
a2
0 E F
Date U Title Researcher Email I e
|
"
[3
i v
< »
+ == | URL_History = Solectors = |

Puc. 3. ®opma Tabmuni-madioHa
[Ticms 4YOro BHKIHMKAEThCS PEOAKTOp CKPHNTIB (puc. 4) Ta NUIIETbCS KOM, SKUH
cuHXpoHi3zyBaTuMe podoty Hunchly 3i ctBopenoro Google-tabauueto (puc. 5).

ADVANCED_RESEARCH_TEMPLATE + = & .
i = @ = Hactpo#kn [

©adn MNpaska Bwua Betaeka Dopmart ,El,aHHble Haor

N W% ~ po % 0 00 I3~ Moy E Co3natk fopmy

A2 - © AppSheet -

a4

m
l

' Date Urd Title | <> PenaKTop CKPUNTOE
2 | |

® Makpocs >
Puc. 4. Buknuk penakropa CKpUnTiB
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@gnal.com -

[Hunchly Data Forwarder

@ann  Mameduts  Bug  Buinonawto  Onybnakosato  Pecypont  Cnpaeks

- = b o P W copost - CTipisiTE HOBYI BEECHE
B Kop.gs Kog.gs

@ims_dot_py on ze Twittarz for a thread on thiz code

ction doGet{a)

return Contant3ervice createTextOutput{"0K! ")

}

function doPostie) {

/¢ receive the Hunchly POST information
1 Loggar .1og{ "Receiving Hunchly request.’};
i Loggar.logie):

war params = JS0M parse(s . postData.contents);
tcatch{err) {conaole.log{arr)}:

1
1

1

1

14 tryd
1

1

1

1 /{ get the spreadsheet wes want
i

4 war shest = Spresdshsethpp.getictiveSpreadsheet() getShestBybame("URL_Hiztory');
2 var shest_end = Math.max{sheet.getlastRow() 1):
21

tryd

ahest . insartRowhfrer(sheat_snd);

.getRangaizhest_and +1, 1).zetValue{psrams.page. tirestano_created);
end #1, 2).zetValua(p .page.url);
end +1, 3).setValue{params.page.title);

2 ahest.getRanga] sk
3 gheat.getRanga{shast_e
a1 3oreadsheatipp. flush()
} Ycatch{e){
raturn ContentService createTextOutput("0K");
13

. 4} .zetValue(params.case_tnformetion Resesrcher);
nd +1, §).setValue{paramz.case_information.Emil});

return ContentService.createTextOutput(“0K"}:

}
Puc. 5. CtBopeHHs ckpunTa-oOMiHy
[Ipu cTBOpEHHI KOy JUIsl yHUKHEHHS Ipo0JjieM 13 3arucoM BioMocTel 1o Tabauii 6akaHo
BUKOPHCTOBYBATH CTapy BEPCIIO pelakTopa, a TAKOXK y MeHI0 « BUKOHATH» MOTPiOHO BUMKHYTH
cepenoBuILe BUKOHAHHS Apps Script (TexHonorii Chrome v8).

[Ticna 30epexeHHsT CKpUITa o noTpibHO #oro omyOJiKyBaTH sIK Web-3aCTOCYHOK,
MOTOAUTY HAJAHHS BiAMOBITHUX MPHUBLIEIB Ta PO3MOIUIMTH HOTO NS BCiX (puc. 6).
Deploy as web app

Current web app LIRL: Disable weh app

https:Ascript. google. comdmacros/s /ARy cbz23L TwD0phl
Test weeb app for your latest code,

Project version:
10 v

Execute the app as:
Me (S @gmail.com) v

‘fou need to authorize the script befare distributing the LIRL.

Who has access to the app:

| Anyone, e¥Yen anonymous v

OTHEHa Cnpaeka

Puc. 6. CTBopeHHs ckpunTa-oOMiHy

OpneprkaHe MOCUIIAHHS HA CKPUNT MOTPIOHO BHECTH JI0 BiAMOBITHUX MapameTpiB [ o10BHOT
na"eni Hunchly, a Takoxx HamamTyBaTH mapameTrpu ineHTH(ikamii ocoOu, ska BHeCIa
BIJIOBIAHMIA 3amuc 10 Tabmuili (puc. 7).
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Case Information @

Data Forwarding Case reference number Off @
Enakls Emal 1@1.ua
HTTP(S) Address https:/script.google.com/macros/s Researcher Somebody

Puc. 7. HanamryBanns nepecuinanis nanux y Hunchly
SIkmo yce BUKOHAHO BipHO, TO micis aktuBamii rwiarina Hunchly Ta mepermsimy
BIJIMOBIAHOI cTOpiHKU B [HTepHETi, BoHa (ikcyBaTuMeThesl y Google-tabnuiii sk Ha puc. 8.

ADVANCED_RESEARCH_TEMPLATE ¥ & & 2 Hacrpoiks focryna
maRn Mpaeka BWa BoTaska mopMaT  JadHele  MHCTRyMeHTRl  Hor
e oom T O100% + po % 0 .00 123 Moymonda. w10 - B I & i ~
Al13 -
A B C D E F
Date Ul Title Researcher Email L)

2 | 2021-07-25T16:40:182  https:/fen.wikipet Communication - Wikipedia Hose 1@1.us
3 2021-07-25T6:40:192 hittps -{fen. wikiper Communicate (disambiguation) - V Hose 1@1.us
4 2021-07-25T6:41:432 https:{fen.wikipe: Communicate (Sasha & John Digw Hose 1@1.us
5 2021-07-25T18:15:032 https-//en.wikipe: Communicate (Sasha & John Digw Hose 1@1.us
6 2021-07-25T18:15:20Z  https.{fen wikipe: Communicate (Sasha & John Digw Hose 1@1.us
7 2021-07-25T18:15:54Z  https-{fen wikipe: Sasha & John Digweed - Wikipedi: Hose 1@1.us
8 | 2021-07-25T18:4%:357 hittps-{fen.wikipe: Drum machine - Wikipedia 1@1.us
9 2021-07-25T18:50:257 https-{f'en. wikipe: Wikipedia:Venfiability - Wikipedia Somebody 1@1.ua
0 |2021-07-25T18:51:322 https -/fen. wikipe: Wikipedia:Policies and guidelines Somebody 1@1.ua
11 2021-07-25T18:53:202  hitps:/fen wikipe: Wikipedia, the free encyclopedia  Somebody 1@1.ua

R

Puc. 8. Pe3ynbTytodi 3anucu Tabmnuii

Takum yMHOM, yCsl poOOTa KOMaHAM aHATIITHKIB BiJOOpakaTUMETbCs y TaOJIHII, SIKa MOXKe
OyTH JOCTYIHOIO BU3HAUYEHOMY KOy OCi0.

MoxmBocti Hunchly He oOmexyroTbes onucanuM. Hampukinaza, mig yac HmpoBeIEHHS
JOCHIJKEHb MOXYTh OYyTH 3acTOCOBaHI KOMOIHOBaHI 1HCTPYMEHTH aBTOMaTu3alii 0O0poOku
BEJIMKOi KUIBKOCTI HakomuueHuX naHux. Cami Ii JaHi MOXYThb OyTH €KCIIOPTOBAaHI Yy BHIJISII
apxiBy, B IKOMY BOHHM CTPYKTYpOBaHI 1 OITMCaHI 3a JOIMOMOT010 3BiTY (puc. 9).

o rrmasesan B s e [0 | et T Lisesnnt T [ apem

& HONCH

)

|

" Title Date URL Screenshot Content hash
Coener cniiale (Savee & John Digeed dbun July 25 2721 Upsreramibipesie. Ale_TDa 2¢_whin Digweed_dburn) B 31676207350 HIL T LI0beASI0895 T HIL1 L 2w 21 1916255211515 a Ly
=Wl vedis 211500 _!
July 25 2221 F603EDRIMITe5 2950 2e 50T e ITOTAE10e T2 67T L1102 SA32L500
211520 1 %26 g L hisizr
3% Sasha & lobn Digweed - Wikiped 3 Juy 35 2221 tpsi asha, t AT iSRG E0 201571k 0ST B foble05ddad 20T L BT EILAFT 2b: T 9d5e
554

Puc. 9. ExcniopToBaHni aHi cripaBu
VY mammi 3BiTY JaHi PO3NOAUICHI y BianmoBinHuX mnamnkax. Hampuknaza, ¢ororpadii
MpeacTaBieHi y KaTtamo3i photos. Ix MokHa oppasy TMoOmepeaHbO MPOAHATIZYBAaTH 3
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BukopuctanuaMm ytuiitu ExifTool (exiftool.org). st uporo ciij nepeitu y KOMaHIHOMY PSIAKY
JI0 TIANKH 3BITY Ta BUKOHATH KOMaHJy:
exiftool.exe -csv photos > exif.csv
[Ticna uporo 3’saButhes (aiin B ¢gopmari csv, IO MICTUTUME TAOIULIO 3 BHIYyYCHUMHU
METaJaHUMHU JJIs1 KOXKHOTO (aitny 300paxkenHs (puc. 10).

PP i o

I T LI et e [ ) o Ty Ml MoTRYOSTH

210 3015 504

Imagaweap
Irnagajneg

[XTH Evzlumiee 0 ez m Canan DIGITAL P05 800 SUDBUT 0 17 1500

AL i 3

0007 kalt scgmeart CHA0WE 00807 213 0507

(TR NI BN
[T Fll -sepmant

Puc. 10. Indopmariist mpo meranani
Pesynbryrodi gaHi 611bII 3pYYHO aHATI3yBaTH Ta BIIKWHYTH Ti 3 HUX, SIKi HE CTAHOBJIATH
iHTepecy ISl pO3CIiTyBaHHS.

ETTT R U
Firab U A X 1E 1S

2. MepexxHuit aHani3 1aHUX 3 TpyIl Ta kaHamiB Telegram

VY mepexi Telegram ¢yHKIIOHY€ BeIMKa KITbKICTh MEPEKHHUX CITIBTOBAPUCTB, OKPEMI 3
SKMX MOXYTh OyTH TOB’513aH1 3 IPOTUIIPABHOIO MiIbHICTIO. J{J1s1 BUBUEHHS ITOJIIOHUX OCepesKiB
Mo>ke OyTH 3aCTOCOBAHO pi3HE MporpaMHe 3a0e3MeueHHs Ta BUKOPUCTaHI METOAUKH MEPEKHOT0
aHauizy.

Jns Toro, mo0 3aBaHTAXWTH BUXIAHI JaHI TMPO MEpEXHE CIIBTOBAPHCTBO, MOXKHA
CKOPHUCTATHUCS BXKE TOTOBUMH PIlIEHHSIMH 200 CTBOPUTH BiAIMOBIIHUI 3aCTOCYHOK JUISl BIACHUX
notpe0. [ToaiGHOro By MporpaMu MaroTh y3aralbHEHY Ha3By napcepu. BuxigHuil koJ oaHOTo
3 TaKMX 3aCTOCYHKIB MOJKHA 3HalTH 3a aapecoro https://gitlab.com/litck3r/telegramchatparser.

Jlns BUKOPHCTaHHS Mapcepy CIiJl MONepeHbO 3aBaHTAXKUTH HOro Ha CBi KOMII'IOTEp,
BCTAaHOBUTH TporpamHe cepenosuiie Python, HamamTyBath B HBOMY BJIACHE CEpEIOBHINE
KomaHgamu python -m venv venv Ta .\venv\Scripts\activate, a TakoX IHCTaJIOBaTH HU3KY
610:mi0TeK, MOTPiIOHMX [Tt poOOTH mporpamiu (pip install -r requirements. txt).

Ockinbky 3aBaHTaXyBaHI JaHl nepeOyBaioTh y mepexi Telegram, mis pobotu mapcepa
(config.ini) motpibHO oxmepkatu noctym 1o Telegram APIL. ns mporo cmig mepeitu 3a
nocwiaHHsAM  https://my.telegram.org/apps, aBTOpHU3yBaTHCsI Ta BBECTH BIJJOMOCTI IIpO
CTBOPIOBAHUI 3aCTOCYHOK (IOCTaTHBO MEPIINX JBOX TOJIB).

[Ticys 1pOro y KOMaHIHOMY PSIAKY CIIiJ] IEPEUTH 10 KaTalory, B SKOMY PO3TalllOBYEThCS
CKPHIIT 3 TapCepOM, Ta 3aIlyCTUTH HOro KoMaH1010 python parser.py, Bka3atu aBTeHTUIKaIHHI
JlaHl Ta Ha3By BIANOBIAHOI TpynH, Hampukiaj, group. Ilicias BBeAeHHS aBTEHTH(IKAIIHHUX
JaHUX y KaTayno3i 3’4BIsAThCS (aiin 3 BIIOMOCTSAMHU NPO KOPUCTYBAdiB Ta 3ajJMILIEHI B TpyIi
MOB1IOMJICHHS.

[icns 3aBaHTaXEeHHA YCiX BiZOMOCTEH MOTPIOHO HaNEKHUM YHHOM iX o0pobutu 3
METOI0 TMOAAIBIIOT0 3aBaHTAKEHHS 1O MPOrpaMH, L0 BUKOHYyBaTHUME (YHKIIi MepesKHOro
a"amizy. OnHUM 3 BIANOBIOHHX pilIeHb € Oe3KOmTOBHHM 3acTocyHOK Gephi, skl MOXHA
3aBaHTaXXUTH 3a ajpecoro https://gephi.org/. SIkimio micyis BCTaHOBIEHHS MPOTpaMHd BUHHUKHYTh
CKJIaJHOIII 13 11 3aIyCKOM Y 3B’SI3Ky 3 HEMOXIIMBICTIO 3HAWTH Java, CIiJi BIAKPUTU (aiin
gephi.conf 3 manku etc, ska po3Mimena y namii 3i BctaHoBieHuM Gephi, Ta Bpy4yHy BKazaTH
Mmicie posramryBaHHs Java uepe3 mapamerp jdkhome, wnanmpuknan, jdkhome="C:\Program
Files\Java\jre$version".

Jlnst 3aBaHTaXEHHSA paHille ojepkaHux naHux y Gephi moTpiOHO cTBOPUTH J1Bi TaOIHII.
[lepmra mictutume iH(GOpMarito npo BepmnHu rpada (Nodes), iHma — mpo ioro pedpa (Edges).
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Criz 3BepHYTH yBary, 10 IporpamMa € 4yTJIUBOIO JI0 PETiCTPy, TOMY 3Ha4eHHs «AOGB» He Oyne
JIOPIBHIOBATH «a0B».

O60B’s3xoBrMHU Tosivu B Tabauii Nodes € Id Ta Label, a y Edges — Source 1 Target.

VY 4KOCTI MpUKJIAAy Bi3bMEMO BIJIOMOCTI IpPO y4YacHMKIB meBHOi rpymu (puc. 11), ne B
tabmuii Nodes Oyne po3mimieHo Id kopucrysadiB Telegram (mone Id), BigoMocTi mpo HUX: 1M,
Ha3Ba 00mikoBoro 3ammcy, tenedon (moine Label). Takok OKpeMOI KOJOHKOIO CIiJl JOAATH
KUTBKICTh TMOBIZIOMJIEHB, PO3MIILIEHMX KOPUCTYBAYaMH B YCiX AOCHIPKYBaHUX rpynax (pyHkIis
Excel CYMMECIJIN). Hanpukinii Tabaumi OKpeMHUMH psJIKaMHU CJiJl 3amucaTd iHdopMarlliro
mpo cami rpynu (mone Id — Ha3Ba rpynu, none Label — mocunanus Ha HbOTO, Messages count —
KUIBKICTh MOBLIOMIIEHB B rpymi). [lepeHectu Bi1oMOCTI 3 1EKIJIBKOX MOMIB 10 OJTHOTO MOKHA 3a
nonomororo ¢ynkiii Excel CHEIINUTD, nanpuknax, =CLEITUTB(B2;" ";C2;" ";D2;" ";E2).

. A . B . C
1 id Label Messages count
2l i—1 H N 55 2 1
3 1 ) @ - 43
4 |1 B v I 3 108
5 10 ni A 0710 8
6 |1 N HA - a0

Puc. 11. Tabmuus BepimH rpady

VY tabnuni Edges ctBoprMO 4oTHpH MO Ta 3aHECEMO 10 HUX Taki BiIoMocTi (puc. 12):

- 1oJie Source — Ha3Ba KaHaly
(=IICTP(STYEUKA("UMSIDAMIIA";A1);TIOUCK("]";STYEMKA("UMSDAMNIIA";A1))+1;255)
);

- moste Target — Id kopuctyBaua Telegram, sikvii € y4aCHUKOM BiIOBITHOT TPYIIH;

-moie Label — Bimomocti mpo ydacHuka Tpymm (iM’si, Ha3Ba OOJIIKOBOTO 3aIlHCY,

TenedoH);

-moe Messages Count — BIiZOMOCTI MpO KUIBKICTh TOBIJIOMJICHB, 3aJHIICHUX
KOpUCTyBadeM y rpymi (el NmoKa3HMK MOKHA BHpaxyBaTu 3a gomomororo ¢ynkmii Excel
CUETECJIN, HANpPUKJIIAI,

=CUETECJIU(Ilnax_ngo xuuru_na mucky\[Haspa_¢aiiny 3 nosigommennsamu.xlsx]Sheet1'!'$D
$2:3D$13601;B2)).

| A | B | c | o | E | F _ G | H
1] Source Target Label first_name last_name username phone Messages count
2| emmmur oD oI 52 I H O o 30 I 52 1
3 Uk e © evillls @ @ I s 14
4| emmm 4B SvriE v . 64
5| cEEEUKr 1OEEEEE7  MicHE-0 710 A | smm—— @I 8
6| ecmmmur TEEENG  HommE———U- s s 6
7| commmucr EEEE:7 MR ] 28
g|  cmmmukr  colss . . 169
s | cEEEuk HEEE0 N oviE: N @MIMIMI111222 108
0|  oEEEUc LSSz P 3 4 P AN "3e0 N 12
1] emmmukr  1ESec /S 7564 N 300 148

Puc. 12. Tabnuus pedpiB rpady
Jlnsi 3aBaHTa)XEHHS MIArOTOBJICHUX AaHuX 10 mporpamu Gephi moTpiGHO CTBOpUTH
HOBMI MIPOEKT, MEPENTH 10 BKIAAKH «JlabopaTropus 1aHHBIX» Ta 00paTH BIANOBIAHUN (aiin 1
iMnopry (puc. 13).
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Puc. 13. IIIVIHOpTyBIaHHSI ﬂahnx leo BepiuHU rpady
[ToniOHUM YHHOM CITiJ] IMIIOPTYBATH AaHi Mpo pedpa rpadis (puc

|l Maboparopes aseet: | M Mpswon |

[&

" Pafiousaofinecre | 3

Cpafinnea

2 Tafnma faren: x|

=
Wars General Excel Options {1 s 2)
1. General Exced Optiane
2 Tipel selligs Exel fle to mpcet:
Sheel: Tinport @s:
[reers | |odes tane =]
|
Prinm -
Uiary
Td Labal Messagesco.) |
1014844221 Ial:mhen...] L G@'B’dExLel_Gl:t'u’E '),';l
1SGROETE O BMfhan (43 | % Importsettnas
1458626344 Biwecean ... (108 Meroue: Notor ImporterSpreedshestExcsl
o npeire | oner |
W
[ Label F :
£heana I ,qunee)l [a7asa o
¥ Massages et
ntager F |
More options. .
# yanow: T526  Kew workspaca
# pifiep: L] .‘m’i Apperd b existing worksaace
T Jeaansanasirpat: wat
i | I - Dyremic Abrbutes:  mer
: ;

. 14)

o Fefpa | Wowuorymann | €3 Sofmsre voen (8 dofasme pefpn 1 ooyiseeed B ienpmiponrs a0 i ssnoempcests ranuy 4 dpe asicsn

Puc. 14. ImnopryBaHHS 1aHuX 1mpo pedpa rpady

Saroe Target T ] Label Tkered
|4 Open X
Lockin: | Lilond - mem-
1
%'] 0 Rodes Allade B8 Soreadsest (Fxcel., ®
fRapani Ay Wara General Erstel Dptivns (1 us 2)
1. General Excel Options.
- £ Importsstbngs Eucnl il bo import
Pl cran S =¥
E Ingert a5;
= S | [Cocestene v
AnEyETE -
revis: | ) fpeencshast Ercel ®
h alig Wark Impoet cettings (7 w0 2)
ITOT KOWT. . E-IJV_
M| 1. Gereral EBucel Opticrs =
e | 2 Tmpoet settings 3
" = | 5 e e B v i g X
* Fhepeme:  Ey 7—
Cere T e | MeTounss: Mamor ImporersoreadshentEcel
_s;-uer Mpofiners:  OTuer
e
== A FLass
[ fiest _nama
g o
Thn rpada: Hes Muse cptions.,.
£ last_nam= # yanos: (7 Mew morkspace.
String “ # piliep: 8333 .... d ta 2:sting markspace
A e
Cymamic abtrbutes: ner
Muli Graph; e

SIK1mo yci 1aHi IMIIOPTOBAHO KOPEKTHO, TO MOKHA M0OAYUTH NEpBUHHUM rpad y BKIaaLl

«O6paboTtka» (puc. 15).



Puc. 15. TlepBunnuii rpad
SIk BHIHO 3 PHUCYHKY, Tpad y TakOMy BHIJIAAI € HE IyXe iHGOpMaTHBHHUM, TOMY HOTO
MOTPIOHO HAJEKHUM YHHOM CTPYKTypyBatu. [iis 1iboro, mepemycim, ciiifl y BRI « Y KIaaKa
oOpaTH BIANOBIIHUHA AJITOPUTM YNOPSAAKYBAaHHA. Y JaHOMY MpPUKIAAi CKOPUCTAEMOCS
anroputMoM ForceAtlas 2, y HanamTyBaHHSX sSKOTO ciix oOpatu LinLog pexxum (O11bII mibHi
KJIacTepu), «3arnpeT nepekpoitus», Pazpexxennocts — 5.0 (puc. 16).

Appearance 7| = || Tpap =

Mades Edges 0O AT -'51., TP et (Conflgu)
Unique: Partiion Rarking e
#clclcd i
i
4
g
x
7
1 Normarme
Vamnara X | =
¥
°
= iy NoBEREH
CCNEONEHAS Xal0E O
Lin_og aemine B
JarpaT NapepeTIA =
BNkAHEE RACOR DEGID B
HecToolM KaHECTER
FOTOHSHIOC T Lo
TOHENEEERDE ATTARKHT B e |

Theta 1.2
HacTaciM nepaneTpas

Pespenermoes 5]
Younerie maBUTELEN

lpaeuTapa 1.0

Matosm
Hecno marosos 1

=
s
Puc. 16. Pe3ynpTaTi NepBUHHOTO YIIOPSIKYBaHHS
[IpoBoauTH MaHIMyJALIl MO0 TEPEMIIICHHsS €JIEeMEHTIB rpady MOKHa 3a JIOMOMOTOIO
npaBoi KHONMKH MUIIN (pyX CXeMH), Kojeca MUIIKU (301IbIICHHS/3MEHIICHHs MacmiTady), a
TaKOX BIJMOBIJHUX KHONOK y HWKHIN MaHesi, HalpHuKjaa, KHOMKA 13 300pakeHHSAM JIyIu
LEeHTpYE Tpad.
[lepen TuM, SIK TMEPEXOJUTH JO HACTYITHOTO €Taly aHaji3y CliJ PO3KPUTH 3HAYCHHS
OKpeMHX €eJIeMEHTIB Teopii rpadis, siki 1ocuTh 10o0pe po3TiymadeHo B marepiaii «CereBoit

ForceAtlas 2
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aHanmu3. Pabora ¢ Gephi»  [CereBoit  anamm3. Pabora ¢ Gephi.  URL:
https://ancatmara.gitbooks.io/digital-literacy-for-sfl/content/seminar-11.html (mara 3BepHeHHs:
12.02.2021)]. Omxe, moTyxHicTh By3na (degree) BU3HAYAETHCA KIIBKICTIO MOTO 3B’S3KIB,
3BakeHMH cremninb (weighed degree) — KiNbKICTIO 3B’SI3KIB By3I/a, MOJAIJICHOI Ha 3arajlbHy
KUTBKICTB 3B’SI3KiB y rpadi.

BaxuBicTh By3ila BU3HAYA€THCS PI3HUMH CIIOCO0AMH, cepell SIKUX:

- HEHTpaJIbHICTh 3a creneHeM (degree centrality): BaXJIMBIIIMM € BY30J, SIKHH Mae
OljblIe 3B’ SI3KIB;

- IGHTpaJIbHICTh 3a OnM3bKIicTIO (closeness centrality): 4MM KOpOTIIMM € HUIAX Bij
By3J1a JI0 PEIITH BY3JIiB, TH BiH BaXKJIMBIILINH;

- LIGHTpAJIbHICTH 3a TocepeTHUITBOM (betweenness centrality) BU3Ha4aeThes KUIBKICTIO
HaMKOPOTIIMX NUIAXIB, 1110 IPOXOAATH Yepe3 By3e,;

- HEHTPAJIBHICTh 3a BIUIMBOBICTIO (eigencentrality): 4uM OUIBLIOI0 € KIJIBKICTH BY3IiB,
MOB’S3aHUX 3 BY3JIaMH, 3B’S3aHUMM 3 JOCIIPKYBaHMM BY3JIOM, TUM BiH BXKJIUBIIUN («4UM
OlbIIe APY3iB Y BalllUX APY3iB, TUM BU BaXKJIMBIIII).

KoeoinieHT acopTaTuBHOCTI (assortativity coefficient) BH3HA4ae OB’ A3aHICTH
«BAXJIMBUX BY3JiB». UMM BiH OUIBIIMN, TUM O1JIbIIIE «BaXIIMBUX» BY3JIiB OB’ s3aH1 MK CO0O0I0,

1 HaBIaKH.

Koeodinient xmacrepusanii (clustering coefficient) Bu3Hauae cremiHb B3aeMOMil Mixk
co00K0 HaWOIMKUYUX CYCiAIB By3i1a, TOOTO HMOBIPHICTB, L0 HAWOIMXKUl cyciiu By3ia OydyTh
OB’ sI3aHi1 HE TIJILKHU 3 HUM, aJjie 1 MiX c000I0.

HlinbHicTh rpada (density) — BiiHOMIEHHS yKcaa peOpiB 10 MAKCUMAIbHO MOKIIUBOTO.

VY cniBTOBapUCTBaxX BUCOKUHN KOe(Dilli€HT KJIacTepHu3allil Ta BUCOKA MIUIBHICTb.

Monynspuicts (modularity) mokasye, HacKuUIbKM THpU 3aJaHOMy pPO30OUTTI Trpada Ha
IpyNy IIUIBHICTH 3B’SI3KIB yCEpeIUHI Ipynu OiblIe HIUIBHOCTI 3B’SI3KIB MK Tpynamu. 3a
JIOTIOMOTO10 111€1 METpUKH rpad po3OUBaEThCS HAa CHIBTOBAPHUCTBA.

VY HaBeZleHOMY IPUKJIa/li caMe MOIYJISIPHICTh pO3paxyeMo HACTyNHO. s mboro ciia 'y
BikHI KoHTekcT oOpatn MeHro CTaTHCTHKM Ta HAaTUCHYTHM KHOnKy Ilyck HaBmpoTu cioBa
MonymspHicTs (puc. 17). Y nanomy npukiaji mija 4ac po3paxyHKy He Oyje BpaxoByBaTHCS Bara
peOpiB, OCKIIbKY BOHA HE BU3HAYCHA.

[Ticns po3paxyHKy MOIYJSPHOCTI 3MIHUMO KOJBOPH JJISi PI3HUX CHiBTOBapucTB. s
poro y BikHi Appearance cmin HatucHytH KHOmkH Nodes ta Komip ta y posmimi Partitian
Modularity HatucHyTH [IpumenuTs. [{ns G11bII KOHTPACTHOTO 300paXKEHHS CJIiJ 3MIHUTH KOJIip

(OHY 3a JIOMOMOTOK0 KHOTIKH LA,
SIK BUJIHO 3 PUCYHKY CHCT€Ma BHMJUIMJIA CIM CHIBTOBAPHCTB Ta PO3PaxyBaja YacCTKY
KO>KHOTO y 3aranbHoMy rpadi. L{i moka3HHKM BiANIOBIAIOTh 3aBAaHTA)KEHUM paHillle TaHUM.
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Puc. 17. OGuucnenHs MogyssipHOCTI Tpady

[Ticns mnoOynmoBu rpady MOXKHA CKOPEryBaTH poO3MIp BY3JIB 3a BU3HAYCHUMHU
napamerpamu. Crepiry ciil BUOKPEMHUTH BY3JIHM, IOB’S3aHI 3 SKOMOra OUIBIIOI KiIbKICTIO
rpyn. 3 Li€0 METOW MOTPIOHO MPOBECTH paHXKYBaHHA pPO3MIPY BY3IIB 3a KpPUTEpieEM
[EHTPATBHOCTI 32 ONMU3BKICTIO. [[Isi bOTO MOMEPEeqHBO CIiJI PO3paxyBaTH CEPENHIO IOBXKUHY
HUIAXY 3 HOPMYBaHHSAM pe3yibTarTiB y BikHI Cratuctuku. Ilicnsi BUKOHAHHsS BKa3aHUX Iii
OmKye 10 cepeiHu rpady MOKHA TOOAYUTH TOYKU OUTBIIOTO po3Mipy, sIKi OyAyTh BKa3zyBaTu
Ha KJIFOYOBUX 0OC10, MPUCYTHIX Y ACKUIBKOX Ipymax ogHouyacHo (puc. 18).

Apearance ¥ B reee x| ol v lx] K x Ef
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E - 220 rpeda. Sramacwn X T =
poee | dney = [r—
¥ b AT YARCE FPROR (T 4 i
o gyt v e e m o S I CTaT-CTIRD Ao Ry
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Puc. 18. 36inb1eHHs po3MipiB KIIFOUYOBHUX BY3JIiB 32 OJIH3BKICTIO
Jnst 617611101 HAOYHOCTI pe3yIbTaTH CIlijl BiAdiIbTpyBaTu K Ha puc. 19.

4 bl =] Kowrecr X -

Vanoi: 54 (0,72% visible}
PElipa: 52 {0,62% visible)

HeconenTHpoBakre# rpad
CTaTHCTHRMA DansTpE i -
R s L A
BAOTFCTER S
= ATprdy eI :"J
] ExEwHne pebpa
i3 ety Tperrme peips
= Auanazon
Aetwesnness Centrall
Closeness Cantrality Double (¥aen)
Eccentracky
Harmoric Closenass Cenbrality
Madularity Class
messages counk
MEssages count
phons
BIBEWEHHER HOWHOCTE |
L4 B

i [E e —
I Awanason {Closeness Centrality)
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Puc. 19. Pesynbratu ¢inpTpamii
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VYHacninok ¢inpTpamii sSIK Ha PUCYHKY MOJKHA JIMIIUTH TUIBKM BY3JIM, IIO BXOJIAThH SK

MiHIMYM /10 TPHOX TPy OJHOYACHO.

[Ticns 3MeHIIEHHS BeMWYMHM Tpady Ta BHU3HAUCHHS KIIOYOBUX (Iryp MOXHA BHUBECTH

T

HiI[HI/ICI/I JJIL KOKHOTI'O By3J1a, HATUCHYBIIHA

y HUXHIN yacTuHi BikHa ['pad. [ns Toro, mob

MITKM HE HaKJIaJaJIuCs OJHA Ha OJIHY, CJIiJl 0OpaTH y BiKHI YKJIaJKa aJrOpUTM YIOPSIKYBaHHS

VYkiagka METOK.

[Ticnss BHOKpEeMJICHHST BY3IiB 3 HaWOUIBLIOW KIIBKICTIO 3B’S3KiB 13 PI3HUMH TpylnaMu
MOJKHa 3MIHUTH PO3Mip HAsSBHUX BY3JIB MPOMOPLIHHO KIJBKOCTI 3AJIMIIEHUX IOBIJTOMJICHb Y
IpyIi, a TAKOXK A0JATH MiA(LIBTp AJIs BIICIFOBAHHS 3a KUIBKICTIO NOBiJOMIIEHb (puc. 20).

Aappenaize ¥ Ll T
b 202 | @@ A T [

b | 1w

Ee——

Mo [ =

| Yamssn bcian,

| P tosiieesezzenn, prmenncron | 0 02 e T -4 & sderapaiz — —
Puc. 20. I'pad, sixmii BimoOpaxkae HaHOIbIIT
AKTUBHHUX YYaCHHKIB TPyl

IS
I

eipars | innoe e

VY pesyabTari ogepkuMo rpad 3 MOTPIOHOIO HaM CTPYKTYporo. Jliist fioro mepeHeceHHs y
dbopmart 300paxkeHHs MOTPiOHO mepeiiTu B MeHto [IpocMoTp, oOpaTu BiAMOBIIHI HAJAIITYBaHHS

Ta HATUCHYTH KHONIKY OOHOBUTH (pHuc. 21).
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Puc. 21. Excriopt rpada g0 daiiny 300paskeHHs
[Tin yac ekcmopTy MOXHA HANAMITYBaTH SKICTh IiJICyMKOBOTO 300paxeHHs. Jlns
MIBUIIICHHSI IKOCTI €KCIIOPTOBAHUX 300paXKeHb CIIij] 3MIHUTH Y (haiini etc/gephi.conf mapamerp
default_options. Hampuknan, default options="--branding gephi -J-Xms256m -J-Xmx4096m -J-
Xverify:none -J-Dsun.java2d.noddraw=true -J-Dsun.awt.noerasebackground=true -J-
Dnetbeans.indexing.noFileRefresh=true -J-Dplugin.manager.check.interval=EVERY DAY
(puc. 22).



Puc. 22. Pe3ynbTyroue 300paxeHHs
Jlnst moKpareHHst CipuiiMaHHs 300paKeHHSI MOXKHA BUSHAYUTH B HAJIAIITYBAHHSAX BIKHA
«IIpocMoTp» BiANOBIAHY TOBIIMHY peOpiB, Hanpukian, 17.0.

3. 36upanHs Ta aHaii3 iHpopmaii mpo BeO-calTH

l'onoBHMMM 3aBIaHHAMH, SKI BUHUKAIOTh IIiJ] Yac BUBYEHHS OKpPEMOro abo rpymu BeO-
CaWiTIB €:

- BcTaHOBJIeHHs [P-aapecu 3a JOMEHHUM iMEHEM;

- BU3HAYCHHS 1HIIUX JOMEHHUX IMEH, IPHUB’sI3aHUX 10 ojHiel [P-anpecu;

- BU3HAYCHHS aJIMIHICTpaTOpa Ta BOJOIUIBIIS CAUTY;

- moOy10Ba CTPYKTYPH B3a€MO3B’SI3KIB MIXK PI3HUMHU MEPEKHUMH PECYpCaMH;

- (hikcalliss KOHTEHTY;

- 30upaHHs Ta aHANI3 AOAATKOBOI iH(opMmarrii.

JUnist BUPILICHHS ONMCaHMX 3aBAaHb MOXYTh OyTH BUKOPUCTaHI Pi3Hi IHCTPYMEHTH.

OnHi€r0 3 TOTYXKHUX TIIATHOPM, sSIKa HAKOUYye 1H(GOPMAIIiIo PO Ppi3HI MEPEXHI PeCypCcH
Ta HaJa€ MOXJIMBICTH ii CTpyKTypoBaHOi 00poOku i1 anamizy € Microsoft Defender Threat
Intelligence (ti.defender.microsoft.com) /ctapa nazsa RISKIQ (riskiq.com)/. Jlane pimeHHst Ma€e
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nekinpka iHTepdericiB. Haitbinpin mpoctuMm 3 sikux € moctyn uepe3 BeO. Pecypc morpebye
peecTpariii, Juist 4oro 6a)xaHo BUKOPHCTOBYBATH KOPIIOPATUBHY €IEKTPOHHY MowTy. Peectpariis
3 BUKOPUCTaHHSM TaKoro 00JIKOBOTO 3alMCy Hajae OUIbIIe MOXKIUBOCTEH JUIS MOIIYKY.

[Ticns peecTpallii 10cTaTHHO BBECTHU IIyKAaHUH pecypc Y BIKHO MOIIYKY (puc. 23).

All ¥ Search

Search type
All

Tag
Component
Trackers
WHOIS

Certificate

.

Cookie

3HaliIeHi pe3ybTaTH MPEACTaBIAIOTHCS Y 3pYYHOMY BUTIISAL SIK Ha puc. 24.

Meutral (Score : 39) First seen: 2015-02-27 = Last seen: 2023-08-17 = Registrar: 101domain GRS Limited = Registrant: Digital Privacy Corporation
Summary Data
~ Reputation: Neutral (Score: 39)
Severity Rule Description
Resclving IP Address 37.139.2.185

“  Analyst insights

Resolves to IP

Mot triggered: Resolving IPs Not Blocklisted, No subdomains in history, Not an International Domain

Puc. 24. PesynpTaT nouryky
3Hali/ieHi pe3yJbTaTH JO3BOJIIIOTH BHUBYUTH 3aCTOCOBYBaHI CepTH(IKaTH, ICHYIOUI
cyOmoMeHH, icTopito (pyHKUIOHYBaHHsS CaTy (SK MpaBWIIO, BiJ MOYATKy HOTO CTBOPEHHS i3
BKa31BKOIO BUKOpPHCTOBYBaHUX [P-anpec, peectpaniiinux nanux) romo. L{ikaBoro iHTErpoBaHOIO
MOJKJIMBICTIO € JIOCIIKEHHS aHATITHYHUX METPHK, SIKI MOKYTh OyTH MPUCYTHIMU y BUXITHOMY
Koal caiftry. 3a iX JONMOMOrol0 MOXXHa 3pOOHMTH TMONEpeaHId BHCHOBOK IO CaWTH, SKi
aJIMIHICTPYIOTh 3 OJTHOTO 00JIIKOBOTO 3amucy (puc. 25).
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Trackers
1-7of?

Type ~ Hostname ™

HOSTNAME First seen Last seen | Type Value

SeN com 2023-05-27 2023-08-09 YandexMetricald 299

sex. ! com 2021-03-20 2023-08-09 IntercamAppld ndv
2023-05-27 2023-08-09 YandexMetricaCounterld 299¢

sex ! 2021-03-20 2021-11-26 GoogleAnalyticsAccountMNumber ua-150

sex com 2021-03-20 2021-11-286 GoogleAnalyticsTrackingld ua-150

sex com 2021-03-20 2021-03-20 GoogleAnalyticsAccountMNumber ua-158

sex Lcom 2021-03-20 2021-03-20 GoogleAnalyticsTrackingld ua-158

Puc. 25. BuBueHHs pe3ysbTaTiB

Kpim crienianizoBanux miatgopm [uisd nouyky iHpopmarii 3a [P-agpecoro MmoxyTh OyTu
3aCTOCOBaHI 1 KJIaCHMuHi 1H(opMaIiiiHO-MONIyKOBI cucTeMu. Tak, HampuKiaa, BUKOHABIIM Ha
caiiTi bing.com 3amur [P:##% ¥k ¥k #3% - ne 3amicTh 31poYOK BKa3yeThes BiAmoBimHa [P-
azpeca, MOKHa Ji3HATHCS, SKI JOMEHHI IMEHa MpHB’s3aHO A0 Iii€l agpecu. Y BUMAAKY, SKIIO
pe3yabTaT BUKOHAHHS 3alMuTy He OyJe BHMBOAMTUCH HA €KpaH, CIiJ BHJIAIWTH YacTUHY
pe3ynbrytodoi URL, sik Ha puc. 26.

[ € ) @ [wow.bing.com/search?g—+IP.3A165.67.1,153) e | [
e
B Microsoft Bing IP:18567.1.153 Q
BCE M3OBPAJHEHM A BUIED HOBOCTH

Pesynerats 8 OTkpbims coninkm 6 Hosod sknagre @D

ﬂ,MCTaHLI,iﬁ HE HABYAHHA Y XHYBC MepeEecTd 3Ty CTRAHHLY
univd edu uaiuk/dir/G13/dystantsiyne-navchannya-u-khnuys
B1080, ¥epaina, m. Xapkie, np. Neea Nangay, 27 (057 7395181 odinf@univd. edu.ua

Kharkiv National University of Internal Affairs nepeeecru sty crpanuyy

unive edu.Laien

The Research Laboratory on Crime Enforcement at Kharkiv Mational University of Internal Affairs (Deputy
Head Oleksii Serdiuk) together with the Ukrainian Scientific and Methodological Center for Practical
Psychalogy and Social Wark (Director of the Center Vitalii Fanok) conducted a series of webinars on the
implementation of the research project "Ukrainian Longitudinal Research” far ...

KpemeHuy L bKNIA ABOTHWA KOABAXK TMepesect 3Ty cTpanmLy

klk.univd.edu.uaiuk

Sanpowyemo 0o oHnaRH-ronocyeaddal 312 no 19 keitHA 2021 poky Ha Basi KpemeHyyLEKOTD NEOTHOMD
koneny KHYBC npoxofuTe hoTOKOHKYPC-EMCTABKS AETOPCEKMYE CEITNMH CEPES KYPCAHTIE Ta CTYLEHTIE
HAEMANEHWY TPYN 23 TEMAMK ..

Puc. 26. BcranoBiieHHsI TOMEHHUX iMEH, SIKi IPUB’s13aH1 10 oaHiei [P-agpecu

Crhin BiA3HAYUTH, IO PUHOK PEKJIaMU B Mepexi IHTepHeT oOyMOBIIOE HEOOXiTHICTH
OLIIHKY MEeBHUX pecypciB. [Iyist bOro cepe] iHIIOro BUKOPUCTOBYIOTHCS ClieliadbHI aHAI THYHI
METPUKH (KOJH BIJICTEKEHHS), SIKi pO3MIIIYIOTHCS Y BUX1THOMY KOJli IEBHUX CTOPIHOK CaHTYy.
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Bkaszani MeTpuku MOXyTb OyTH BHUKOPHUCTaHI MijJl 4ac aHamidy 3B’S3KIB MK cailiTamMu Ta
BU3HAYEHHS THX 3 HUX, SIKi aIMIHICTPYIOTbCS OJHI€I0 a00 JAEKIIbKOMA OB’ I3aHUMHU OCOOaMH.

BusHaunTy METpUKHU 711 KOKHOTO CaUTy MOXKHA!

- Bpy4HY, Ul 4YOrO CJIiJi HATHCHYTH IPaBOIO KHOMKOIO MUIII B Opay3epi Ha MOTpPiOHiH
CTOPIHL, 0OpaTH BiIKPUTTS BUX1THOTO KOAY Ta JAOCIIIUTH HOTO 3MICT;

- aBTOMaTH30BaHO, KOJIM BiJIIIOBITHE BUIYYECHHS TPEKEPIB BUKOHYETHCS 3 BAKOPUCTAHHSAM
crieniaii3oBaHuX cepsiciB abo mporpam. IIporpama moxke OyTH MiArOTOBJIEHA CaMOCTIHHO, SK
oT, HanpuKiaz, OIMCaHO 3a BKa3aHOIO a/1pecoro:
bellingcat.com/resources/2017/07/31/automatically-discover-website-connections-tracking-
codes/. BogHouac 1t BUITYy4EeHHSI METPHK MOXIIMBO 3aCTOCOBYBATH BiKe roToBi pinieHHs. Cepen
Hux notpidHo BuaimuTH cepBicu: RISKIQ (riskig.com), Spyonweb (spyonweb.com) ta Tracker
Tracker (tools.digitalmethods.net/beta/trackerTracker/#). Ilpu BUKOpPHCTaHHI OCTaHHBOTO
BKA3aHOTO IHCTPYMEHTY (puc. 27) ciij] am’siTaTH, 10 3aBaHTAXKEH1 10 HbOT'O JaHi MOXKYTh OyTH

JOCTYIHUMH 1HIITUM 0CO0aM.

Past Jobs | Cuatput
CEV (exhaustive)

23V (per host)
Tracke ... {Gephi)

HTML
Input # of trackers per host (HTML)
# of trackers per host (C8WV)
Enter URLs {1 per line):

https:// ~
https://
https://
https://
https: /4
https://
https://
https://
https://
https://
https://
hteps: /4
https://
https://
https://
https://
https://
https://
hteps://
https://
https://

[& €

@ Only look at specified pages Alzolook at subpages (I+1). max subpageshosts | 5 |

Tracker database lastupdated on 5 April o019

Name vour result

1

Advanced options

| Track trackers |
Puc. 27. Bikno cepsicy Tracker Tracker
[TigroroBneni s aHamizy nani (puc. 28) MOXyTb OyTH 3aBaHTaXEHI SIK O MEPEKHHUX
cepBiciB moOy10BH rpadis, siK OT, , TAK 1 0 CIEIiaTi30BaHNX 3aCTOCYHKIB, K oT Gephi.

A B8 G A B
1 fid Label | 1 Source Target |
2 aze w5.com Iuvol obwy 2 azi .com Google UA-382
3 b.beli fo Mp anwy 3 bk WLinfo Yandex 69384
4 bing : slugi Mpg w4 bb fo Google UA-18022
5 bishks om 5 bing akorr Google UA-10518]
6 bori et Mpo g2 s wa GOPLE 6 bist Sm Google UA-1273:
7 cary com Kiev es o t servic 7 borc et Google UA-54695032
B cherr : com Che yapocns B car m Google UA-12696
9 |elite 1.com/uslugi ET : aHe 9 cher s.com Google UA-19202¢€
10 eiinze Jod i 10 elit Wuslugi Yandex 504

Edges + Nodes +
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Puc. 28. CdopmoBaHi iaHi 1715 aHamizy
B ocranHbOMY BUIIQIKY AJIS Bi3yastizallii KJ1acTepiB HEBHOI'O pO3Mipy MOXKHA MONEPEAHbO
3acTocyBaTh Meron Yyknaaku Forse Atlas 2 abo iHmmi, po3paxyBaTH MOIYJSPHICTH Ta
ckopucrtatucs Qinerpom «Modularity Class (Node)» 3 mento «Pa3buenue (Partition)». Llei
GUIBTP 1OTTOMOXKE 3aJIMIIUTH HA CXeMi BY3JIM Ta pedpa, Kl HajexaTh BUOpaHiii MHOXKHUHI KJIaciB
po3ourts (puc. 29).

DNTHES® FEBCTATYTHM .

riakpiz | 522 .
f The v acll ..
G le U 341 e e s Besl escomseniics .
oogle UAg1 341
g. - Mpoarimy e
{ \ TMpocTmyTHik Knoaa, 1
g | S2Z..
VNTH e Yipak Euvedal owptlEnumol =
. Google UA-3823
Wianss l'!m-mr
Google UA-916 g
Ty 3o T Ve ¢
K saearsagh npocar..
Ty SORPT YEMTH. G o
TIPCETHTY Pl Y KD, POy
s T
\ Do en Bt ANMETs .
\ MpacTwryTey MNuboea. .
|
-|mrm\.-nmpg. Ilwcmwmm

Google- Uﬁ*ms{ e D

Npocwryres Orenpa, .
rpwmwdwmu MpecnimynmXag.rona

Hmmwcpmn

Npoeryris Mesosa.

Google UA=10756

MpeeTdTyTHA Digecs),
FpocTimymias Oosom,

MpocTwryTam =818

MipocTityme Kesa, 5.

MpOETA Ty TRHINB6S... Mpactury i floneisa,

Google UA=10760

Mpocury X apnrana..

FipocTimymin fianpa

Puc. 29. Pe3ynprar Bizyauizauii 3B 3KiB CaliTiB
Taki HeckmagHi MaHIMyssLii DO3BOJIATH IIBUAKO BHU3HAUYUTH Ta HAOYHO IMEPETNIIHYTH
3B’A3KM MDK KOHKPETHUMH CaiiTaMu Ta CIPOCTUTH AHAIITHUKY HiATOTOBKY aHAJITHYHOTO
BHCHOBKY.

4. 3aBaHTa)XEHHS Ta aHAJI3 JaHHUX 3 COIIAIBHUX MEPEXK

Y poboTi aHamiTHKAa YacTO BHHHUKAIOTH 3aBJaHHSA, TOB’S3aHI 3 OMPAIIOBAHHIM JaHUX 13
coliayIbHUX Mepex. Pi3HI migxoaum 1o opraHizauii Ta MpPEeACTaBICHHS TAaKUX JaHUX IEBHUM
YMHOM YCKJIAQIHIOIOTh aHAJIITUYHUN Tmporec. BpaxoBylounm BUKIaAeHE, IPEICTABIAETCS
JOLTBHAM HAaBECTH OMH 13 METOMIB, IKMI MOXe OyTH BUKOPUCTAHO I BUPIIICHHS 3aB/IaHb:

1) HakOTUYEHHS;

2) 06po0OKw;

3) Ta aHami3y NaHUX 13 COLIATTbHUX MEPEK.
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HakxonudenHsa ganux

Ha renepimHiii yac icHye 6arato pi3HOMaHITHHUX IPOTpaM 1 CepBiciB, OPIEHTOBAHUX:

1) Ha winboBe 30MpaHHS JaHUX 3 OKPEMHUX PECYpCIiB 13 MOMIJIMBICTIO iX IMOAAJIBILIOTO
aHayizy;

2) Ha KOMIUIEKCHE BHUPIIICHHS 3aBaHb 3aBaHTaKEHHs 3 pecypciB B Mepexi [HTepHerT.

3 TOYKHM 30pYy YHIBEpCaJbHOCTI OLNbII BUTITHO BHIVIAJA€ Jpyra Kareropis 3acoOiB.
3BakalouM Ha 1€, B IKOCTI MPUKJIAy POJAEMOHCTPYEMO OKPEMi TEXHIKM HAaKOIMUYCHHS JAaHUX 32
nonomororo mporpamu Octoparse (wWww.octoparse.com), MpHU3HAYEHOI Ui BHIIyYEHHsS BeO-
JaHUX.

[Ticna aBTropu3awii y BCTaHOBJIEHOMY 3aCTOCYHKY CJiJi 0OpaTH cHoci0 BHUIIYYEHHS IaHHX
(puc. 30). Y HaBeeHOMY NPUKJIa/li OyAeMO BUKOPUCTOBYBATH PO3IIUPEHUIN PEXKUM.

Home

+ P"] 2

Adwvanced Mode

Task Templates

Import Task(s)

€ Create a New Group

Puc. 30. OGpanHs cioco0y BUITy4EHHS TaHUX
V BiKHI, IO BIAKPHUIIOCS, CIIi1 BBECTH aJpeCy CaiTy, 3 AKOro NOTPiOHO 3aBaHTAKUTH JaHi
(puc. 31).

Home New Task

+ New Task Group MyGroup MNew Group
Dashboard Input URL(s) Enter manualky Import from file Import from task Batch generate
Quick Filters Website httpsy/Aan facebook.com/f

Recent Tasks

Teamn Collaboration

Jata Service

Contact Us

Puc. 31. BuznaueHHs caiTy, 3 SIKOTO IJIAHYETHCS 3aBAaHTAKUTH JaHi
Sxmo Ha3By CalTy BKa3aHO BIpHO, TO TMICIs HATUCKAHHS KHONKK Save el calT
BIJIKPHETHCS Y HOBIM BKJIAIII, MiCIsI YOTO JJIS 3aCTOCYHKY MOTPIOHO BU3HAYUTH MOCIIIOBHICTh
I 3 aBTopu3aiii (puc. 32).
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& Tips £ 4+ Tips A
@ Tad ikl . G) Button selected. Click to select
more elements, or choose from the

following options.

EREiLie Sane ooy Click clement @& o
Extract text box value &) z Clice butten |2

Extract the text of the zelected element (21

Extract the outer HTML of the selected

element (3 — Extract the outer HTML of the selected

Hover on the zelected text box (0 elerment {5

YBinTv| ! Unido action Hower on the selected butten &

Leep did single butten (2
3afyn napo, € DM > FORM > D > DM > INRUT [4 eeRE AT R e
3abynu Napo. Undo action

i > DIV > FORM > DN > BUTTON [£]

CreopuTh oBnikoBKid sanuc
CTeOpHTH 0BNIKoBWIA 3anuc

Puc. 32. HanamtyBaHHs Tpo1iecy aBTopU3ariii
BusnaueHa nociailoBHICTD A1l MPEACTaBISETHCS B OJHOMY 3 (DpeiiMiB MporpamMu B SIKOCTI
omok-cxemu. Came y Wil YacTUHI CIiJ M0AaTH OJOK, 32 JOMOMOTOK) SIKOTO BiJKPUBATUMETHCS
notpibHa cropinka (puc. 3333).

Workflow » Workflow » < GotoWeh Page () (O »

Action Go to Yeb Pagel

Tirmeout 205

Go to Web Page URL hittps:/ e Fafeb oo I JsoM (@)

Load URLs in the loop

Go to Web Page

Enter text w  Before page render
Perform the action when one or more

conditions are met
Enter textl

Wait before action

Wait until a designated element appears

Click Item
Options
hd
Click Clear cache before loading the web page
Extract Data Use cookie
Y
Loop ()

> After loading page

Branch Conditions
> Retry

Open Page

Enter Text Cancel “

Iterate through Dropdown

Hower Ower

End Loop

Puc. 33. HanamtyBaHHs BIIKPUTTS MOTPiOHOT CTOPIHKH

VY naHoMy BHIAAKy CIpOOYeMO 3aBaHTaXWUTU iH(OpMaIil0 Hpo Apy3iB 0ocodH, sKa
CTaHOBUTb iHTEpEC, Y (hopMarTi:

- iM’s1 0cO0H, sIKa CTAaHOBUTH 1HTEPEC;

- IM’s1 IpyTa;

- MOCUJIAHHA Ha HOTO0 Mpo(difb;

- mocuyaHHsA Ha (oTorpadiro npodins apyra;

- 3arajibHi BiIOMOCTI Ipo Apyra.

J1Jiss BUKOHAHHS [[LOTO 3aBJaHHs HAWMPOCTillie HATUCHYTH «Auto-detect web page datay.
[licns mpoBeneHOro aHamidy Ciifi CKOperyBaTH CTPYKTYpPY BiJIOBIJHOTO MAacuBY HaHUX IS
3aBaHTa)KEHHs Ta HATUCHYTHU KHOMKY «Create workflow» (puc. 34).
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<+ Tips

»

(7} List data detected. Preview your
data at the bottom and choose
how you'd like to extract the data.

< Extract the data in the list

_ Add a page scroll ()

| Select an element on the pagel

@ Click the page element you'd like
to extract.

Current date & time

Page-level data > |

1 Fixed value Create workflow Cancel

# D& Title Title_URL Image Wsgmeags

i e | A ktpsfarven facshoclcom fpralin phEfid =100, bitpsscontent ee | Laocbedresy,. ST
2 __g ] 1 Biktps:fevan Saceboalcom (ST hiltpsydfenntent-iov]- Locbednrey. A

3 i L - mittpisfaven Saceboak.com GG Bltpsdscontent-iev]- Lacibedrirety. (. &

& L 4 v it e facsbel. com ARG Eltpssfseontent-iee]- Ledbedn netl.

5 A W !\. - comjprolie phpfid=100. b 1ttty |

Puc. 34. BuzHaueHHs CTPYKTYPH AaHUX JJIs 3aBaHTaKCHHS
[Ticns Toro, sik c(hOpMOBAHO MOCHIJOBHICTh 3aBAHTAKCHHS JaHUX, B OKPEMHUX BHIIaJKaX
MOX€ 3HaJOOMTHCS BHECTH 3MIiHHM JO NPOLECY BUKOHAHHS OKPEMHX OJIOKIB 3 BHKOPUCTaHHSIM
HaJlamTyBaHb (puc. 35).

Workflow b 4 < Loop ltem ® » < Loop ltem ® »
’ Action Action | Seroll Page
v Advanced Options v Advanced Options
Loop kode  Wariahle List Loop Mode  Scrall Page
ffdiv@class="B3agxB0 btwcx 143 Thelo | [ Seroll @ tothe bottorn of the page
Elernent in [frarme far one screen

Loop items [296] (Only the first 100 iterns are
showen here)

Repeats 100

End loop when there's no mare content to

load @

Wiait tirme 1s

> ExitLoop

> Before action is performed

Cance' “

= Scroll Page

- > ExitLoop

l' > Before action is performed

Cance' “

Puc. 35. HanamtyBanHsl BAKOHaHHSI OKpEMHX OJIOKiB
[Ticns mpoBeneHHs BIANOBIAHUX HalAMITyBaHb CIif 30eperTd 3MIiHM Ta BHUKOHATHU

MOCJIIJOBHICTh LUIAXOM HATUCKAHHS KHOIIKU . 3aBaHTaXeH1 JaHI MOXHa 30eperTd B
pi3Hux (opmartax sk Ha puc. 36.
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Data Extracted Export local dats (Rvachyow_friends) - 5

#  Data field Title Tite URL Image )
1 A - hittps:, faceboo., htfpsyfscontent-ievi., =

v BRI acg0o SRty @® Excel (xsx) csv HTML
Py [ T https:/fwannfacebon...  hitps:ffscontent-ievl .

JEON

<1 184 195 [ 195 ]

Data extracted: 1952 linels) Run time: 31min 175 Linesfmin: 52 linels)
Puc. 36. EkciopT 3aBaHTa)K€HHX JaHUX

[Ticns Toro sk ofepxKaHo Mepiuii Habip JaHUX PO APY3iB 0COOM, SIKa CTAHOBUTH IHTEPEC,
fioro noTpiOHO 0OPOOUTH TAKUM YMHOM, 1100 chopMyBaTu mepenik MocuilaHb Ha JAPy3iB IHIIMX
0ci0, SKUX MOTPIOHO TaKOX MOCHIAMTH Ha erami aHamizy. Ilpu mpomy moTpiGHO BpaxoByBaTH
pi3HuI0 y (OpMyBaHHS IOCHJIaHb A OOJIKOBHX 3amuciB, Akl MIcTiATh ID y mocunanzi
npodimo Ta AKi MICTATH JIiTEpHI Ha3BM mpodimto, Hampukiag, www.facebook.com/example.
Haii0inpim BipHMM Yy JaHOMY BHIAJKy IpeJICTaBIseTbcsd onaepkaHHs ID s Takux
KOPUCTYBaYiB, a0M y MOJAIbIIOMY YHi(IKyBaTH NEepeiK MOCUIaHb, HAIPUKJIIA, TaK:

https://www.facebook.com/profile.php?id=1000*******+*4% & sk=friends

CchopmoBanuii mepenik MHOCHIaHb MOXHa 30epertd B TaOIMYHOMY ab0 TEKCTOBOMY
¢dopmari.

[Ticns BUKOHAHHS OMHMCAHUX I MOXHA LHUKIIYHO 3aBAHTAXXUTH BIJIOMOCTI TPO JIPY3iB
0ci0, SKi CTaHOBIATH IHTEpec, AN mojanblioro axamizy. Jlms mporo B mporpami Octoparse
noTpiOHO BUOYAYyBaTH IUKJI, B paMKax sKOro OyxyThb HOCHIJIOBHO BiIKpHUBATHUCS BH3HAuUCHI
CTOPIHKH, 1 3 HUX 3aBAaHTAKyBaTUMYThCS JIaHi.

JUis  CIpOIIEeHHS BHMKOHAHHS I[bOI'O TPOLIECY MOXHA CTBOPUTH HOBE 3aBJAHHS Y
PO3IIMPEHOMY PeXHUMI Ta 00paTu iIMIOPTYBaHHS aapec 3 daiiiy (puc. 37).

+ New Tazk Group My Group Mew Group
Dashboard Input URL{s) Entar manually Impaort fram file ‘ Impart from task Batch generate
Quick Filters v Select File wirls et
Recent LRL Preview hittps: fAnananf ace _————

https: ffnanafac L —
Team Collaboration https:/iwfac 3l ]
https:/Anen.fac _  e———
hittps:/ e fac S ——
Data Service https:/fwvenfac | L ——
https: fAnanafac L ———
Contact Us https:/feneac
hittps: fhananeefac i L ——
https: A fac L eee—

10 walid LRL(s) Note: only the first 100 URLs will be used to build the task.

Puc. 37. HanamtyBaHHs BIAKPUTTS JIEKUTBKOX aIpEeCHUX PAIKIB y UKL
VY nojanbmoMy miAroTOBICHUH KT MOYKHA TIEPEHECTH JI0 BXKE ICHYIOYOTO 3aBIaHHS a00
JoaaTy iHmi noTpiOHi O6J0KH, K y paHille HaBeIeHOMY BHIAJKY (puc. 38).
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Y

Go to Web Page

Y

Go to Web Page Enter fext

v

Enter text]

Click | tem

4
‘ |< I‘ I‘

= Loop URLs1

Go to Web Pagel

‘ I‘

= Scroll Page

= Loop Item

Extract Data

| | | I

Puc. 38. ®opMyBaHHS UKIIYHUX TOCTITIOBHOCTEH
3a moTpeOwu, micist BUKOHAHHS TOCTIIOBHOCTI CIIijl BUAATUTH qyOiikaTu 3amucis (puc. 39).

X

Remove Duplicates

5429 line(s) of data have been extracted (include
5422 unique linefs) and 7 duplicates), Choose the
data vou want to export,

Cancel All data Remowe duplicates

Puc. 39. HanamryBanHs BufaneHHs QyOiKaTiB
[Ticns 3aBaHTakeHHS YCIX MOTPIOHUX MaHMX, 1X CIiJ HAJNCKHHUM YHHOM OOpOOHTH, AJs
TOTO 100 IMITIOPTYBATH JI0 MPOTPAMHOT0 3a0€3MEeYCHHS, TPU3HAYCHOTO /ISl aHAIi3Y.

O0pobka nanux

VY sKoCTI cepeloBMIA JIs aHali3y Moxke OyTu BukopucrtaHa miardgopma Gephi.
BpaxoBytoun 1ie, moTpiOHO 0OpOOUTH Ta MpEeACTaBUTH HAKOMMYEHI JaHi B (hopMaTi, IpUIaTHOMY
JUIsL IMITOPTY J10 3Ta/IaHOTO CepeOBUINA.

Crnepury, y cdopmoBaHoMy (¢aini ciig Buaanutu iHdopMmaliio, fka Morjia TyAu
MOTPANUTH OMHIIKOBO. SIK IIPaBUJIIO, TaKi JaH1 pO3TALIOBYIOTHCS HAPUKIHII BIJOMOCTEH Mpo
Ipy3iB KOHKPETHOI 0cOo0u.

[Ticns mpoBeneHHs MONEPEIHbOIO OYMIIEHHS MAJs 3pYYHOCTI MOTPIOHO NPU3HAUYUTH
YHIKQJIbHUH 11€HTU(IKTOP KOKHOMY KOpucTyBauy. Lle MoxkHa 3p0OUTH, HApUKJIIal, TaK:
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1) ckomiroBaTu Ha OKpeMUi apKy1 10KyMeHTy Excel mocunanss Ha 3aBaHTaxeHi mpodini

. . E*H ¥AINMTE Sy EnMKaTEl . .
1 BUAATUTH TyOJiKaTH 3 BHUKOPUCTAHHSM KHOIIKU B MeHIO «/[ani». Ilicns

I[LOTO TMOTPIOHO MPOHYMEPYBATH 3AIKCH, 10 3IUNIIACH, 1€ 1 OyAe YHIKATBbHHM YHCIOBUM
1IEHTU(DIKATOPOM;
2) 3a 1omoMorow GopmMyu
=MHJAEKC(JIuct2!$B$2:$B$5604; [TOMCKITO3(MCTUHA; UHAEKC(JTnct2! $A$2:$A$S
604—$D2'0)'O))
C(bopMyaTH KOJIOHKy ID na FOJIOBHOMy apKyml tabmui (puc. 40).

| M HFK 12RA2 GR2T M CKNCAY CTVHARHESC aer 2!

& B L (i E
1 i) Made Mame Title_URL

14 15 M " httac:ifwws £, ——'s

B 58 3 ¥ E LGEEE

m
5
@
T
=
-
O
o
]

A
Title_URL o

Puc. 40. HanamryBanHs BUaleHHs 1yOsikaTiB

3) mepeBectu hopMynn y chopMOBaHiii KOJOHIII y 3HAUEHHS IUISIXOM KOMIIOBaHHS caMOl
KOJIOHKH Ta CIeliadbHOI BCTAaBKH T1IbKH 3HAUEHb Y T€ caMme I0Jje TaOHIIi.

Hami, 3a moTpebu, MOXKHa B OKpeMy IarKy 3aBaHTAXHUTH 300paXCHHS JJIsI KOXKHOTO
npodimo. OIHUM 13 BapiaHTIB TAaKOTO 3aBAHTAXEHHS MOKE OyTH BHKOPHCTAHHS MakKpocCy
(HampukIaz, K 3a UM nocuianuaM excelvba.ru/code/DownloadPictures?2).

Jns toro, mo0 mel Makpoc 3ampaiioBaB y 604-po3psiIHUX CHCTEMax CJiJ 3MIHUTH HOro
3aroJOBOK TaK:

#1f VBA7 Then
Private Declare PtrSafe Sub Sleep Lib "kernel32" (ByVal ms As LongPtr)
#Else
Private Declare Sub Sleep Lib "kernel32" (ByVal ms as Long)
#End If
Private Declare PtrSafe Function URLDownloadToFile Lib "urlmon" Alias
"URLDownloadToFileA"
(ByVal pCaller As Long, ByVal szURL As String,
ByVal szFileName As String, ByVal dwReserved As Long,
ByVal IpfaCB As Long) As Long

[Ticns QopmyBaHHA manku i3 300paKeHHAMU BY3JIiB MaiOyTHbOro rpady mnorpioHO
CTBOPHTH /IBa iICYMKOBHX apKy1li i3 BeplIMHaMu Ta pedpamu rpady. [Ipu npomy B apkymi i3
BEepIIMHAMHU CJiJ mependauuTH KoJMOHKY Images i3 Ha3Bamu QaiiniB 300pakeHb I
BiJOOpaXXeHHs B SIKOCTI By3J1iB rpady. Burisa niacyMKoBuX TaOnuik Moxe OyTH sIK Ha puc. 41.
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A B C D E F L€} H
1 Source Target
271 275 270
272 275 271
273 19 272
274 19 273 | .l
275 19 274
276 19 275
277 19 276
278 19 277
279 165 273
Al | Modes | Edges )
foToso o
D2 - £ | =cuenmTe(gazjpe |
A B C (] E F
1 Id Lahel Image Image_formula
2 1)/ v Lipg | Lipg |
E| 2B B 2jpg 2jpg
4 38 SRR Jipg 3ipg
5 4 y 4.ipg dipz
] 5F bE Sipz S.jpg
7 61 1y b.ipg B.ipg
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Puc. 41. 3mict Tabnuup Nodes ta Edges
[TiaroroBneni Tabnuii MOXyTh OyTH iMIOPTOBaHI 110 cepenonuia Gephi.

Amnani3 gaHux
Jiis Toro, 100 BUKOPUCTOBYBATH JIOJIATKOBI TEXHIKU aHAJI3Y Ta BUBOJUTH 300paKCHHS B
axocTi BepiuH rpady y Gephi MokHa BCTAaHOBUTH BiAIOBiAHI MOyl (puc. 42).
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OBHOENEHMA (51 AOCTYMHEIE NOAKTHHEEHEIE MOAYIH (43)  SarpyaeHo  ¥YCTaHOENEHE (74)  (apaMETRE! HACTRORKM

MpoEepATE OOHOENEHHA Nomck:
4
¥cT1a..,  kma KaTteropma Wcxo. .. M, .
- Lineage

[ circle Pack Layaut W A

|:| Isometric Layout Layout t[,m: ABTOP: Walker Spekkink ~
[0 Gealayout Layout G Aara: 02,06,20

|:| Mebwark Splitker 30 Layaout ‘m’ Wico aHbIA daiin: Gephi Thirdparties Plugins

[0 Prestige Plugin Metric &8 Aomawnan crpanvyahittp:ffaithub. comfgephifgephi-plugins/lineage
[ MdsMetric Metric i

[]  Clustering Coefficient Metric W Onvcanve NoAKAKYAeMore MoAY A

BoundingDiameters Suite Metric i
o — 4 : ) ) Im This plugin identifies the ancestors and descendants of a node (identified by the user)in a
[]  EBridging Centralicy Plagin IMetric Gl ) ] )
== = +: directed graph (not suitable for undirected graphs).
[ vectorstatistics Metric [l
[ Minimurm Sparning Tres Other Category 'm Usage: After instaling the plugin, the Lineage option can be Found in the statistics menu.
Image Preview Preview i The user is asked to submit & node {use the Id, not the Label!) and the plugin will find the
[ scripting Plugin Taal [l ancestars and descendants Far that node. In the nodes list, a variable "Lineage” is added
[  Give Colors To Edges Taal it that indicates for each node whether it is the arigin node, an ancestar, a descendant,
] Give Calars To Nades Taal ‘mﬂ’ both anceskor and descendanF (iF will be marked as a hvbrid), or unrelated, Two boolean
C]  MulimodemetworksTransformatio... Tool €@ variables are also added that indicate for each node whether they are aljcestor ar
Linkf] plugi Tl =+ descendant (they can be both when there are cycles in the graph). Two integers are
| Inkriuence: Fugin oo lm added to record the distance of ancestars and descendants from the origin. The
E Mode Color Manager Taal W distances of ancestors ars recorded as negative valuss,
dbscan Tool (]
[1  aroups by partition Tool @@ ¥ ||The “Lineags" variable can be used For (For example) partition coloring and Filtering. h
BeifipaHo 2 noakniodasmen: moayned, 24kE
SAKpBITE Cnpaeka

Puc. 42. BcTraHOBNEHHS 101aTKOBUX MOJYJIiB
ITicna 3aBaHTaKeHHA miarorosieHuX naHuX y Gephi, MokHa MPOBOIMTH iX aHami3 3a
PI3HUMH KPUTEPISIMU Ta BUBOJIUTH IiICYMKOBI pe3yJIbTaTH y BUIIISAI 300paxeHHs (puc. 43).
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Puc. 43. TlinroroBka 10 30epekeHHs Bi3yaTbHUX PEe3yJIbTATIB aHAIII3Y
AHaJOTIYHIM YHHOM MOXHA 3JIMCHIOBAaTH HAKOMUYCHHS, OOpOOKYy Ta MEpeKHHH aHai3
JAHKX 13 HIIUX €JIeKTPOHHUX PECYPCIB.
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5. AHani3 oKalbHUX TAaOIUIb 3 JAHUMHU PO pyX (piHAHCOBUX LIHHOCTEH

Y po6oTi MpaBOOXOPOHHUX OPraHiB YAaCTO BHHMKAIOTH 3aBIaHHSA OOpOOKM Ta aHami3zy
BEJIMKMX MAaCHBIB JIaHUX, IO HAAXOMATh Bil pi3HUX (DIHAHCOBUX YCTAaHOB, Ta MICTATh
iHpopMaLilo Tpo pyX IIHHOCTEH 0ci0, SIKI CTAHOBIATH iHTEpec. [HKOIM pe3ynbTaTH aHalizy
TaKUX JAHUX BUBOJATH CJIIYOrO, aHAJIITHKAa a00 ONEpaTHUBHOIO MpalliBHUKA Ha KIOYOBUX
¢birypanTiB po3ciilyBaHHS Ta JO3BOJIAIOTH 310paTW BaXJIUBI JIOKa3H iX MHPOTHIIPABHOI
nisuibHOcTi.  KpiM  HaBeneHoro, Takuil aHaimi3 € BKpail KOPUCHUM Hpu poOOTI Haj
BIJIIIKOAYBAaHHIM 30UTKIB, 3aBJaHUX NMPOTUIPABHOIO TiSUIBHICTIO.

VY sKoCTi IHCTpyMEHTapil0 Ui poOOTH 3 HABEACHWMH JaHUMHU Yy OUIBLIOCTI BUMAJIKIB
JOCTaTHbO BUKOPUCTOBYBATH TaOJUYHUH MPOLIECOpP Ta CHeLialbHUN 3aCTOCYHOK Bi3yasi3alii Ta
MEpPEXHOTO aHalli3y HAKOMMYEHUX BIIOMOCTEH. Y SKOCTI NMPHUKIaLy HaBeIeMO HEBEIMUYKUN
¢parMeHT aHamiTU4YHOI PoOOTH Haja ¢ailamu, 110 MICTATH iHPOPMALiI0 NPO PyX KOIUTIB HA
0aHKIBCbKHMX paxyHKax JeK1IbKOX 0ciO.

Y naHoMy BHUIAAKy MAa€eMO HHU3KY HaBYaJIbHUX TaONWIb, IO IMITYIOTH BIAMOBIIb
0aHKIBCbKOi yCTaHOBU MPAaBOOXOPOHHUM OpPIaHaM IPO PyX KOIITIB O OAHKIBCHKUX IUIATIHKHUX
KapTkax  BocbMHM  oci0 3a mepiom 1,5 poky Ta  MICTATH  Takli  IOJA:

- OCHOBHA KapTa; - TepMiHAJI; - KapTa / paxyHOK
- IOTOYHA KapTa, - KOJI aBTOpH3allil; OJIepKyBaya;

- laTa TpaH3aKIlii; - ID Tpan3zakmii; - IITH / OKIIO

- DB/CR; - KapTa / paxyHOK OTpUMYBaua;

- CyMa BaJIOTH KapTu; BiJIIIPAaBHUKA,; - [1Ib onep:xyBaua;
- KoMicis; - CTaH paxyHKY; - TUI TPaH3aKIIii.

- KOJI BaJIIOTH; - IITH / €IPTIOY

- OaaHc; BiJITPABHUKA,;

- MCC; - [1Ib BigmpaBHUKA;



OOpaHHs BIAMOBIIHUX IHCTPYMEHTIB, METOMIB 1 TEXHIK aHamizy Oyne 3anexaTH Bia 3aBIaHb, fAKi
MOTPIOHO BUPIMIKUTH. Y TaHOMY BUIAJKYy MOTPIOHO BU3HAYUTH KIIFOUOBUX OCi0, K1 HalO1IbIIe TIOB’ 3aH1
MK CO0OI0 3a KUIBKICTIO TIepeKa3iB, 3 METOI0 BCTAHOBIIEHHS KOJa OCi0 HE OXOIUICHHX yBarorm Ha
MOTIEPEIHIX eTarmax Po3CiiyBaHHS.

Jnis poro MOTPIOHO CHepily NEepeKOHATHCs, M0 BUXIJHI JaHi HE MICTITh AyOnroBaHHS. BoHO
MOJKE TPOSIBISATUCSA Yy HasBHOCTI (aiiiiB, M0 MICTATH iH(POpPMAIIO MO PI3HUX paxyHKax, MpoTe MO
OJTHAKOBUX KapTKax, OJHAKOBHX TPAHCAKIIAX B PI3HUX KapTkax. HaBemeHe Moxke OyTH BHITaJKOBO
BPaxOBaHO JIEK1IbKa pa3iB B OJHOMY MPOTOKOJII a00 aHAMITUYHIN JOBI/II, TOLIO.

[Ticns BUKOHAHHS TONIEPEIHBOT TIEPEBIPKH CITiJT 32 TTOTPEOH BUAATUTH 3 (paiiiliB TaHUX 3aIHCH, SIKi
HE CTAHOBJIATH iHTepecy. Lle MoXKyTh OyTH, HAPUKIIa/, BiIOMOCTI PO KOMICIHHI BUIJIATH IO OMEparlisx,
MOTOYHI MOKYIIKH TOIO. BKa3zaHi JaHi MOXXHA BUIAJTUTH 1 HA €Tari Bi3yalli3allil pyXy KOIITIiB, IPOTE Y
BIJMOBITHMX 3aCTOCYHKax I€ 3pOOHTH, SIK TNPaBWIIO, CKJIAIHIIIE, aHDK Yy TaONMYHHX Tpolecopax,
HAMPUKIIAT, 13 3aCTOCYBaHHAM (IIbTPIB.

[TigrorosneHi TabnuIi 3 JAHUMU MOTPIOHO IMIIOPTYBATH B CEpEeIOBUILE Bizyalizallii Ta aHaizy. ¥
SIKOCT1 TPUKJIy TAKOTO CepeIoBUINA MOXKHA 3ranaT cuctemy IBM 12 Analyst’s Notebook.

3 MEeTOI0 3aBaHTaKEHHS TAaHUX Y BKa3aHEe CEPeIOBHILE CJIil 00paTH BiAMOBIAHI omuii iMoopTy (pHc.
45) Ta MpoOBECTH HU3KY HAJNAIITYBaHb crerudikarii, sKy MoxHa Oyzie y MoJaIbIIOMy 3aCTOCOBYBATH 10
IHIIMX MONIOHMUX (aifiIiB 3 JTaHUMH.

| BbibepuTe pabouuii nnct BhigennTh CTPOKH ] t f ¥

& Ha a7oin CTPaHWUE MOMHO WCKMYWTE CTPOKM 3aT0NoBka W APYrve NoMEYEHHBIE CTPOKM AaHHbIX.

|« Brntounte BIBpaHHyto cTpoky (cTpoku) = MokntounTe BeiGpaHHyte cTpoky (cTpoku) @ 3agaTk CTPOKY 3aronoeka
Crooka Ocwos... Mooy, [fara7.. DB/CR  Cvma .. CvMa.. Komicia Koo B.. Banawc MCC Teomi.. Kona. IDToa. Kaora.. «

-
3 877799.. 777799.. 2020-0.. DB 1204 204 0 980 [1267,86 4814  272407.. 112442 |234567.. 777799..
|4 877799.. 777799.. 2020-0... DB 102 102 0 [980 [116586 4814  772407.. 112443 |234567.. 777799...
5 877799... 777799.. 2020-0... DB 204 204 0 980 |961,86 4814 772407.. 112444 | 234567.. 777799..
6 877799... 777799.. 2020-0... CR 79401 798 3,99 980 [175587 6010  772408.. 112445 | 234567.. 777799...
7 877799... 777799.. 2020-0... CR 79401 798 3,99 980 175587 6010  772408.. 112445 |234567.. 444444...
8 877799... 777799... 2020-0... DB 200 200 0 980 155587 4829  772232.. 112446 |234567.. 777799...
9 877799... 777799... 2020-0... DB 113 113 0 980 1442,87 4814  772407.. 112447 |234567.. 777799...
|10 877799... 777799... 2020-0... DB 200 200 0 980 1242,87 4829 772232.. 112448 |234567... 777799...
|11 877799... 777799... 2020-0... DB 100 100 0 980 114287 4829 772232.. 112449 |234567... 777799...
|12 877799... 777793... 2020-0... CR 1170 117588 588 980 2312,87 6010  772409.. 112450 |234567.. 444444..
|13 877799... 777799... 2020-0... CR 1170 117588 588 (980 12312,87 6010  772409.. 112450 |234567... 777799...
|14 877799... 77779%... 2020-0... DB 2300 2300 0 1980 1287 6011  7Z2410.. 112451 |234567... 77779%...
|15 \877799... 777799... 2020-0... |CR 134374 [o3005 176|980 |362,61 6536 ZZ2361.. 112452 |234567... 77779%...
|16 B77799... 77779%... 2020-0... |CR 134374 o5 1,76 (98D |362,61 6536 ZZ2361.. 112452 |234567.. 444444...
17 (877799... 777799... 2020-0... DB 1350 300 1980 1261 4829 7Z2232.. 112453 |234567.. 77779%...
|18 [§77799... 777799... 20200... |CR 1995 1000 5 980 (100761 6536 ' (112454 |234567... | 777799...
|13 [877799... 777799... 20200... |CR [995 1000 5 B (100761 6536 ' (112454 [234567... 444444...
|20 877799... 777799.. 2020-0.. DB 150 150 0 [980 (85761 4829  272232.. 112455 |234567.. 777799..
|21 (§77799... 777799... 2020-0... DB 14320 14321 0 '980 (7144 4829 772232 112456 | 234567.. 777799..
|22 877799... 777799.. 2020-0.. DB 1200 200 0 980 (5144 6011 772411, 112457 |234567.. 777799..
|2 877799... 777799.. 2020-0... DB 101,57 10157 0 |980 [412,83 (5411 772412.. 112458 |234567... 777799..
124 /77740 77779 ANIN-N R 124 Q 184 § n aan 7703 C411 77 1174E0 FR4ARRT FITTO0

< >

Ecru kakaa-nubo cTpoka copep#uT 3aronoskk cTonBUOE AaHHEIX, BBEAMTE HOMED STON CTPOKW HIKE,

HSBHE‘-H: saronoski cTonbUos 13 CTPoKK: 2

Ecnm CTPOKM, COOepallMe KOMMEHTApKH UNM JaHHbIe, KOTOPBIE CNedyeT WIHOPWPOBaTE, NoMEYaHE! CNelHansHEM CUMBONOM, BESOWTE 3TOT CUMBON HIHE.

0
[T WrropuposaTs crpoku, HaumHatoumecs c L

Coxpanuts - 3akphiTe < Hazap Crpaska

Puc. 45. BuznaueHHs 3aroJioBKiB
Ta HAJIALITYBAaHHS HEBPAXyBaHHS OKPEMHX PSIKIB
V pasi notpebu B HE3HAYHOMY peJlaryBaHH1 IMIOPTOBAaHMX JIAHUX MOXHA BUKOPUCTATH CHeliajIbHi
1HCTpYMEHTH $IK Ha puc. 46.
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Puc. 46. Ilonepeane peaaryBaHHs JaHUX JJIS IMIIOPTY
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Puc. 47. HanamtyBaHHs cCXeMH 3 JaHUMU

Pesynbryrouy crnenugikanito moTpiOHO 30epertd Ta 3a ii JOMOMOTOI0 JOAATH J0 CXeMH YCi
noTpiOHi Tabnuui 3 fanuMu. Hagani iMmopToBaHi AaHi MOYKHA YIOPSJIKYBaTH Ta po3paxyBaTH Ui HUX
JesIKl TIOKa3HUKH B PAMKax MPOBEJCHHS MEPEXKHOT0 aHai3y (puc. 48).
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Puc. 48. 3aiiicHeHHs TONEPEHHOTO MEPEKHOTO aHATII3Y
OpraHi30BaHMX JIaHUX
HaBenena cxema He MOXKE 3pyYHO CHPHMMATHCS SK QHAIITHKOM, TaK 1 KIHIIEBUM CIIOKHUBa4eM
AQHAJIITUYHOTO MPOAYKTy. BpaxoByroun me, moTpiOHO BHIATUTH HEpEJIeBaHTHI JaHI 31 cxeMHu abo
o0’enqHaTH iX B OKpeMmi Onoku. [l Kpamoro CHOpUMHATTS BiJoMocTed OaxaHO NpUB’s3aTH A0
BIJIMIOBITHUX BY3JIiB 300paskeHHs 0Ci0 Ta MPOBECTH KJIacTepH3allito HOBOi cxeMu (puc. 49).

O‘ ‘;. -"_'.I-Jr"fll.;c;' . /L & ? 0.. @ q Tt

T Haifti nvinvona obeni Havma i | e Ppegcrassenns | SamGl - foxmar. sneusima | CromapoBaTLm | Causwan
nakck 00asumicura cane recToroaMISY Ao COGMARMMGRESTH  Cxowu ke capTo  wowpo crawy T cbuogsains T
FsAr aneuenTM Haiir cere Moy ALEaA

= AMan coLMAIEHOE ceTH VAN

" Pesvmtare O Beca

[ Bermcnion; Mpomeyrod
@ ooy ) Corm

2
Teyses gy

,..
-

it

i

[ ———————

< 2

Puc. 49. TIpoBeneHHs KiacTepu3allii 3SMEHIIIEHOT KUTBKOCTI BY3JIiB

VY mopanbmoMy cxeMa MOKE YJOCKOHATIOBATUCS BiIIMOBIAHO JO TMOCTABICHUX 3aBllaHb, a TaKOX
BUKOPHCTOBYBATHCS i1 YacC MiATOTOBKY aHATITUYHUX BHCHOBKIB.

3aBgaHHs
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1. Bignpamtoiite podory mporpamu Hunchly. CdopmyliTe 3BIT Ta CHHXPOHI3yHTe pe3yiabTaTh B
Google-tabmuni. Bukonyiite 1e 3aBaHHs B mapi.

2. OzHnaiiomTech 3 poboToro nporpamu Kuiper, miaroryiire 3BiT.

3. Bume Oyno omucaHo mpukiaj aHamizy nanux 3 rpyn Telegram. IlogiOnum 4uHOM MOXHa
NPOBOJUTH aHalli3 KaHamiB Telegram, Jie 3B°sI3KM ONMUCYIOTHCS NIEpECIaHUMU MOB1IOMJICHHSIMH 3 OJJTHOT'O
KaHaly J0 IHImOro a0o BIAMOBITHUMHU 3rajayBaHHAMU. OCKUTBKH JaHiI KaHAJiB JOCTYIHI JUIs
MOTIEPEAHBOTO OTJISAY uepe3 BeO-10cTyn, MOkHa 0e3 aBTopu3allii B Telegram mi3HaTHCA BITOMOCTI TIPO
KUTBKICTh YYaCHHUKIB KaHally, TMOBIJIOMJIEHHS B HBOMY, 4Yac iX pO3MIIIEHHsS Tomo. BpaxoByroun
BUKIIaJieHe, o3HaiiomTecs i3 crtarrero «Telegram Network Visualization — Tracing Forwards and
Mentions» (https://medium.com/dataseries/telegram-network-visualization-tracing-forwards-and-
mentions-75746712fcf) ta npoananizyiite kinbka Telegram kanamiB 3a 3aBJaHHIM BHUKJIa/1a4a.

4.3a momomororo pecypcey https://combot.org/telegram/top/groups o0patu AeKiIbKa TPyIm 3
BIJIMIOBITHOIO MOBOIO 3a 3aBJaHHAM BuUKiafgada. [IpoanamizyBaru ix. IligroryBaTu aHaliTHYHUN
BHCHOBOK.

5. 3a BU3HauEHUM KpUTepieM chopMyHTe TaOIUIIO 3 TaHUMHU [IPO CAWTH, IKi CTAHOBJIATH IHTEPEC.
CrnpoOyiite mpoaHani3yBaTH MiArOTOBIEHI JaHl 3 BUKOPUCTAHHSIM OHJIaiiH-CEepBICiB Ta BCTAHOBJICHOTO HA
KOMIT 10Tepi porpamMHoro 3abe3nedeHHs. [lopiBHANTE ofepkaHi pe3yIbTaTH.

6. 3aBaHTaXXTe Ta IpoaHaiidyire iH(opmamito mpo apysiB (mixmucHukiB) 10 oci® B oxHid i3
couianibHuX Mepex. Ilin yac BUKOHAaHHS 3aBJaHHS CHPOOYHTE TaKOX HAKONUYUTH BIJJOMOCTI MpO
KUTBKICTB JIpy3iB (IIAMMCHUKIB) JUTSI KOXKHOT OCOOHM Ta PO3MITHTH iX B OKPEMOMY I10JIi TabJIHIIi 3 HA3BOIO
Size. IlpoBeniTh aHami3 i3 ypaxyBaHHAM 1o Size.

7. O3HaliomTech 13 MarepiaioM 3a anpecoro: https://infosecwriteups.com/data-exploration-and-
visualization-on-leaked-clubhouse-data-25408b03664. CnpoOyiiTe mnpoBecTH aHalIOriuHy OOpOOKy Ta
Bi3yauizamiro JaHux cormianbHoi Mepexi Clubhouse.

8. O3naiiomrecs 3 yrunitoro TikTok Scraper (github.com/drawrowfly/tiktok-scraper). 3aBanTaxxre
Bigomocti ipo 10 kopuctysadiB ceppicy TikTok. IToOyayi#iTe rpad Ta mpoBeAiTh BiAMOBITHHI MEPEKHHUNA
aHaui3 Ha0yTHX JaHUX.

9. Ins HamaHux TaOMWIP JAHUX BU3HAYUTH OCIO, SKI CHCTEMHO 3JIMCHIOBAIM TPAHCAKI MiX
paxyHKaMH OJIHa OJIHOI, 13 BHBEICHHSAM KUIBKOCTI Iepekas3iB Ha pebOpax rpady. IloOGymyBatu rpad.
3MiCHATH MEPEKHUH aHAJli3 3aBaHTAKEHUX JTAHUX 32 JJOTIOMOTOI0 3aCTOCYHKY.

10. I[ToGynyBatu cxemy, e By3iamu rpady OyayTh BiIOMOCTI po 0ci0, SKi nepexkasaiu CyKyInHO
oimeme 1000 rpH. Po3paxyBaTtu MepexHI TOKa3HUKH Ta BHU3HAYWTH Kiactepu. Ha peOpax rpady
BiJJOOPA3UTH 3arajibHy CyMy IepeKa3iB 3a BiJIOBIJHUM HAIPSIMKOM.

11. TlopiBHSATH oOnepkaHI CXEeMH Ta MIATOTYBaTH (parMeHT aHaliTUYHOIO BHCHOBKY 3a
pe3yJbTaTaMH ONpAIIOBAaHHS BKa3aHHUX JaHUX 3 ypaxyBaHHIM cuctemu SW+H.
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JlaboparopHe 3anaTTs. [lopiBHANEHUHN aHAI3 crIpaB

HaBuannHa MeTa 3aHATTS: BIANPAIIOBATH HABUYKH aHAII3Y HAJAXOKYBAHOI iHGopmall.

Yac mpoBeneHHst 2 rona__. Miciie mpoBeeHHS: KOMI ' FOTEPHUHN KJ1ac

YcrarkyBanss: nepcoHanbHui komn ' 1otep (I1K) 31 BcTaHOBIEHOIO OnepaiiHO0 CUCTEMOIO
Windows XP a6o Bue.

3aBnaHHs |
[TpoBecTr NOPIBHAUIBHUE aHAI3 ONUCAHUX MOIN, pE3yIbTaTH CIIiJ] PEACTABUTH y TAOIUYHOMY
BursiAi. Ha mijgcraBi aHaiizy pe3ysibTaTiB MOPIiBHAHHS MiATOTYBATH aHATITHYHUI BUCHOBOK.

Bxigni mgaui:

OpientyBanus 1

VBeuepi m’sataui 20 rpyaHs 17-piuamii crygent [esin ®. ta 16-piuna cryaentka berri [l
ninu Ha nobavenHs. [lapa mimanyBama BiABiATH PI3ABSIHUN KOHLEPT HEMOAANIK Bix nomy berri.
Hatowmicts Ha aBTOMOO1ITI «PeMOnepy, 1o HanexaB Marepi [leBiia BOHU MOiXaaH B TOCTI 10 MPHUATEIBKH,
HIiCJI 4Oro Beuepsuid y MicleBoMy pectopasi. [lo 3aBepiueHHi Bedyepi mapa moixaja Ha aBTOMOOLTI
B3JIOBX MICIIEBOTO 03epa Ta 61u3bko 22:15 npunapkoBaia aBTOMOOLTE Ha CTOSHIT, 3HAHIHN K «MICIIE JUIs
noOadeHby. HeBnoB3i 3a aBTOMOOiIEM CTYACHTIB 3yNUWHUBCS IHIIMKA aBTOMOOIIb, 3 SKOrO BHMHILIA
JIOAMHA Ta 3BeNijia CTYACHTAM BUXOAWTH 3 MammHu. Crovarky BHMHIIIA CTyJEHTKa, a moTiM J[leBin.
Oco0a, sika 3Belnijia BUWTH cTyIeHTaM, 3poouia noctpin y Jlesina. berri, Hamaraio4unch BTEKTH, Bia0iria
Ha 8,5 M. 3a 1eit yac BOMBIIS BUCTPIMUB Yy Hel 1T’ sTh pa3iB Ta moixas. [licis 23:00 Tpynu 060X sxepTB
BUSIBIJIA MICIIE€BI MEIIKAHIT.

OpienTyBaHHs 2

VY m’sTHUmIO 4 JUMHS HACTYMHOTO POKY TMicis Hamaay Ha cryneHtiB Jleeima @. ta berri .
cranacs iHma noxis. bauzeko 00:00 Hapnin @. Ta Maiikn M. Ha aBromo6imi IlleBposie mpumapkoBanucs
01151 MapKy, 10 po3TaIIOBYBaBCs Ha BiAcTaHi 6,4 kM Big Micig Hanany Ha Jlesina @. ta berri /1. 3a 10
XBUIMH m03any llleBpone mpumnapkoBaBcsl iHIIMKA aBTOMOOLIb, SKHH CIOYaTKy Moixas, mpote 3a 5-10
XBHJIMH 3HOBY IOBEPHYBCA. 3 I[bOTO aBTOMOOLISI BUHIIIOB YOJIOBIK 3 JIIXTapeM Ta miiimos 1o Lllespoie 3
00Ky MacakupcbKOro CHJIIHHS, Jie 3HaxoauBcst Maiikin M. YonoBik, miACBidy04H JiXTapem, 3p00uB 11’ ATh
NPULIIBHUX MOCTPLTIB 1o nacaxkupax LlleBpore 3 micTonery «JIrorep» kamiopy 9 Mm. 3anumiaioun Micie
noJii, 3JI0YMHENb MOYyB CTOriH Maiikia M., moBepHyBCS Ta BHKOHAB III€ 1O J[BA MOCTPUIM B KOXKHY
xepTBy. Ilicas 1mporo 4YoNIOBIK MOixaB 3 wmicus moxii. Y pesynbraTi oTpumanux TpaBM J[lapmin O.
3aruHyna. Maiikiay M. BIanaocs BUXKUTH.

Hactrynaoro gust o 00:40 3moumHenps 3atenedOHYBaB B TONIMIIO Ta MOBIIOMHMB IPO BYMHEHHS
3JI0YHMHY, a TAKOX B35B Ha ceOe BIAMOBIIATBHICTD 32 BOMBCTBO «THX XJIOI SITOK MHUHYJIOT'O POKY».

OpientyBanus 3

VY cyboty 27 BepecHs TOTO X pPOKY, Koiiu ctaBcst Hanaj Ha lapnin @. Ta Maiikina M., BigOymnacs
me oxna moxis. bpaiian X. ta Cecimis Enn L. BinxmoumBanu Oinst o3epa Ha OCTPOBI, MOEAHAHOMY i3
CYIIEIO TTICOYHOK0 KOCOI0, Koun 0 18:20 10 HUX MiAINIIOB YOIOBIK, OJSITHEHUH Y (apTyx 3 eMOIeMor0 y
BUTJISIII IEPEKPECICHOTO KOJIa Ta YOPHUU KaImoIIoH kaTa. [Ipu mboMy oTBOpH i 04eii Oy10 IPUKPUTO
COHIIE3aXUCHUMH OKYJsipaMu. [Ipu co0i 40sIOBIK MaB MiCTOJET Ta HiXK. BiH MOSICHUB, 110 € 37T0YUHIIEM,
SIKUH BTIK 3-T1]] BAPTH 1 HoMy TOTPiOHI rpoIiri Ta aBTOMOO11b, 100 BUixaTu 10 Mekcuku. YomoBik 1aB
Cecinii Enn L1I. MoTy3KYy, sSikOI0 Haka3aB 3B’s13atu bpaitana X. Ilicis 11boro 3710BMHCHUK 3B’s13aB Ceciltito
Enn 1. bpaiian X. BCTYNHB B JiaJIoT 3 HAIaJHUKOM, OCTaHHIN MPOJIEMOHCTPYBaB HOMY CIIOPSKEHUIH
MarasuH, MPOTE 3asBUB, IO 3aCTOCY€ NMPOTH HUX HDK. Ilicias 1BOro 3J0BMHUCHHK HOXKEM HaHIC Cepiio
yaapiB 06om xeptBam. [licis mporo HanmaJJHUK HAMaTOBaB Ha aBToMOOLTI bpaitana X. 3akpecieHe KoJo.
3romoM 3704YMHENb 3arenedoHyBaB 10 HoJimii Ta moBimomuB mpo 3nouymH. Cecinmii Enn L. Oyno
HaHECEHO 24 ynapy HOXKEM, NMPOTe KOJIU i1 BUSBUIIM BOHA OyJia MPUTOMHA Ta 3MOTJIa IOKJIATHO OMUCATH
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370YMHIS. 3rofoM BoHa mnomepia, bpaiian X. BwxkuB. Ha Micli BUMHEHHS 3JI04MHY BUSBUIIA CIiA
apMiHCHKOTO YEepPEeBHKA.

OpientyBanHs 4

VY cy6oty 11 >XOBTHA TOro > POKY, KOJM Tpamujacs nomepenHs nonis, oimsbko 21:40 mo
aBToMoOUTs Takcucra [loma C. ciB macakup Ta TOMPOCHB MiABE3TH HOTO 0 Mepexpects Byaulb B. Ta
M. O 21:55 takci 3ynMHUIOCS 3@ KBapTaJl BiJ 00YMOBJIEHOIO MiCLisl BUCAJIKU Ha po3i Bynuub B. ta Y.
[MTacaxxup BOuB [loa C. mocTpijoM y rojioBy 3 MiCTOJIETY Kaniopy 9 MM. BOuBIS 3a0paB i3 co00k0 KITFOUi
BiJl aBTOMOO1JIs, raMaHelb Ta YaCTUHY COPOYKH *epTBU. Lle mobaumiu cBiiKH, SKI BUKIMKAIN HOMTIL0, a
TaKoX TOBIIOMIJIM, IO BOUBIL BUTEp CHiAM cBoro mnepebyBaHHs y Takci. Ili3Hime BOUBISL
3aresneOHyBaB y MOJIIiIO Ta OBIJOMUB, 1110 HOTO 3yNHUHSIN MAaTPYJIbHI, IPOTE HE 3aMiJ03PUIH Y HBOMY
3TIOYMHIIS.

OpientyBaHHs 5

VY Henimo 22 6epe3Hst HacTynHoro poky micist Bousctsa [lona C. 23-piyna BaritHa Ketnin /1. 13
10-Mics/UHOIO TOHBKOO TXaja 10 CBOET MaTepi B iHIIEe MicTo. Jlopororo il moyaB CUTHAII3yBaTH BOJIIMH,
KM BKa3aB Ha IOraHe KpIIJICHHS NpPaBOro 3aJHbOr0 Kojeca Ta 3alpollOHyBaB JIOMIOMOITH 3 HOro
¢ikcamiero, Ha MO KIHKA TOTOAWJIAch. 3a JESIKUH Yac TMICIHs «PEMOHTY» KOJIECO BIIBAIMIIOCS, a
«PEeMOHTHUK-BO/IM» 3ampornonyBaB mifBe3td Kermin JI. 3 JOHBKOIO 10 HaiOnIMK4oi aBTO3ampaBHOI
cranmii. He3Hallomenb BO3HWB MacaXMPOK JEKiIbka ToauH, a Ha 3amutanHs Kernin [I., yomy BiH He
3YNUHSETHCS OIS 3alIpaBoOK, IEPEBOIUB TEMY PO3MOBH. 3a JEsIKUI yac BO/IN 3yIMHUBCS Ha MEPEXPECTi
Ta MMOBIIOMUB KiHKY, 110 BO € ii, a JOHBbKY BUKHHE. [louyBIM 11€, J)KiHKA CXOMMIIA JOHBKY, BUIUTUTHYJIA 3
aBTOMOOUIA Ta cxoBajacd y moumi. [li3Himle BOHAa MONYTHUM aBTOMOOUIEM Joixana 1o momimii, e
MOBiIOMUJIa TIpO Te, 1o cranocs. B momimii Kermin JI. 3BepHyna yBary Ha MOPTPET MiO3PIOBAHOTO Y
BOuBCTBI [Tona C. Ta Bka3zaina, 1110 came 1ieil YOJI0BIK MOTrpoxkyBas iil. 3a fneskuii yac aBToMo011b KeTiin
C. 3Haiinuin 3naneHuM. Sk BBaXkaeTbcsl, 11e 3po0uIIa Ta cama ocoda, 3 SIKOI0 KOHTAaKTyBaJja JKepTBa.

3aBaaHHg 2

CkrnacTv aHAJIITUYHUI BUCHOBOK

Bxinni gani: Ha Micmi moxii Oyo BHIy4eHO HOYTOYK OCOOM, Sika MMOBIPHO TpPHYETHA JI0
BUMHEHHS 3JI04MHY. 32 pe3ybTaTaMU IPOBEICHHS OIJIsAY HOYTOYKY BUCYHYTO OJIHY 3 BEPCii, 1110 TaHHi
NPUCTPId HMOBIPHO BHUKOPHUCTOBYBABCS JIMIIE JUIA JOCTYIy B MEpeXy IHTepHEeT, NpH LbOMY
3actocoByBaBcsi Tor-Opaysep. OmepamiitHa cuctema Heminensiiina Windows 8.1. ¥V mporokomni ormsmy
OPUCTPOIO0 OYyJI0 TaKOX 3a3HAUEHO, IO y MaM’ATi KOMIT'I0Tepa 30€periiucs Ha3BH TOYOK JOCTYILY ISt
nigkmoueHss WiFi (PodVodoy, Sladkiy Pinguin, Gomechko Room344). Takox y HasBHOCTI €
¢$boTopo0OT MiTO3PIOBAHOTO — BIaCHUKA HOYTOYKY.

[Topsitok IpOBEACHHS 3aHSITTSI
1. I'pymy po3aiisioTh Ha TP KOMaH/IH.
2. KoxHiit koMaH/1i TOTPiOHO MPOBECTH MOPIBHSIBHUI aHATI3 CIIpaB Ta MIArOTYBATH aHATITUYHUI
BHUCHOBOK. /[03BOJII€THCS KOpUCTYBATHCS cepBicoM (wigle.net).
3. IlinOnBarOTHCA MiACYMKH.
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JlabopaTophe 3anaTTs. KapTorpadyBaHHs 00’ €KTiB 3a JIONOMOTOIO Pi3HUX MPOTPAMHUX IHCTPYMEHTIB

HaBuannHa MeTa 3aHATTS: BIANPAIIOBATH Pi3HI TEXHOJOTrIT KapTorpad)yBaHHs.

Yac nposenenast 2 rog__. Micue mpoBeieHHs: KOMIT IOTEpHUH KJac .
(KiJIBKICTb TOJMH) (ToJTiroH, KOMI FOTEpHHIT Ki1ac, 1abopaTopis, niHradoHHHIT KabiHeT)

VYcrarkyBanss: nepcoHanbHuil komn 'otep (I1K) 31 BcraHOBIEHOIO ONepaniiHO0 CUCTEMOIO
Windows 2000 a6o BuILe Ta JOCTYIIOM 10 Mepexi [HTepHeT.

¥V cyuacHux Bepcisix Excel € nexinbka iHCTPYMEHTIB, SIKi 103BOJISIOTH MPALIOBATH 3 F€OAaHUMH Ta
Bi3yalli3yBaTH iX Ha KapTi.

OnHuM 13 cnocoOiB NepeHeceHHs JaHMX Ha KapTy € BUKOpUCTaHHA 3BiTiB Power View (micis
2021 poky Microsoft Power BI). [lns aktuBauii miei HaaOynosu (Bepcii 10 2021 poky) ciiJi akTUBYBaTH
Bignosigui Bkiaanku ([lapamerpum a Hamamrysaru crpiuky). IloTiM y MeHIO po3poOHHKA HOTPiGHO
HaTUCHYTH KHONKY HanOynoBu COM Ta BcTaHOBUTH IMO3HAuky HaBmnpoTu Microsoft Power View for
Excel. Ilicns mporo y MeHto BceraBka 3’sBUThbCs KHOmka Power View. SIkmio kHomka He 3’sSBUJAcs, TO
J0JaTKoBO ciij BctaHoBUTH SilverLight Ta cTBOpuTH HOBY HajamTOBYyBaHy IpyIy B CTpidlli i 104aTH
Tyau 3 «Yci komanam» 06’ ekt Power View.

Jns BimoOpaskeHHsT Ha KapTi BIAMOBIIHUX JTaHUX CIiJ BUAUTUTH iX y TaOJHII Ta HATUCHYTH
KHOIIKY Power View. Y pe3yipTari Ha HOBOMY apKVIil BIIKPUETHCSA BUALUIEHA TA0OIUL K HA puc. 1.

%] B DO = Adresi_Koord.xlsx - B

Daiin Fnapnas Beraska Pasmetia cTpammue Dopmynel Havineie Peugrampopanne PaspaboTumnk Powver \iew KOHCTRYWPOBAHIE

= ] T Ay g=]] >
' [ A o ol T | " wl L]
Tabniua funeiivaras Muctorpamma  Apyras | Kapra| Mosawka T p T s Wroru Mepemectits Mepemectute
- AWarpamma = - AWarpamma ~ MOZaNEM KapTo YDOEHN - Brepes ™ Hazag
MpeAcTaBnEHIE NEQEKADHATERT DR ArMEHTH Cpez MapameTpsl Yican TexcT ¥MopagouHTE
lHupor [doero Hassea Kinex result_num osm_id
50,00 36,23 [sepkanbHuii CTpPyMiHb 13 0 702879881
4996 36,26 ObnacHWiA anTeuHwid cknag N2 335 16 0 140693264
50,03 36,23 MNapkoska 0 277838813
50,01 36,22 Cksep Boinis-IHTepHauioHanicTis 0 117394631
49,98 36,26 CrapioH «MetanicT» 0 148932854
50,01 36,24 Crapiown «[lioHep» 8 0 155114400
4997 36,28 Xapkie - banawoBcLKMiA 12 0 177289293
49,98 36,24 Xapkie flesaga 7 0 5445256349
49,93 36,27 Xapkiscbkui HaLioHanbHWIA yHiBEpCWUTET BHYTPIWHIX cripas 6 0 135268798
50,01 36,23 Xapkiscbkuil HalioHanbHuWid yHiBEpcuTeT iM. Kapasina 7 0 10383471

499,89 362,48

Puc. 1. [lepenecenns nanux Ha BKiIagky Power View
Hanami y mento KoncrpyroBanHs ciij HatucHyTH Kaprta, B pe3yibTaTi 40ro MO>KHa HaJIalliTyBaTH
BIJIMOBITHE BiI0OpaKCHHS HA TIOJIOTHI 3aHECEHUX JI0 TaONHII reoanux (puc. 2).
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Tavinias

Peupiowponanne EBug Popaborane Poweriiaw kodcTRpozaHir [N fcrcbat PowerPiot @ lro nusimere cpenan 9 i gacy

ATTEARE CEpATD

5 X [Mons Power View ]
1 6 QTR CTreR 1 S2peeD M |C q I'IO,QILL:? AMBOE B0t
Ll‘ aae : AE flwamanon1
e = | categony
;_ disalay na
i | resutt_num
type
[ 4| ¥ fosra
" 5 Kinsa
B JzepkantHnid cTpyMis
alik .-U...._ KanbHWA cTpyMiHb S
Dak '::I. : @ ObnacHuii anteuHnid cknag N2 335 7] 7 linpos
z @ MNaproska
@ Cuxeep Roiwis-THTepHalioHanicTie
@ Craajon =MeTanicr=
@ Cragion «MioHeps
D Xapkie - BANaWoBCLKMA
® @ Xapxie Nesaga
@ XapKiscbkMA HALIOHAALHWA yHiBeD
[ ] © Mapxischimil HauioHankHui yHisep MepeTamrme nona & koo ohaacTs
TIFABHIO $FATMERTHPOBAHKA
Funerle N
I FAIMEP
- MECTONONAKEHWS
= [[amra ] -
Pesochin [ =]
nISEN LHFOT
30 et iben Yo -
BEPTAKANGHAIE MHCOAIATENM
Pokotybol
et S g

Puc. 2. HanamryBaHHs BioOpaXeHHs T'e0TaHIX

VY Bknaami GpineTpu 3a mOTpeOU MOKHA HANAIITYBATH, SIKI came JIaHi CITij BiZoOpaXkaTH 3 TaOIHIIi.

[le oguu cnoci6 Bi3yaizallii reoJJaHuX MoJsATae y BUKOpUCTaHHI Hano0ynosu Power Map. Bona
po3TamoByeThess y MeHI0 BceraBka (3D-kapra), a sSKO[0 BOHA TaM BIACYTHS CJiJ BPY4YyHY AojaTH ii 1o
aHaJorii 3 HanOyoBor0 Power View.

[Ticns BuaiIeHHS BIAMOBIIHUX TaHUX B TaONMIIl Ta HATHCKaHHS KHOMKHU 3D-kapTa MOKHA TOCUTH
THYYKO HaJallITyBaTH MapaMeTpu BiJOOpaKeHHs JaHUX Ha KapTi (puc. 3).
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Puc. 3. Po6ota 3 Power Map

KopucHowo o0co0nuBiCTIO TOCHIKYBaHOI HaJIO0YyAOBM € MOMIJIMBICTH MOOYAOBH AMHAMIYHUX
rpadikiB, SK OT, HAPHUKJIAJ 3MiHA TOKa3HHUKIB Ha MEBHIN TEPUTOPIi 3 TUIMHOM Yacy.

[Ile ogHUM 1HCTPYMEHTOM, KM JO3BOJIsIE MPALIOBATH 3 IHTEpaKTUBHUMU Maramu, € Google My
Maps. [lanmii cepBic Hajae MOXJIMBICTb IHTEPAKTHBHOTO IMO3HAuY€HHs OO’€KTIB Ha KapTi, a TaKoX
3aBaHTa)XyBaTW B)K€ MIATOTOBJIEHI JaHI MPO KOHKpeTHI Michd. s 1mporo moTpiOHO 3a3jalierianb
HiAroTyBaTH TaOJIMIIO, SIKa MICTUTUME CTOBIILI 3 HIMPOTOIO, JOBIOTOIO Ta HA3BOIO KOHKPETHUX 00’ €KTIB,
K1 MOTP1OHO Mo3HAaYUTH Ha KapTi. [Ticns 1poro notpiOHO aBTOpHU3yBaTUCS B 00IiKOBOMY 3anuci Google

v . . CTEOPKTI KAFTY
Ta mepeiity 3a aapecor google.com/maps/d/. Hagami noTpiOHO HATHCHYTH KHOIKY Wb
IMIIOpTYBaTH paHilie MiArOTOBNIEHI AaHi (puc. 4).
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BuGpatu dain ans iMnopty

T i P r— SABAHTIWHTH | Google [uck TOTOANEEOMA

WTE MIiCUR A0 UhorD Wapy 5py

Fi) IMPORTYIATE A3H W 1ILLEE I

IHLIA

LrmcynaTi

Puc. 4. IMnopt nanux AJis HOBOI KapTu

ITix yac 3a1fiCHEHHS IMIIOPTY MOTPIOHO BKA3aTH CEPBICY, KU caMe CTOBITYMK TaOJIUII MICTUTUME

sKi qaHi (puc. 5).

EBWGpath cTaBneUb i3 faHMMK Npa PasTallyBaHHAM apieHTHRIB
BuBepiTh ¥ cEOEMY Gafni CTOENUI, AK AONOMOMY T HAM BMZHAUMTK, A8

PO2MILLETH OREHTHREM Ha KapTi (HaNPUIKNaa, CTOENUI 3 aApecamM abo
2ZHAYEHHAMM WWPOTH Ta JOBMOTH). ByAe iIMNOpTORaHO BCi CTOBNLI.

V LATITUDE (latitude)

V| LONGITUDE (longitude) EwSpaT CTOBNELb i3 Ha3BaMK NO3HAYOK

Hazea

BubepiTh cTOBNEUE, AKMA MICTMTMME HAZEW OBIEHTHUMHE (HaNpUKNan,

HazeM Micub afo iMeHa noaeA).

MpogossaTA Hazag Gracysatu

LATITUDE
LOMNGITUDE
'_a' Hazea E

Puc. 5. 3icraBieHHs CTOBIIIB 3 JaHUMH Ta ITApaMETPiB Mau

3a pe3ynbTaTaMH IMIOPTY JAaHUX OJEPKUMO KapTy K Ha puc. 6.
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PAWOH
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IHAYCTRIANEHWA
PAWMOH
Gooale M* aps
Puc. 6. 3icraBneHHs CTOBIIIIB 3 JaHUMU Ta MapaMeTpiB Manu
VY noganpomMy A0 CTBOPEHOI KapTH MOYXKHA JIOIaBaTH 1HIIII 1aHi A0 BXKE CTBOPEHOTO Iapy abo

CTBOPIOBATH 1HIII HIAPH.

3aBaHHA

1. Ha OCHOBI CTaTUCTHMYHUX JaHUX 3 €AUHOTO PEECTPY JIOCYAOBUX PO3CIiAyBaHb cpopmyiite
TaOUII0, IKa MICTUTHME 1H()OPMAILIiI0 PO KUIBKICTh 3apeeCTPOBAHUX IPadeKiB B 00JIACTSX 3a Mepiof 3
2013 mo moToyHUi pikK:
| Pix |

HasBa o0acHOro LieHTpy | KinbkicTs rpabexinB |

3 BukopucTaHHsaM iHcTpyMmeHTiB Power View (Microsoft Power BI), Power Map ta Google My
Maps nepeHecith AaHi TaOnuIll Ha KapTy.

2. CKIafiiTh 3BIT, SIKUH B IKOCTI BHCHOBKY MAa€ MICTHUTH MOPIBHSHHS O/IEpP’KaHUX PE3yJIbTaTiB.

3.3 BuxopucranHsiM Google My Maps noOyayBaTu Mamy MIHHUX IIOJIIB 32 HasBHUMH
KOOpJIMHATAMHU:!

[Mupora Josrora O06'exT
46.729973 32.8675392 Minne noze 1
46.72948826665066 32.86933515057581 Minse noje 2
46.7310318555715 32.86561447461792 Miune noje 3
46.73291094767614 32.86238336128607 Minse noie 4
46.7342531162384 32.85856477280297 Miune mnoJje 5
46.73559525139751 32.855823222097165 MiHnHe noJje 6
46.73693735315354 32.85435453421905 Miune nojue 7
46.73874913753874 32.852592108765315 Minse moJje 8
46.74116475535534 32.85102550836199 Miune noje 9
46.74512345052752 32.85552948452153 Minse noje 10
46.74552601341386 32.85934807300463 Miune noje 11
46.74478797915914 32.86238336128607 Miune noje 12
46.743848648221416 32.863754136638974 Minne nose 13
46.74176864289935 32.864145786739805 Minse nojae 14
46.739621456456796 32.863754136638974 Minse noze 15
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lupota JloBrota O0'exT
46.73774259817373 32.861306323508785 Minse nojae 16
46.736132096108285 32.85807521017694 Minsne noae 17
46.7351926143571 32.85455035926946 Minse moje 18
46.733649144519056 32.850829683311574 Minsne mojae 19
46.732306960925314 32.84936099543346 Minse moje 20
46.73069629652049 32.849165170383046 Miunne noze 21
46.73002517215538 32.85171089603845 Minse moje 22
46.72948826665066 32.85337540896697 Minse moze 23
46.72935403943939 32.855627397046746 Minse noje 24
46.72989094628024 32.85817312270214 Misnne none 25
46.73123318999999 32.86042511078192 Minse noje 26
46.7322398508688 32.863166661487725 Minsne nogue 27
46.733179384060854 32.86502699946668 Minse moJje 28
46.73458865315975 32.86688733744561 Minse nojae 29
46.735796568790356 32.86943306310102 Minse nojae 30
46.737205769496384 32.871978788756415 Minne mose 31
46.7442966 32.8523042 Minse mojae 32
46.7432673 32.8511026 Minne none 33
46.729267 32.8687408 Minse noae 34
46.7350323 32.852433 Minse moie 35
46.7340322 32.8604581 Minse noje 36
46.7306614 32.8669878 Miunne nosne 37
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JlaboparopHe 3aHATTS. 3aCTOCYBaHHS IPOrPAMHUX IHCTPYMEHTIB kaprorpadysanns QGIS as
BHPIIICHHS 3aBJaHb IPOTHII1 3JI0YUHHOCTI

HapuannHa MeTa 3aHATTS: IICMOHCTDaIIiSI MOKJIMBOCTEH IIporpam KaDTOI‘Dad)VBaHHﬂ.

Yac nposeneHast _ 2ron__. Micie npoBeeHHS: KOMIT IOTEPHUHN Ki1ac
(KiIBKICTD TO/HH) (ToNTiroH, KOMIT IOTEpHUI Ki1ac, 1aboparopis, TiHradoHHMH Ka6lHCT)

OnHuM 13 KOpPUCHHUX pilleHb KapTorpadyBaHHS 3J0YMHHUX HpPOSBIB € OE3KOIITOBHA Iporpama
QGIS (puc. 1), Ky MO)KHa 3aBaHTaXUTH 3a TMOCHJIAHHAM (qgis.org. BoHa Hajae BenuKy KUIBKICTh
PI3HOMAHITHHX IHCTPYMEHTIB pOOOTH 3 reofilaHuMH. To 3K pO3IIITHEMO JesKi 3 HHX.

ir ap Doop Gosgems BB Qe HOMSS Ofpoficspsme Jurars
LB R L= e
v = SR ~2 ®

22 Hosnuw [P ——————— T8

4R

Plowned catd of e oo Windaws 39 Bt Supart |

8 13 Mol Wirhial Fridays)
Voo B 5078 . e art i M ity = T

- WabnoHwn npoexTy

T a4 CTIRpATA oo I poneT
ot

B o v (1 Fuopa-era| ez B Mo e = | i el Lt 2| chprans 2| ¥ B

Puc. 1. 3oBHiuIHIHi BUTIISAT HpOFpaMI/I QGIS

[Tommpennm 3aBHaHHAM KapTorpadyBaHHS 3JI0YMHIB € TIEPEHECCHHA TaONWIb JTaHUX 3
KOOp/JMHATaMU TEBHUX MOJIA Ha Mally i3 HAcTymHHUM aHami3oM. HaliOinbin yHiBepcalbHUM CIIOCOOOM
30epeKeHHs TAKUX JaHUX, IKUH 1a€ MOXKIIMBICTD MPAIIOBAaTH 3 6ararbMa KapTorpadiYyHUMU CHCTEMaMH,
€ TPEICTaBJICHHS JaHUX Yy TeKkcTroBoMy ¢opmari abo dopmari CSV. ns uporo y mporpami Excel,
HANpUKIaa, MOTPIOHO cKopucTathcs iHcTpymeHnTom @aiin a  36epertw sk, ae oOpaTH I dac
30epexenHs popmar «TekcTosi (aitnu (3 po3aitoBayaMu TalysLii)» (puc. 2).

Krn daina | Kharkiv.tct

Tun dafna: | TekcTossle daine (¢ pazgenuTenamin Tabynauwun] (*.bt)

Puc. 2. 36epexxenns Tabmauii
y CTPYKTYpOBaHOMY TEKCTOBOMY (hopmaTi
VY nopanbuoMy, 3a noTpeOu, MOKHA 3MIHUTH PO3LIMPEHHS CTBOPEHOTO (paiiiy 3 txty csv.
Tenep, Konau BIANMOBINHI BXiAHI JaHi 30epeeHO B YyHIBepcalbHOMY Qopmari iX MOXHa
imnoprysaru o cucremu QGIS. lnst poro y mento lllap @ omaru map ciig o6patu myHkT Jlogatu

TEKCTOBUH 3 PO3JITILHUKAMU IIIap %5 1a y BiKHI, IO 3’ IBUJIOCS 00paTH MmapamMeTpu SK Ha puc. 3.
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Hazga dainy |E:\wideo\QaISikharkiy, csy

Im'Aa wapa |Kharkiv KoaysanHa | windows-1251 A

a

w dopuart daiiny

CSY (3HaYEHHA, POSAINEHT KOMaMH) Taﬁynguig Jeorpanta Mpatin
PO3AINEHHE PEFY NAPHHX BHPAESIE Kpanka 3 koMo Kiona THLi
E KopHCTYEanbHMUEKT PO3AINBHHKH RNarick Brxia
w [MapameTpwy 3anvcy Ta NoORIB
KinekicTe pAakis saronoeka Ana sMaanedHa | O - ﬂechKoBHﬁ PO3AINEHKE € KOMOHD
I'IepLunﬁ SAMHC MAE HAZEW NONIE ObpizaTk nons
V| BHABMTH THNIE Nonis BiaxnnmTh noposkHi nonA
w BW3HauYEHHA reoMeTpil
- -
EKDDD,&HHBTH RN Mone =| | Aosrota Mone 2
X . Mone ¥|| WkWpoTa * | M none B
i A0MHE TereT (W)

D3 KOOpAHHATH

He MicTHTE reoMeTpil {aTpHbyT Tinbkk Tabnmwa)

CHCTEMA KOPAHHAT reameTpil | EPSGI43526 - WiaS 54 *
P HanawTyeaHHA wapis
3pa3oK faHWH
Wupota  foerota Hazga of‘ekty Kinekicte =
1 140921038 36.27004 | MixHaboaHKid aenononT Xabkis 1

Puc. 3. IMnopT TeKCTOBUX JaHUX

[Ipy BUKOHAHHI IMIIOPTY BKpail BaXJIMBO BIpHO OOpaTH CTaHAApT NpEACTaBIEHHS KOOpPAMHAT.
Haii0i1p111 OMMPEeHUM CTaHJApTOM, SIKHH 3aCTOCOBY€EThCS y 0araTbox KapTorpadidyHuX 3aCTOCYHKaX €
WGS 1984, skuii BaacHe 1 0ys10 00paHo, SIK BUIHO 3 PUCYHKY.

[Ticns natuckanns kHONKY «Jlogatm» Ha monoTHI QGIS 3’ SIBISATHCS TOYKH, PO3MIIIEHI 3T1THO 3
3aJJaHUMU B IMIIOPTOBAaHOMY TEKCTOBOMY (aiini koopaumHaTamu (puc. 4). SIk BUAHO 13 PUCYHKY, TOUKU
pO3TalIoBaHi NpocTo Ha Oi1oMy mojoTHi. /i Toro, o0 npuB’s3aTH iX 10 KOHKPETHOI Mamy B Iporpami
QGIS, chix BCTaHOBUTH HEOOXiAHI MOAYdi. Y JaHOMY BMIAAKYy AJS LOro OyAe JOCTaTHBO MOIYJIS
QuickMapServices, sikuii iHCTATIOETHCS Yepe3 MeHIo [narinn @  YpaBiiHHS Ta BCTAHOBJICHHSI TUIATTHIB.
VY BikHI, 1m0 3’sABUThCS, chiag 3agatu nomyk QuickMapServices, oOpatu Moaynb Ta HAaTUCHYTH
BIJIMIOBITHY KHOIIKY yCTQHOBKH.

Y "

avane

e

* Wharkiy .

Puc. 4. Touku, po3milieHi B CUCTEMI KOOPAUHAT
ITicns BcranoBnenHs QuickMapServices B maHenl IHCTPYMEHTIB 3’SBUThCS KHOIKa, 32
JIOTIOMOT' 010 SIKOT MOKHA 00paTH pi3Hi BUIU KapT, SIKi 101aBaTUMYThCSI B TPOCKT SIK OKpeMI L1apu (pHuc.
5).
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m Landsat

0¥ MapSurfer NET 8
@ Hasa b MaHenb iHCTpymeHTiE Obpobi

® O35 Cypcle map
Standard

® Q5K TF Landscape

B eatias Mos 4
€08 Search OMS

(1 Add to Search (B O5M TF Outdoors

@ Set proper scale (B OSM TF Transport Dark

i{@ Settings ® O5M Transportation

i{ﬁ About @ 05N ‘u"eloroad o

Puc. 5. JlonaBanHs HOBOTO mapy KapTH
VY pe3ynbTari 0/aBaHHS HOBOIO MLIapy-KapTH MOXKHA HAOYHO MOOAYMTH Bi3yalli3allil0 MEBHHUX
O/l 3 IPHB’A3KO0I0 110 KapTH (pHuc. 6).

Py TR

Puc. 6. Touku noziit Ha marri
I3 3aBaHTaXEHUMU JTaHUMH TeNep MOXKHA IPOBOJUTH Pi3HI pO3paxyHKHU Ta aHalizyBaTH. Tak, y
HalmpocTinIoMy BapiaHTi, MOXXHa BHUMIpPATH BiACTaHI MK TOYKaMH Ha KapTi, sKi BioOpakaroTh
MapuIpyT pyxXy neBHoi ocodu (puc. 7).
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Puc. 7. BPIMlpIOBaHH}I BIJICTaHi Mi>K TOYKaMH Ha KapTi
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3 IMHOOPTOBAaHMMHM JIaHUMH TaKOXX MOKHA POOMTH iHIII omeparii, HampukiaJl, BUBOAUTH TIIbKU

MEeBHI JlaHi 3a 3aJlaHMMU  KpuTepisiMu. Bkazany mpouenypy MOXHA BUKOHATH 3a JOMOMOIO0
KoHcTpykTopa 3anuTiB, JOCTYIMHOTO y BIACTHBOCTSAX mapy Ha Bkiaaui xepeno (puc. 8).

L s B

w Avsined Conrdnnte Erfemnc Sysben (TR}

s A ki

ettt

e P R

pect i it ikl anst

w Geoetey

w HRLTR G ERTY NpeOaZ LR

b b oo e o

B L T e

Puc. 8. 3anmyck KOHCTpyKTOpa 3amuTiB

e B
Lk s i T
¥ OnepaTaps
- SE * e HEE
i T 0 [
Frovider Spechir Tt er Daprassion
[ Jossmes ]z s | msnsvn.| soons || gesv

VY Bumaaky 3actocyBaHHs (QUIbTPY SK Ha pUCYHKY Ha KapTy Oyzie BUBEIEHO TUIbKH Ti TOUKH, JJIs
AKHMX Y CTOBIUMKY KiibKiCTh BKa3aHO 4ucio > 2.

IMmoproBaHi AaHI TakoX MOXHA MPEACTAaBUTH y BUIJIAALI TemaoBoi Mamu. s mporo ciif y
BJIACTUBOCTAX IIapy obOpartu Bkiaaky CHMBOMIKa, y sKii oOpaTu 3amicTh 3BUYAWHOTO 3HAKy IMO3UIIIIO
Tennokapta. Jlani Mmoxkna oopatu tun rpazgienrta (Y1OrRd), paaiyc (uum Oinbine, TUM OibIle TETIIOBUN
KOHTYp). TakoX y HanamrTyBaHHAX IPaieHTa CIIij] HATAITyBaTH HEPO30pIiCThb, AJIs TOTO, 100 OAMH IIap

HE TEepeKpUBaB IHIIMHA. Y pe3ysbTaTi MOXKHa MOOAUMTH TEIUIOBY Mally, 3a JOMOMOTOI0 SKOi MOXKHA,
HalpHKIIaJ, BIICIAKOBYBAaTH HAallOLIbII KPUMIHOTEHHI ocepenku (puc. 9).
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Puc. 9. Tenosa xapra

Aor awamwa —

\
MEge sl AT AT Y

Skmo moTpiGHO CTBOPUTH Ounbll iH(GOPMATUBHY KapTUHY Bi3yamizaiii, TO y BIACTHBOCTSX

BIJIMIOBIJTHOT'O IIapy MO>KHA o0paTH BKiIaaky Jliarpama, y skiit ooparu Bug TexctoBa aiarpama. Jlamni ciin
o0partu TOCTyIHI aTpuOyTH 3 IMIIOPTOBAHMX paHille TEKCTOBHUX aaHuX (puc. 10).
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Puc. 10. JleranizoBane BiioOpakeHHS MO
Omnwucani BUIE MPOLEIYpU CTOCYIOTbCS CHTyalii, KOJU BiOMi KOOPAMHATHU TEBHUX OO €KTIB.
Pazom 3 THM y MOMiUENHCHKIA NMpaKTHUI YacTille TPAIUIIOThCS CUTYyallll, KOJIM HAasBHI BEJIMKI MacHUBU
iHpopMalii, 1e B SKOCTI HPOCTOPOBOIO OPIEHTHUPY BUKOPUCTOBYIOTHCS aapecu 00’€kTiB. Posrisnemo,
SKMM YMHOM MO>KHA npaitoBatu B mporpami QGIS 3 BU3HaueHUMH ajipecami.
4 SKOCTI1 MIPUKIALy MO’KHa B3SITH JOBUTbHUIM nepenik oprasizarii
(https://raw.githubusercontent.com/pssguy/fortune500/master/fortune500.csv), nme B sKOCTI Micud
PO3MIILIIEHHS BKa3aHO MPOCTO Ha3By MicTa. J{is moOynoBM T€OKOOpAMHAT 32 BIJOMUMH ajpecamu B

nporpami QGIS moxHa Bukopucrati Moaysis MMQGIS (puc. 11).
CiTka Iiiﬁﬂ Ofpobika aanmx  Aosiaka
REE % I &

- Anirnate s

I ]

= Combine »

Create

:I- Geocode from Street Layer

Import [ Export
Telodify F| o) Reverse Geocode

Search [ Select 4

Puc. 11. Menro moaynss MMQGIS
VY nopanbimomy ciig o0paTtu mapameTpH K Ha puc. 12.
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(%) Web Service Geocode ll

Input CSY File (UTF-8)

D) 201 forkuneS00. csy
Address ity
: :
State country
* | | (none) -
Web Service

OpenstreetMap [ Nominatinl -
API Key

Duplicate Handling
Use Cnly First Result

Output File Mame
DihtempZ.shp

Mot Found utput List

Dnhtempz.csv

Geocoded 965 of 1000

SaKpHTH SacToCYEaTH

Puc. 12. ITapameTrpu iMmnopty
VY pe3ynbTaTi 0AepKUMO TOYKH PO3MIIIEHHS BIAMOBIAHUX aapec Ha KapTi (puc. 13).

e i : .

Memphis

Baton Rolige

Puc. 13. ITapamerpu iMnopty
Tak camo 3a momomoroio iHcTpymeHTa Reverse Geocode momyns MMQGIS moxHa 3aificHHTH
3BOPOTHHUH NOILIYK aJIpec 3a KoopAnHaTamu (puc. 14).

QB'EKT 3Ha4EHHA
* temp3
* osm_id 177289293
b (BHE...
b

LWupoT 49,974200000000002
Joero  36,276754999999997
Hazea Rapkis - BanawosceErA
Kinek 12

resul.. 0

osm_id 177289293

) -zan "Banawiska”, 114, BanawoecekkA Npoisa, 3as0g v, Manvwesa...
cate...  building
type  wyes
latlong  49,973997 749999995, 36, 2767 2158265159

Puc. 14. ITapameTrpu iMnopty
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s 30epekeHHs] HOBOYTBOPEHUX Ta BiApENaroBaHUX IIAPIB Yy CTPYKTYPOBAaHOMY BUIJISAI CIiA
HATHCHYTH TPAaBOI0 KHOIKOK MHIN Ha Ha3Bi mapy ta obparn Ekcrmopa 36epertu o6’exktH sK... Y
BIKHI, 1110 3’SIBUTHCS CJIiJ 00OpaTy BIAMOBIIHUN (hopMaT eKCoOpTy AaHuX, Hanpukiag, CSV.
Jlis BU3HAuUEHHs TOYOK Ha KapTi 3a agpecaMu MoOXKHa BUKopucToByBatH moaynb GeoCoding,
IiCJIs BCTAHOBJICHHS SIKOTO BIJIOBITHUM IHCTPYMEHT 3’ sIBIII€ThCsI B MeHIo [Inmarinu (puc. 15).

BLEWGEEN EekTop  Pactp  Basa Aadkx  Bef  Citka MMOGIS  Obpobka AaHdx  Josiaka

é}f ¥MpaeniHHA Ta BCTAHOENEHHA NNAriHiE... tE [T I{*D e | ,(%J |
e ] S el 5

. Koncons Pythan Chrl+Alk+P | I_—__

GeaCoding &% GeoCoding
—- Rewverse GeoCoding
€ Settings

ﬂ "ﬂscnnl..n:-:f._:,u-4 ; 1 ::-:'- El:":ll_lt

Puc. 15. MeHto po3MillleHHs TOUOK Ha KapTi 3a afpecaMmu

binpm noxmagHo mpo poboty 3 pizHUMEH Monyiasmu QGIS MoxHa Ai3HATHCS, HANPUKIAN, 3
guides.library.ucsc.edu/DS/Resources/QGIS.

Kpim BukoHnaHHs 6a30BHX 3aBAaHb 3 KapTorpadyBaHHs MEBHUX Mo, y mporpami QGIS moxHa
MPALIOBATH 3 TaHUMH aepoPOTO3HOMKH, TOOTO 31 3HIMKAMH BUCOKOI pO3/lIbHOT 31aTHOCTI. Lle € myxe
BO)XJIUBUM 3 TOUKH 30py pOOOTH CyJacCHUX CUCTEM OE3MEeYHOro MicTa.

st Toro, mo0 HABUMTHUCS TMpaIfoBaTH 3 30BHIMIHIME Habopamu maHux (dataset), MoxkHA
BUKOPHUCTATH CreniaiizoBany 0a3y npoctopoBux nanux GeoSeer. L{s 6a3a MicTUTh 6araTto nmocuiaHb Ha
pi3HI €NEeKTPOHHI Mamu, Yy TOMY YHCIi pe3yiabTaTh aepoOoTO3HOMKH. Y SKOCTI KIFOUOBHX CIIA IS
MOIITYKY HaOOpiB TaHUX MOXYTh OyTH BUKOPHUCTaHI Ha3BU KpaiH abo MicT.

o cTocyeTscst YKpaiHu, TO HA TaHUH MOMEHT Ha0OpH JaHMX 3 pe3ysibTaTaMu aepo(oTo3ioMKI
3HAaWTH BKpail CKJIaJHO, HATOMICTh NPUCYTHI KaJacTPOBI BIJOMOCTi, pO3TaUlyBaHHS OyIiBelb,
TPAHCIIOPTHHUX MEpPEeK TOIIIO (geoseer.net/rl.php?ql=5a44cdaf8765c964&p=2&q=ukrainet,
geoseer.net/rl.php?ql=87d88cdab250695d&p=1&q=ukrainet#).

JUis miaKiioYeHHs 0 cepBepy 3 HabopaMu T'e0laHuX CIIiJ] CKOMIIOBAaTH BiMOBIIHE MOCHIAHHS Ha
cepBep, BIIKPUTH AMCIETYEp JDKepen aaHux, obpatu Bkiaanky WMS/WMTS crBoputH HOBMIA map i3
MOCHJIAHHSM Ha PEeCypc Ta HATUCHYTHU KHOIKY MiaAkIounTH (puc. 16). ITicns nosBu HaOopiB AaHUX, CITiJ
00patH Ti, AKi IIOTPiOHI, MiCJIA YOr0 HATUCKAHHAM KHONKM JI01aTH 3aBaHTaXUTH iX y HOBMH HIap.
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Puc. 16. IlinkmtoueHHs 30BHIIIHIX HAOOPIB reoJaHuX
Ha puc. 17-18 noka3zaHo pe3ysbTaTH 3aBaHTaXEHHS pi3HUX HAaObopiB ganux 10 QGIS.



Howc-Jaxigmiid

fokoTiniexa k-
Puc. 17. Tennosa mara, sika Bmo6pa>1<ae FyCTHHy HaCCJIeHH}I

€ & 8.0 AL am
8 "0 Konnwt. - lE&'
o ‘-“ m "ﬂﬂ';‘w 'QC

M\ .\ F .'“.
mﬂ"!}@'
GaraTonpodunhg

ﬂlllpﬁ“rr

Ir "l

PI/IC 18. BlI[OMOCTl npo pOBTaIJ_IYBaHHH CBlTJ‘IO(bOplB



Ca NRRYEREE. . A4 o i
Puc. 19. Habnmxena ainsHka 3 Ha00Opy JaHUX
aepodoTtosiiomku okpemoro micta (geoseer.net/rl.php?ql=62014683a336b412&p=1&q=airphoto#)

SIKII0 micis mepeMillieHHs 1o KapTi Oy/1e CKJIaJHO 3HAWTH OJMH 13 1IapiB, MOKHA HATUCHYTH Ha
HBOMY ITPABOO0 KHOIKOIO MHUIII Ta 00paTH 30UTBIIUTH JI0 Iapy.

Onwucanuit iHcTpyMeHTapiit podotu 3 QGIS nae MOXIHMBICTD y 3arajibHUX pHUcax ysIBUTH IPOIEC
KapTorpadyBaHHS Ta BiIMOBIIHI MOXXJIHMBOCTI, SIKi BOHO Hamae. SIK BOAUaeTbcs 3 HABEACHOTO IIE TyXKe
NEPCHEKTUBHUM HampsiM 3 TOYKH 30py pPOOOTH MPAaBOOXOPOHHUX OpraHiB, 30KpeMa B YacTUHI
BIIPOBA/DKEHHS PI3HUX MoOjeiel Oe3rneyHoro Micta. Y I[bOMY KOHTEKCTI XOTUIOCs O HaBECTH pillICHHS
HawkEye II Bim xommanii Persistent Surveillance Systems (pss-1.com/hawkeye-ii), sike monsrae y
MOCTIHHOMY BHKOHAHHI aepo(OTO3HOMKH IEBHOI MiICIIEBOCTI 3 JIETKOMOTOPHHUX JITaKiB, Ha SIKUX
BCTaHOBJICHO (HOTOOOJIAHAHHS BHCOKOi SKOCTi. 3poOieHi (OTO3HIMKH, MPHB’A3aHI 0 Yacy, MOXYTh
OyTH BUKOPHCTaHI [T BUSBJIICHHS Ha/I3BHUAHUX CUTYallild, KOHTPOJIIO 32 KOPJOHAMH Ta PO3CIIiTyBaHHS
3nounHiB. Hampukman, micis BUMHEHHS 3J0YMHY LUIAXOM IEperiagy (OTO3HIMKIB MOXKHA MOOAYUTH
MapuipyT TEpecyBaHHS MPABOMOPYUIHMKA, L0 Yy TOJANbIIOMY JO3BOJHMTH MHPUTATHYTH HOTO J0
BIIIOB1AAJILHOCTI.

3aBiaHHA
1. CtBopiTh TabNHIIO, sika Oyae ckimamarucs 3i 100 psakiB i1 Oiblne Ta MicTUTHME 1H(OpPMAITIFO
npo rpaditi y Baromy paioHi 3a Takow Gopmoro:

Ha3gpa -
[upora JloBrora 06’ exTy Anpeca KinpkicTb Ormuc
ByauHoK ByJHLs MaHizepa, 3,
49,9993 | 36,24431 Xapkis, XapkiBcbka 2 Peiama
aKropa HapKOTHKIB
obacte, 61000

2. ImnopryiiTe miAroToBIeHI BigoMocTi a0 nporpamu QGIS.

3. lomaiiTe 10 KapTu AOAATKOBI IIApH, SIKi BiZOOpaXaTUMYTh OyIMHKH, BYJIMIII TOILIO Ta TYCTHHY
HACEJICHHS B MICIIEBOCTI, IKa OXOILIIOE 00’ €KTH 3 TaOIMIIL.

4. BinnparoidTe 3MiHY MapaMeTpiB MIapiB Ta CTBOPITh TEMJIOBY Maly Ha OCHOBI IMIOPTOBaHHX
00’€KTIB.

5. BusHaure AiJSHKY 3 HAWOIBIIO TYCTHHOIO TpadiTi.

6. Bianpaiiroiite HaBUUKM NOLIYKY aJIpecy 3a TOUYKOIO Ha KapTi Ta 3BOPOTHOTO MOIIYKY KOOPAUHAT
3a aIpecolo.

7. Ilopsiiok BUKOHAHHS 3aBJaHb Bi0Opa3iTh y 3BiTi, SKUH y SKOCTI MIZCYMKYy Ma€ MICTUTH
KOPOTKHH aHAJIITHYHUN BUCHOBOK.
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3. PexomeHnioBaHa jiTeparypa (OCHOBHA, JOIIOMIXKHA),
iHpopManiiini pecypcu B [HTepHeTi

OcHoBHa
I. Mamkait O. B. Kypc nekuiii 3 TUCUHIUTIHY.
2. Ratcliffe J. H. Intelligence-led Policing. 2nd edn. New York, NY: Routledge, 2016. 234 p.
3. Wang Liang & Zhao Jihong Solomon Contemporary police strategies of crime control in U.S.
and China: a comparative study. Crime, Law and Social Change. 2016. Ne 5(66). pp. 525-537.
4. Mamkait O. B. Ananiz mMetomosorii KpUMiHalIbHOT PO3BIAKM B 3apyODXKHMX KpaiHax. BicHuk

Jlyrancpkoro Jep»kaBHOTO yHiBepcuTeTy BHYTpimHiX crpaB iMeHi E.O. [limopenka. 2016. Ne 3(75).
C. 256-265.

5. [Motunpuk A. O. Illogo  CHIBBIAHOIIEHHS TEPMiHIB  «KpUMiHAJIbHA  PO3BIAKa»  Ta
«kpuMiHanbHU# ananiz» // llpukapnarcekuii topuauunuii Bicuuk. 2017. Bum. 1. T. 5. C. 174-177.

6. [Torunbuak A. O. o Take po3BinyBaibHI BiOMOCTI B KOHTeKCTi Mmogeni Intelligence-Led
Policing? // Visegrad journal on human rights. 2019. Ne 6/3. c. 162-166.

7. Mamnxait O. B.,, Ilotunbuak A. O.  Oco6iuBocti  reorpadiyHoro  mpoQuUIOBaHHA Y

NpaBoOOXOpOoHHMX  opranax // IlpaBo 1  Oesmeka. 2020. Ne3(78). C.13-21 (DOLI
https://doi.org/10.32631/pb.2020.3.01).

8. Mamxaii O. B., Ilorunbuak A. O. Oco0auBocTi kaprorpadyBaHHS 3J0YMHHUX MpPOSBIB //
ITpaBo i 6e3neka. 2020. Ne 4(79). C. 66-72 (DOL: https://doi.org/10.32631/pb.2020.4.10).
Jlonomi>kHa
9. Mamxkait O. B., Kunpkuit €. O. KpuminaneHa po3Bijika Ta ii CIIiBBITHOLIEHHS 3 OTIEPATUBHUM

obcyrosyBanHsaM. Jurnalul Juridic National: Teorie si Practica. 2015. Ne 3(13). C. 100-105.
Indopmartiitni pecypcu
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