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3ATBEPIKEHO CXBAJIEHO
HaykoBO-METOIMYHOIO PAI0I0 Buenoro pagoro dakymsrery Ne 4
XapKiBCHKOTO HAL[IOHATIBEHOTO [Tporokon Bix 20.09.2023 Ne 10
YHIBEPCUTETY BHYTPIILLIHIX CIIpaB

[Iporokon Bix 25.09.2023 Ne 8

HNOroaxKEHO

Cexuiero HaykoBo-MeTonn4uHoi paau
XHYBC 3 TexH1YHUX TUCIUATUIIH
[Tporokon Bix 22.09.2023 Ne 8

PosrnsnyTo Ha 3acinanHi kKageapu NpoTuiii KiIbep3IOUYMHHOCTI (npomokon
6i0 18.09.2023 Ne 21)

Po3pooHuk:

npodecop kadenpu npotuAaii kioepsnounnuocti XHYBC Jlyuunk C./1.

Peuenszenrn:

JlonieHT Kadenpu KOMITIOTEPHMX HayK, KaHauaar ¢.-M. HayK, JOIEHT
Kam’ssrenp-ITomibehkoro HalioHaJaIbHOTO YHIBEpCUTETY iMeHI [Bana OrieHka
IMuaun’rok T.M.;

npodecop kadeapm mpoTHaii KiOEP3IOYMHHOCTI, KaHIWIAT TEXH. HaYK,
noteHT paxynprery Ne4 XapKiBChbKOTO HAI[IOHATHHOTO YHIBEPCUTETY
Hocos B. B.



1. Po3moain yacy HaBYAJABLHOI JMCHUIJIIHM 32 TEMAMHU

KinbkicTh roaun, BigBeaeHux
HAa BUBYEHHS HABYAJILHOI

JUCIHUILTIHA
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Cemectp Ne 8
Tema Ne 1. OcHOBHI 1TOJIOKEHHS 111010 18| 4 6 8 1.5
oprasizailii cucTeMH 3axHcTy iHbopmalii
Tema Ne 2. Busnauenus ingopmariiinux
$op 18 | 4 6 8 | 15

pecypciB, MO MIIATAIOTh 3aXUCTY

Tema Ne 3. BusiBjieHHSI TOBHOT MHOXKHUHH
3arpo3 Oe3nexu iHpopMaIiiftHuM pecypcam, siki | 18 | 4 6 8 1-5
MJUISITAI0Th 3aXUCTY

Tema Ne 4. [IpoBeeHHS OLIHKHM ypa3JIUBOCTI 1
PHU3HKIB [T 1HGOPMAIIHHUX pecypciB, 0

. o\ . |16 | 4 4 8 1-5
MIUIATalOTh 3aXKUCTY, IPU BUSBIEHIM MHOXKUHI
3arpo3
TeMa Ne 5:”MeTOI[I/I Ta 3aCO0H 3aXUCTY 16 | 4 4 8 1.5 3
1HbOopMartii =
Tema Ne 6. 3axuct iHopmarlii B KOMI'TOTEPHUX 3
- . 16 | 4 4 8 1-5 &9
CHCTEeMaXx BiJl HECAHKIIIOHOBAHOTO JOCTYITY
Tema Ne 7. Ilomituka iHbopMaIiiitHoT 6e3neKkn 16 | 4 4 8 1-5
Tema Ne 8 Po3p061f.a MPOEKTY CUCTEMU 16 | 4 4 8 1.5
3axucTy iHhopmMaIii
Tema Ne 9. BipoBakeHHs1, BU3HAYCHHS SIKOCT1
. . . 16 | 4 4 8 1-5
1 YIIpaBJIIHHS CUCTEMOIO 3aXUCTY iHpopmarrii
Tema Ne 10. HopmatuBHo-nipaBoBa 6a3a CILIA
. . 16 | 4 2 10 1-5
11010 3a0e3nedeHHs iHpOopMaIiifHOT Oe3meKn
Tema Ne 11. Ctpykrypa 3a06e3neueHHs
iHbopMmaniitHoi 6e3nieku (Information Security | 14 | 4 2 8 1-5
Governance)
Bceboro 3a cemectp Ne 8: 180 | 44 46 90

2. MeToau4Hi BKa3iBKH 10 NPAKTUYHHUX 3aHATH

IIpakTuune 3aHAaTTA 32 TeMOKW Nel «OCHOBHI MOJOXKEHHA MI00
oprasizauii cucreMu 3axucty iHgopmauii».

HapuanpHa MeTa 3aHATTS: O3HAMOMUTH 3/100yBadiB BUIIOT OCBITH 3 OCHOBHUMU
MOJIOKEHHSIMU 3 Oprasizailii CUCTEMH 3axucTy IiHpopmalii Ha 00 e€KTax
1H}OpMaIiiHOT AISJIBHOCTI

Yac npoBeneHHs: 6 roJ.

Miciie npoBeeHHS: 3T1IHO 3 PO3KIaJI0M.



HaBuanbHi muTandsa

1. YmoBu 6e3neku iHpopMmaii. [lep:xaBHa nomituka i cucrema T31 B Ykpaini.
2. HopmatuBHo-ipaBoBa 0aza VYkpainu y cdept T3l Cucrema 3axucty

1HpopMaIlli y KOHTEKCTI CUICTEMHOT'O MHUCJIEHHS Ta CUCTEMHOT'O MIAXOAY.

Jlirepatypa: [1, c. 8-20], [2-7].

Ils1aH npoBeIeHHA 3aHATTA:

I. ITopsanok nNpoBeeHHA BCTYIY A0 3aHATTH.
[lepeBipuTH 3riHO KypHAJy HAaBYAIBHOI TPYNH HAasIBHICTH 3100yBayiB BUILIO]

ocBITH. OT0JIOCUTH TEMY 3aHATTA, HABYAJIbHY MCTY 1 TUTaH 3aHATTA.

I1. Iopsiaok nNpoBeAeHHSI OCHOBHOI YACTUHM 3aHATTH.
[IpoBectu onuTyBaHHS 32 KOHTPOJIBHUMH MUTaHHSMHU 110 Jiekiii 1. Haranatu

OCHOBHI BHM3HaueHHs. JletanbHO po3ristHyTH Martepian Jjekuii 1. O6roBoputu
OUTaHHS, po310paTH MaTepial JEKIli, 10 BUKINKAE CKIAJAHICTh B 3aCBOEHHI.

1.

8.
9.

3100yBaui BHIOI OCBITH 3a3JaJieTib OTPUMYIOTH MEpENiK MUTaHb JUIs
MiATOTOBKUA (UB. HAMpPUKIHII KOXHOI JIEKIll) Ta O3HAMOMIIIOIOTHCS 3
IIPaBUJIAMH TPH.

I'pyny po3ginaroTh Ha Tpu KomaHau: «JlomoBimaui», «OmOHEHTHY,
«Penienzentn» (ApOiTpoM € BUKIaAaY).

Komanpaa nomoBinadiB Ha3uBae Oy/b SKE YUCIIO Y MEXaX KUIBKOCTI MUTaHb
Uil miaroroBku. Ilicis mporo BWIKIaAad 3aJa€ IMUTAHHSA, HOMEDP SIKOTO
BIJINOB1/Ia€ HA3BAHOMY JOTOBITayaMU YKCIY Yy CHHUCKY IMUTaHb BUKJIaJIaya.
Jlami koMaHaa JOMOBiAa4iB MPOTATOM OJHIET XBWJIMHH PO3MIPKOBYE, YU
npuiiMae BOHA MUTaHHA. SKIIIO KOMaHJ1a MUTaHHS HE MPUHMae TO BOHA Mae
IIpaBo I1ie Ha OJIHY CIIpoOy BUOOPY MUTaAHHS.

Jlani koMaHaa JOMOBiNadiB MPOTATOM 3-X XBWJIMH TOTYE PO3TOPHYTY
BIAIIOBIIbL Ha IIOCTaBJICHE BHKJIaJayeM IMTaHHI. B 1eii yac komanma
OTIOHEHTIB MOYMHAE TOTYBATH MTUTAHHS JIsl KOMAaH/IH JOTIOB1aviB, a KOMaH 1a
PEIIeH3EHTIB ITOYMHAE TOTYBATH MUTAHHS JIJI1 000X 1HIIMX KOMaH]I, 3 METOIO
OLIIHKM 1X BIAMNOBIIEH. MakcumaiapHa KUIBKICTh 3alMTaHb Bl KOXHOI
komauau — 10.

I[Ticns 1pOTO TOTIOBIIaYl BIAIIOBIIaIOTh HA MMUTAHHS BHKJIAJa4ya MPOTATOM 5-
TH XBWINH. OTIOHEHTH Ta PEIEH3CHTH B 1€l Yac KOPETYIOTh CBOI TUTAHHS Y
BIIOBITHOCTI IO BIAMOBIA1 JOIMOBIIAYIB.

OnoHeHTH 3a7al0Th NUTAHHS AomnoBimadaMm. JlomoBigadi po3MipKOBYIOTH
npotsiroMm 40 cexyH/1 Ta BiIMOBiAat0Th. Yac BIAMOBINI HEOOMEKESHHI.
PerienzenTn 3a/1at0Th TUTaHHS JOTIOBi1avaM 1 omoHeHTaM. 1 po3MipKOBYIOTh
npoTsirom 40 ceKyH]I Ta BiMOBiAat0Th. Yac BIAMOBINI HEOOMEKECHHIA.
Penien3enTr npotsarom 3-X XBHIIMH JIAFOTh OIIHKY 000M KOMaH/IaM.
ITonemika Mi>K KOMaHIaMH TIPOTITOM S5-TH XBHJIMH.

10.Buknanay 3a7a€ KOHTPOJIbHE MUTAHHS 32 PO3TISHYTHM MUTAHHAM KOXHIN 3

KOMaH/I.

11.Bukinanay oIiHIOE SIKICTh pOOOTH KOKHOT 3 KOMaHI.
12.KpwuTtepii omiHrOBaHHA (3a I’ ATHOATHHOO MIKAIOI KOKHUMN):

- IOBHOTA Ta apryMEHTOBAHICTh BiJIIOBI/ICH;
- poboTa B KOMaH/I1;



- TOTPUMaHHS MPABUJI €TUKETY.
13.[Ticns  oIiHIOBaHHS KOMAaHJ, BOHM 3MIHIOIOTH CBiM cTaryc 1 Tpa
MPOJOBXKY€EThCA. Tak TpU payHIu.
14.T1o 3akiHYEHHI IpH M1IO0MBAOTHCS MIACYMKH.
15.Ynenun komMaHau, sika HaOpana HaOUIbLIy KIIBKICTH OalliB MPOTITOM IpH
OTPUMYIOTh IIPHU30BI OanM Ha MOAyJbHOMY TecTi. KoMaHaa sika mpoTsrom
ceMecTpy Habpasia HalOUIbILY KUIBKICTh OaliB MPOTATOM yCiX irop OTpUMYE
IpHU30Bi OAJIM HA 3aJIIKOBOMY TECTI.
II1. ITopsiiok NpoBeAeHHS 3AKIIOYHOI YACTUHM 3aHATTS
[linBecTn mMIACYMKH 3aHSTTS, OTOJOCHUTHU OIIHKH, 3aJaTh 3aBIaHHS Ha

CaMOCTIiiiHY poOOTY: 3 BUKOPUCTaHHIM pecypciB Internet 3HaliTH HOB1, HEIIOJAABHO
OPUIHATI, HOpMATUBHO-TIpaBoB1 akTH B 00nacTi T31. Orosocutu TeMy HaCTyTHOTO

3aHSATTSL.
Temu HiTbOBUX BUCTYIIB

1. o po3ymierbes mia TepmiHoMm "iHdopmaris”, 1 K1 i, ICTOTHI 3 TOTJISAY
3aXHUCTY, BIACTUBOCTI?

2.  Sxi € Buau iHQoOpMalii 3a pexxuMoM A0CTyIy?

3. Y 4yoMy CcyTh Tak 3BaHOi MapaJurMu 3aXUcTy iHdopmarlii?

4. SxuM uMHOM TmapaAurMa 3axucty iHQopmalii BpaxoBy€ OCHOBHI
iHbOopMaIliitHi 3arpo3u?

5. Slkumu ymHHUKAMU 00YMOBITIOETHCS po3BUTOK 131 B Ykpaini?

6. ki € ocHOBHI 3arpo3u Oe3mneri iHGopMmarlii B Ykpaini?

7. 1Ilo € cuctemoro T3I 1 Ha AKUX NPUHIUIIAX PEATIZYEThCS JepKaBHA MOJIITUKA
y cdepi T31?

8.  Xrto Buctynae cy6'ektamu cuctemu T3 Ykpainu?

9. o cknamae nmpaBOBY OCHOBY TEXHIYHOTO 3aXUCTy iHopMallii B Ykpaini?

10. Sk MOKHA PO3AUTUTH HOPMATUBHO-TIPABOBY 1 MeTOoMYHY 6a3y B chepi T31 3

ypaxyBaHHSIM chepu 3acTOCyBaHHS?

11. Ilo Take "iHdopmarriitHa cuctema"?
12. [Illo Take iHdopmMmariitHa cucTeMa, 1 SIKUMH € 11 BIaCTUBOCTI?
13. V yomy monsraroTh KIIOUOBI XapaKTEPUCTUKH CHCTEMHOTO MUCJICHHS Ta

CHUCTEMHOTO MiAX0Ty?

14. Slkoro € iepapxisi 3a pIBHEM Yy3araabHEHHS 1 CKIQJHOCTI 00’ €KTIB

y3araJibHeHO1 iH()OpMaIIHHO-TEIEKOMYHIKAIIHHOT CUCTEMU ?

15. Sk MOXKHA TIPEICTaBUTH 1€pApXilo 3a PIBHEM y3araJIbHEHHS 1 CKIIaIHOCT1?
16. Sk MOKHa 3aCTOCYBAaTH KITIOUOBI XapaKTEPUCTUKH CUCTEMHOTO MUCJICHHS Ta

CUCTEMHOTO miaxomy a0 mozem mepexi B3aemud CITS-1SCS?
Temu pedeparin
Bunu indopwmartii 3a pexxuMoM TOCTYITy.
Pozsutok T3I B YkpaiHi.
[ndopmarniiina cuctema 1 ii BIaCTUBOCTI.
KitouoBi xapakTepuCTHKHA CUCTEMHOTO MUCJICHHS Ta CHCTEMHOTO TIIXOTY JI0
Mozeni mepexi Bzaemun CITS-ISCS.

P

IIpakTuyHe 3aHATTA 32 TeMoKW Ne?2 «Bu3sHaueHHs iH(opMamiHHMX



pecypciB, 10 MiVIATAl0Th 3AXUCTY».

HaBuanpbHa MeTa 3aHATTA: AOKIIAIHO POIIHYTH TIOPAAOK BH3HAYCHHS

iHpOpMaIIITHUX pecypciB, IO MIIATalOTh 3aXHCTy Ha 00’€ekTax 1HPOpMAaLIHOT
ISUTBHOCTI.

Yac npoBeneHHs: 6 roa.
Micue npoBeIeHHs: 3T1IHO 3 PO3KIIAIOM.

HaBuanbHi nuTaHHs
Jlep>xaBHa TaeMHHMI 1 KOHQIiIeHUIMHa 1H(OpMaIlis, MO0 € BIACHICTIO
nepxaBu. HepeprxaBHa koH(ieHLIHA 1 BIIKpUTA IHPOpMallis, 110 TOTpedye
3aXUCTY.
JlocnimpKeHHsl CTPYKTYpH 1 yMOB (DYHKIIIOHYBaHHS 1HQOpPMaLIMHOI cucTeMu
opranizaiii. Mojenbs cucteMu 00'€KTIB 3aXHCTY.

Jlitepatypa: [1, ¢.19-30].
Ils1aH npoBeIeHHA 3aHATT:

I. Ilopsanok npoBexeHHsS BCTYIY A0 3aHATTH.
[lepeBipuTH 3riHO XypHAJIy HAaBYAIBHOI TPYNH HAsIBHICTH 3/100yBayiB BUIIO]

ocBITH. OroJIOCUTH TCMY 3aHATTA, HABYAJIbHY MCTY 1 IUTaH 3aHATTA.

I1. Iopsinok nNpoBeAeHHSI OCHOBHOI YACTUHH 3aHATTH.
[IpoBectr onuTyBaHHS 32 KOHTPOJIBHUMH MUTaHHSMH 110 Jiekilii 2. Haramatu

OCHOBHI BH3HaueHHS. JleTanpHO po3MIsiHYTH Martepian Jekuii 2. OOroBopuTu
MUTaHHS, po3i0paTy MaTepial JEeKIlii, 0 BUKIUKAE CKIAIHICTh B 3aCBOECHHI.

1.

3n00yBaul BWINOI OCBITH 3a3[ajieriib OTPUMYIOTH IEpeliK MUTaHb IS
MIATOTOBKM (IWB. HANPHUKIHIII KOXKHOI JIEKIlii) Ta O3HAHOMIIIOIOTHCA 3
paBUIaMU T'PH.

I'pyny posnpinstore Ha Tpu KoMaHau: «JlomoBimaui», «OIOHEHTHY,
«Penienzentn» (ApOiTpoM € BHKIaAaY).

Komanpaa nomoBiznadiB Ha3uBae Oy/Ib SKE YUCIIO y MEXKaX KUIBKOCTI MUTaHb
s miarotoBku. Ilicnms 1mporo BHUKJIAgad 3ajJa€ IMHTAHHS, HOMEP SKOTO
BIJINTOB1/Ia€ HA3BAHOMY JOTOBITadyaMU YKCIY Yy CHHUCKY IMUTaHb BUKJIaJaya.
Jlami koMaHga JOMOBiAaYiB MPOTATOM OJHIET XBHJIMHH PO3MIPKOBYE, YU
MpUiiMae BOHA MUTAHHSA. SKII0 KOMaH/1a MUTAHHS HE MPUKAMAa€E TO BOHA MA€
paBo Ilie Ha OJIHY cIIpoOy BUOOPY MUTAHHS.

Jlami KomaHma J[OMOBiAAaYiB TPOTATOM 3-X XBWJIMH TOTYE PO3TOPHYTY
BIAIIOBIAbL HA IIOCTaBJICHE BHKJIagayeM IMTaHHI. B 1eii yac komaHma
OTIOHCHTIB MIOYMHAE TOTYBATH TUTAHHS JIsl KOMAaH/IH JOTIOB1aviB, a KOMaH 1a
PEIICH3EHTIB TTOYMHAE TOTYBATH MMUTAHHS JIJIT 000X 1HITMX KOMaH]I, 3 METOIO
OLIIHKM IX BIONOBiZeH. MakcUMalibHa KUIBKICTH 3allMTaHb BiJ KOXKHOI
xoMmauau — 10.

I[Ticis 1pOTO TOTIOBIIaYl BIAIIOBIIAIOTh HA MMUTAHHS BHKJIAJa4ya MPOTATOM 5-
TH XBWINH. OTIOHEHTH Ta PEIICH3CHTH B Il Yac KOPETYIOTh CBOi ITUTAHHS Y
BIAIOBIAHOCTI 4O BIAMOBI/II JOIIOBIIAY1B.

OnoHeHTH 3a7al0Th MUTaHHSA JomnoBifadaM. JlomoBigadi poO3MIPKOBYIOTH
npotsiroM 40 cekyH] Ta BinoBifaoTh. Yac BiamoBial HEOOMEKEHUI.
Penien3enTu 3a/1a10Th MUTaHHS JI0MIOB1/1ayaM 1 onmoHeHTaM. T1 po3MipKOBYIOTh
npotsiroM 40 cekyH]1 Ta BiinoBifaoTh. Yac BiloBiA1 HEOOMEKEHUH.



8. PernieHzeHTH mpoTIroM 3-X XBUJIMH AAI0Th OIIHKY 000M KOMaHaM.
9. lonemika Mi>k KOMaHJaMU MIPOTATOM 5-TU XBUJIMH.
10.Buknanay 3aja€ KOHTPOJIbHE MUTAHHS 32 PO3MVISTHYTHM MUTAHHSAM KOXHIN 3

KOMaH/I.

11.Buknanay oLiHIOE SIKICTh pOOOTH KOXKHOT 3 KOMaH/I.
12.KpuTtepii oLiHiOBaHHA (3a 11’ ATHOAJIBHOO MIKAIO0K0 KOKHUMN):

- [OBHOTA Ta apryMEHTOBAaHICTh BIANOBIIEH;
- poboTa B KOMaH/Ii;
- JIOTpPUMAaHHS MPABUJI €TUKETY.

13.[Ticns  oIiHIOBaHHS KOMAaHJ, BOHM 3MIHIOIOTH CBiM cTaryc 1 Tpa

IPOJIOBKYETHCA. Tak TpU payHIH.

14.T1o 3akiHYEHHI1 TP MIAOMUBAIOTHCS MIACYMKH.
15.Ynenu komaHau, sika HaOpana HaMOUIbLIY KIIBKICTH OalliB MPOTITOM TIpH

OTPUMYIOTHh TIPHU30Bi Oanm Ha MoaynbHOMY TecTi. KomaHma sika mpoTsarom
ceMecTpy HaOpasia HaOUIbITY KUIBKICTh OajiB MPOTATOM YCiX irop OTpUMYE
pHU30Bi 0K HA 3aJIIKOBOMY TECTI.

II1. ITopsanoK NMpoOBeIeHHA 3aKJIYHOI YACTUHH 3aAHATTH

[TigBecTr TiJACYMKH 3aHATTS, OTOJOCHTH OIlIHKM, 3a/JaTd 3aBIaHHS Ha

CaMOCTIHHY poOOTY, OTOJIOCUTH TEMY HACTYITHOTO 3aHSTTS.

1.

no

10.

11.
12.

13.

Temu HiTbOBUX BUCTYIIB
SAxuMU € OCHOBHI KPOKM Yy BH3Hau€HH1 1H(QOPMAIIHHUX PECypcCiB, Kl
HIATal0Th 3aXUCTY?
o € 06'exTOM 00OB'I3KOBOTO 3aXUCTY 1H)KEHEPHO-TEXHIYHUMU 3aX0AaMH?
Sxi OCHOBHI MMOHSTTS JIepKaBHOI TAEMHUIII 1 KOH(IAeHII1iHOT iHpopMartii, 110
€ BJIACHICTIO JiepKaBu?
[Ilo ™MoxHa BigHECTH OO HEACPKAaBHOT KOH(QIMEHIIMHOT 1 BIAKPHUTOI
iH(popMaIrii, sika moTpedye 3aXuCTy, 1 K 11e 3po0uTH?
SIKuid MOKIIMBUM TIOPSAIOK MPOBEIECHHS €KCIIEPTU3U 3 METOK BU3HAYCHHSA
[Tepeniky koH}IIESHIIIHHUX BITOMOCTEN OpraHi3aIii?
Ha sxux HOCIsIX MOXKe icHyBaTH iH(pOpMaIlis, 1mo noTpedye 3axucty?
Sxi BUPIIYIOTBCSA 3amadyi TpU OOCTEKEHHI 1HPOPMAIIHHOT CHUCTEMU
oprasizartii?
Slke 3HauYeHHS MAIOTh TEPMIHU: BUAUICHHH 00'€KT, KOHTPOJIbOBaHA 30HA,
KaTeropiroBaHHs 00'€KTy, OCHOBHI TEXHI4YHI 3acO0OH, JOMOMIXHI TEXHIUHI
3acobu 1 cucremu?
[Ilo mMoxe HameXaTH OO OCHOBHHX 1 JONOMDKHHMX TEXHIYHMX 3aCO0iB 1
cucrtem?
Ski € BUMOTH 710 OITMCY KOMIIOHCHTIB aBTOMATHU30BaHO1 CUCTEMH 1 TEXHOJIOT'11
00poOku iHpopMaIrii?
SIk MOKHA TIPEICTAaBUTH MOJIETh CUCTEMH 1H()OpPMAIIHHUX 00'€EKTIB 3aXUCTY?
Sk BuU3HAYAIOTHCS BaroBi KOE(DIIIEHTH B MOJIEN CUCTEMHU 1H(OPMAIIHHUX
00'e€KTIB 3aXUCTY?
ki 1OKyMEHTH HEOOXIHO MaTH MICIsl MPOBEACHHS POOIT BIAMOBIIHO A0
MepuIoro erany noOyJA0BU CUCTEMH 3aXUCTy 1H(OpMaIii?

Temu pedeparin



HeneprxaBHa koH(1AeHIIIHA 1 BIAKpUTa 1H(}OpMaIi, sika moTpedye 3aXUCTy.
OCHOBHI 1 AOMOMDXKHI TEXHIYH1 3aCO0U 1 CUCTEMHU.

Mopenb cucteMu 1H(pOpMAIIHHUX 00'€KTIB 3aXUCTY.

[lepunii eran moOyJ0BU CUCTEMH 3aXUCTY 1H(OpMAILi.

Hwnh e

IIpakTuyHe 3aHATTS 32 TeMOI0 Ne 3. BUsIBJICHHS TOBHOI MHOKHHHM 3arpo3

Oe3neku iHpopMalLiiiHUM pecypcaM, SKI HIJIATAIOTh 3aXHCTY

HapuanbHa MeTa 3aHATTS: pO3TIISHYTH Kiacu(IKaIlilo 3arpo3 Ta JHKepe 3arpo3

iHpopMarlii, TexHI4HI KaHanu BUTOKY 1HpopMmauii Ta HCJ] B xomm'torepHUX
CUCTEMaXx; OKpEMY MOJIEJIb 3arp0o3 Ta NOPYIIHUKA.

UYac mpoBeaeHHs: 6 TO/I.
Miciie mpoBeIeHHS: 3T1THO 3 PO3KIAJI0M.
HasuanpHi nuTaHHs

1. Knacudikamis 3arpo3 iHdopmariii. TexHIuHI KaHaIM BUTOKY iH(OpMalii Ta

HCJI B xoMn'toTepHUX CUCTEMAX.

2. Okpema mojenb 3arpo3. Jlxepena 3arpo3 i Okpema MoJieb MOPYIIHHKA.

Jlirepatypa: [1, ¢.40-52].
Ils1an npoBeIeHH 3aHATTH:
I. Ilopsainok nNpoBeeHHS BCTYIY A0 3aHATTH.
[lepeBipuTH 3riHO XypHAJy HABYAIBHOI TPYNH HAsBHICTH 3/100yBayiB BUIIO]

ocBiTi. OT0JIOCUTH TCMY 3aHATTA, HABYAJIbHY MCTY 1 TIJIaH 3aHATTSL.

I1. Iopsinok nMpoBeAeHHSI OCHOBHOI YACTUHM 3aHATTH.
[IpoBecTr onuTyBaHHS 3a KOHTPOJIBHUMHM MHUTaHHSAMHM 110 Jiekiii 3. Haramatu

OCHOBHI BU3Ha4eHHsA. JleTanbHO pO3MJIsTHYTH Matepian Jekiii 3. OOroBoputu
MUTaHHS, po3i0paTy MaTepial JeKIlii, IO BUKIUKAE CKIAIHICTh B 3aCBOECHHI.

1.

3no0yBaui BWINOi OCBITH 3a3JalieTilb OTPUMYIOTH TEpPENiK MHUTaHb IS
MiATOTOBKY (JIMB. HAIPUKIHIT KOXKHOT JIEKI[11) Ta 03HAMOMITIOIOTHCS 3 TIPaBUIaMU
TpU.

I'pyny po3auisitorb Ha Tpu KoManau: «JlomoBimaui», «OMOHEHTHY,
«Penienzentn» (ApOiTpoM € BHKIaAaY).

Komanna nmonoBinauiB Ha3uBae Oyab SIKE YHCIO y MEXaX KUTBKOCTI MMUTaHb JJIS
miarotoBku. Ilicias 1pOro BHKIIaMad 3ajJa€ MUTAHHS, HOMEP SKOTO BiAIOBiIa€e
Ha3BaHOMY JIOTIOBi/layaMy YUCITY y CIIMCKY MHUTaHb BUKIagada. Jlami komaHma
JIOTIOBI/Ia4yiB TPOTITOM OJHI€] XBHJIMHHU PO3MIPKOBYE, UM TpUKAMae BOHA
nuTaHHsA. SIKII0 KOMaH/1a MUTaHHS HEe TpUMae TO BOHA Ma€ MPaBo IIIe Ha OJIHY
cpoOy BHOOPY MUTAHHS.

Jlam xomaHaa AOMOBIAAYiB MPOTITOM 3-X XBHJIWH TOTYE PO3TOPHYTY BiNMOBIIb
Ha MOCTaBJICHE BUKJIAJa4eM MUTaHHA. B 1iei 4ac koMaHa OMOHEHTIB TTOYNHAE
TOTYBaTH MUTAHHS JUIsl KOMaHIM JIOMOBIaviB, a KOMaH/Ia PEIEH3CHTIB TOYNHAE
rOTyBaTH MHTAHHS JUIsi 000X IHITUX KOMaHI, 3 METOIO OIIHKHU iX BiAMOBIACH.
MaxkcumalibHa KUTBKICTE 3alIUTaHb Big KOKHOT koMaHan — 10.

[Ticis mporo MOMOBIAAY1 BIAMOBIIAIOTh HA MUTAHHS BUKJIAJada MPOTATOM 5-TH
xBwinH. OTIOHEHTH Ta PEIECH3CHTH B 1€ 4Yac KOPETyIOTh CBOi NMHUTAaHHSA Y
BIAIIOBIAHOCTI 4O BIAMOBI/II JOIIOBIIAY1B.



6. OmoHeHTM 3a7al0Th MUTaHHA JomnoBinayaM. JlomoBigadi poO3MIPKOBYIOTH
npotsarom 40 cekyHa Ta BiANOBIAaI0Th. Hac BIANOBIA1I HEOOMEXKEHU M.
/. PeneH3eHTH 3a7al0Th MUTAHHS JOMOBIJaYyaM 1 omoHeHTaM. T1 po3MiIpKOBYIOTH
npotsarom 40 cekyHa Ta BiANOBiAa0Th. Yac BIANOBIAI HEOOMEKEHU .
8. PerneHzeHTH mpoTAroM 3-X XBUJIMH AAIOTh OIIIHKY 000M KOMaHaM.
9. [onemika Mi>k KOMaHJJaMHU MIPOTATOM 5-TU XBUJIMH.
10.Buknamau 3amae KOHTPOJIbHE MUTAHHS 33 PO3TIIHYTHM MHUTAaHHSAM KOXHIN 3
KOMaH/I.
11.Buknanay oLiHIOE SIKICTh pOOOTH KOXKHOI 3 KOMaH/I.
12.KpuTtepii oliHIOBaHHA (32 11’ ATHOATBHOIO HIKAJIO0 KOKHHIM):
- MOBHOTA Ta apTyMEHTOBAHICTH BiJIMOBI/ICH;
- poboTa B KOMaH/I;
- JIOTPUMAaHHS MPaBUJI CTHUKETY.
13.1Ticns oriHOBaHHS KOMaH/ BOHU 3MIHIOIOTh CBIM CTATyC 1 Ipa MPOJIOBKYETHCA.
Tak Tpu payHau.
14.TTo 3akiHYEHHI TpH MIAOUBAIOTHCS MIACYMKH.
15.Ynenn xomaHIu, sika HaOpaja HaWOUIbIIY KUIBKICTH OalliB MPOTITOM TIpU
OTPUMYIOTh TIPHU30BI Oanmu Ha MoOAyiapbHOMY TecTi. KomaHma sika mpoTsrom
ceMecTpy HaOpana HalOUIbIY KUIBKICTH OalliB MPOTITOM YyCiX Irop OTPUMYE
pU30Bi OaIM HA 3aJ1IKOBOMY TECTI.
I11. ITopsanoK MpoOBeIeHHA 3aKJIKYHOI YACTUHH 3AHATTSH
[linBecTH mMIACYMKH 3aHSTTS, OrOJOCUTH OIIHKH, 3aJaTH 3aBJaHHS Ha
CaMOCTIiiHY pOOOTY, OTOJIOCUTH TEMY HACTYITHOTO 3aHSTTS.
TeMu HUILOBUX BUCTYIIIB
SAx MoxHa KnacuiKyBaTH 3arpo3u iHdopmarii?
[Io € TeXHIYHUMHU KaHAJIaM{ BUTOKY iH(GOpMaIii?
Ak MoxHa Knacu(iKyBaTH TEXHIUHI KaHAJIW BUTOKY iH(GOpMaIii?
Sk 3a JOMOMOTOI0 CXeMH MOKHA MPEACTABUTH MOXIIMBI KaHAIH BUTOKY 1
HECaHKI[IOHOBAaHUM JOCTyN 10 iH(opmarllii B THIOBOMY OJHOTIOBEPXOBOMY
IPUMIIIEHH1?
SIx MO’KHA OTIMCATH 1 TPEICTABUTH 3arPO3U B OKpEMiii Moeni 3arpo3?
6. Sxi po3ginm AOUUIBHO BKJIIOYUTH B OKPEMY MOJEIb 3arpo3 00'€KTy
iHbOopMaIIiiHOT TiSTEHOCTI?
Ska knacudikaris i mepenik mpKepen 3arpo3 iHpopmalliiHoi 6e3nexu?
8. JSlkuM MeTomOM MOXHA TIPOBECTH pAHXXHPYBAHHA JDKEpEN 3arpo3
iHbopMarliitHoi Oe3mexu?
9. Sxa xnacudikallisi BUKOPHUCTOBYETHCS TPH CTBOPEHHI OKpPEeMOi Mojeii
NopyLIHUKa?
10. Sxi moKyMeHTH HEOOXiIHO MaTH TICJIs TPOBEISHHS pOOIT BIAMOBITHO 0
JPYTOro eTany noOyJI0BH CHCTEMH 3aXHUCTy iHGOpMaIIii, 1 KAl ix 3MicT?
Temu pedeparis
Knacudikarrist 3arpo3 iHpopmarii.
TexHi4H1 KaHAJIU BUTOKY 1H(QOpMAIIii.
3arpo3u B OKpeMiil MOJIeIl 3arpos.
Kiacudikarris 1 nepenik gxepest 3arpo3 iHpopMaiiiHoi Oe3neKu.

el AN

o1

~

P
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5. Oxpema MoJienb MOPYIITHUKA.

IIpakTuyHe 3aHATTA 32 TeMo10 Ne 4. [IpoBeneHHs OLIHKH YpPa3MBOCTI i
PM3HKIB Aas iHGOpMANIHHUX pecypciB, W0 NIIATalTb 3aXUCTy, NPH
BHUSIBJICHI MHOKHHI 3arpo3

HaBuanpHa MeTa 3aHATTSA: 03HAHOMHUTH 3 MOMJIMBHMHU METOJIUKAMH OIIIHKH
BPa3JIUBOCTI 1 pU3HKIB JUIsl iHPOpMALIMHUX PECYPCIB, 110 MIAJIATAIOTh 3aXUCTY, IPU
BUSIBJICH1M MHOKHHI 3arpo3.

Yac npoBeneHHs: 4 roa.

Micrie TpOBEICHHS: 3T'THO 3 PO3KIIAOM.

HaBuanpHi TUTaHHS
1. Ouinka Bpa3nuBOCTI IHPOPMALIITHUX PECYPCIB.
2. OuiHKa pU3MKIB 1J1s1 1H(QOPMALIHHUX PECypCiB.
Jlirepatypa: [1, ¢.52-60], [2-7].
Ils1an npoBeIeHHA 3aHATTH:

I. Ilopsainok NpoBeeHHS BCTYIY A0 3aHATTH.

[lepeBipuTH 3riHO XypHAJy HABYAIBHOI TPYNH HAsIBHICTH 3/100yBayiB BUIIIO]
ocBiTH. OTOJIOCUTH TEMY 3aHATTS, HAaBYAIbHY METY 1 TUIaH 3aHATTS.

I1. Iopsinok nNpoBeAeHHSI OCHOBHOI YACTUHM 3aHATTH.

[TpoBecTr onmUTyBaHHS 32 KOHTPOJLHUMHU MUTAaHHSAMH 10 Jekiii 4. Haramatu
OCHOBH1 BH3HaueHHs. JleTanbHO po3risiHyTH Martepian Jiekiii 4. OOroBopuTu
MUTaHHS, po310paTy MaTepial JeKIlii, 0 BUKIUKAE CKIAIHICTh B 3aCBOECHHI.

1. 3n00yBaui BUIOI OCBITH 3a37aj]eriib OTPUMYIOTh TMEpeNiK TUTaHb ISl
MiATOTOBKY (JIMB. HAIPUKIHII KOXKHOT JIEKI[11) Ta 03HAMOMITIOIOThCS 3 TIPaBUIaMU
TpU.

2. 'pyny po3auisitorb Ha Tpu  KoMmanau: «JlomoBimaui», «OMOHEHTH,
«Penienzentn» (ApOiTpoM € BHKIaAaY).

3. Komanna nomoBizadiB Ha3uBae Oy/b SIKE YUCIIO Y MEKaxX KUTbKOCT1 TUTaHb JJISI
miarotoBku. Ilicas 1pOr0 BUKIIAMad 3aJa€ MUTAHHSA, HOMEP SKOTO BIAIOBiIae
Ha3BaHOMY JIOTIOBi/IayaMy YHUCITY y CIUCKY NMHUTaHb BUKIadada. Jlami komaHga
JIOTIOBI/Ia4yiB TPOTITOM OJHI€] XBHJIMHHU PO3MIPKOBYE, UM TpPUKAMAae BOHA
nuTaHHsA. SIKII0 KOMaH/1a MUTaHHS HEe TpUMae TO BOHA Ma€ MPaBo IIIe Ha OJIHY
cpoOy BHOOPY MUTAHHS.

4. Jlami kOMaHJia TOMIOB1Ia4iB MPOTATOM 3-X XBUJIMH TOTYE PO3TOPHYTY BiIMOBIIb
Ha MOCTaBJICHE BUKJIAJa4eM MUTaHHA. B 11eii yac koMaHa OMOHEHTIB TOYHNHAE
TOTYBaTH MUTAHHS JUIsl KOMaHIM JIOMOBIAviB, a KOMaH/Ia PEIEH3CHTIB TOYNHAE
rOTyBaTH MHTAHHS JUIsi 000X IHITUX KOMaHI, 3 METOIO OIIHKHU iX BiAMOBIACH.
MaxkcumalibHa KUIBKICTB 3alIMTaHb Bif KOKHOT koMaHan — 10.

5. Ilicns mporo AomoBifavi BiAMOBIIAIOTH HA MUTAHHS BHKJIAJada MPOTATOM S5-TH
xBwnH. OTIOHEHTH Ta PEIEH3CHTH B 1€ 4Yac KOPETyIOTh CBOi NMHUTAaHHSA Y
BIAIOBIAHOCTI 4O BIAMOBIII JOIIOBIIAY1B.

6. OmoHeHTH 3a7al0Th MUTaHHA JomoBimadaMm. JlomoBigadi po3MipKOBYIOTH
npotsiroM 40 cekyH[ Ta BiinoBifaoTh. Yac BimoBia1 HEOOMEKEHUI.

/. PelieH3eHTH 3a/1al0Th NMUTAHHA JOMOBigadaM 1 omoHeHTaM. T1 po3MIpKOBYIOTh
npotsiroM 40 cekyH[ Ta BiinoBifaoTh. Yac BimoBi1l HEOOMEKEHUI.
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8. PenieHzeHTH mpoTiarom 3-x XBUJIMH AAIOTh OLIIHKY 000M KOMaHaM.
9. Ilonemika Mi>k KOMaHJaMU MIPOTATOM 5-TU XBUJIMH.
10.Buknamad 3amae KOHTPOJIbHE MUTAHHS 32 PO3TISHYTHM MUTAHHSAM KOXKHIN 3
KOMaH/I.
11.Buknanay oLiHIOE SIKICTh pOOOTH KOXKHOI 3 KOMaH/I.
12.KpuTtepii oLiHIOBaHHA (32 11’ ATHOATBHOIO HIKAJIOK0 KOXKHHUI):
- [OBHOTA Ta apryMEHTOBAaHICTh BIANOBIIEH;
- poboTa B KOMaH/I1;
- JIOTPUMAaHHS MPaBUJI CTHUKETY.
13.1Ticns oriHOBaHHS KOMaH BOHU 3MIHIOIOTh CBIM CTAaTyC 1 Ipa MPOJIOBKYETHCA.
Tak Tpu payHau.
14.TTo 3akiHY€HHI1 TP MiOUBAIOTHCS MIACYMKH.
15.Ynenn xomaHau, sika HaOpaja HaWOUIbIIY KUIBKICTH OalliB MPOTSITOM TIpu
OTPUMYIOTH TIPH30BI 0aaum Ha MOAYIbHOMY TecTi. KomMaHma sika mpoTsITroM
ceMecTpy HaOpana HaWOUIbIY KUIBKICTH OalliB MPOTITOM YyCiX Irop OTPUMYE
pHU30Bi OaJIM HA 3aJ1IKOBOMY TECTI.
II1. ITopsanoK MpoOBeIeHHA 3aKJIYHOI YACTUHH 3AHATTSH
[TinBecTH MiACYMKH 3aHATTS, OTOJOCHTH OIIHKM, 3a7aTH 3aBJaHHS Ha
CaMOCTIHHY poOOTY, OTOJIOCUTH TEMY HACTYITHOTO 3aHSTTS.
Temu HiTbOBUX BUCTYIIB
SAxa knacudikaliis 1 mepeik ypazauBocTel iHbopMaIiifHuX pecypciB?
2. Slkum  MeTOOOM  MOXKHa TMPOBECTH  pAHXKUPYBaHHS  Bpa3IUBOCTEH
iHbopMaIiitHUX pecypciB?
3. Sl MokHa TIpeACTaBUTH 1 TIOKA3aTH MOJEIb JIii 3arpo3 Ha MHOKHHY 00'€KTIB
3aXUCTY Ta ICHYIOYOI CUCTEMH 3aXUCTY 1HpOopMaIrii?
4, Sk BU3HAUYAIOTHCSA BaroBi KOe(IIEHTH B MOJENi Jii 3arpo3 Ha MHOKHUHY
00'€KTIB 3aXHUCTy Ta ICHYIOYO1 CUCTEMH 3aXUCTy iH(popMaIrii?
5. JSlkumM 4YMHOM BHU3HAYAKOTHCA 1HGOPMAIIHHI PUBUKH, 1 3IIMCHIOETHCS
yIpaBIiHHA HUMU ?
6. ki TOKyMEHTH HEOOXiTHO MaTH IICIsA MPOBEICHHS POOIT BIAMOBIIHO 0O
TPETHOTO €TaIy MOOYA0BH CUCTEMH 3aXUCTy 1HhOpMAIIii, 1 IKUK 1X 3MicT?
Temu pedeparin
Knacudixkarris i mepenik ypasnuocted iHpopMaiifHUX pecypciB.
Metonu paHXUpyBaHHS Bpa3IUBOCTEN iH()OPMAIIHHUX peCcypCiB.
3. Meronu Bu3HA4YCHHS 1HGOPMAIIITHUX PU3HKIB.

=

N =

IIpakTuyHe 3aHaTTd 32 TeMow NeS. Meroau Ta 3acodu 3axucry
iHpopmanii

HaBuanbHa MeTa 3aHSTTSA: HarajaTd OCHOBHI METOAM Ta 3acOo0M 3aXUCTy
iH(dopMallii Bii BUTOKY TEXHIYHUMH KaHaJaMH, PO3TJIIHYTHU HalllOHAJbH1 KpUTEpil
3axucty iHpopmarlii Bix HCJ] B KoM’ IOTEpHUX CUCTEMAX.

Yac npoBenenHs: 4 rog.

Miciie npoBeeHHS: 3T1IHO 3 PO3KIaJI0M.

HaBuanpHi nuTanHs
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1. Metonu 13acobu 3axXucTy iHPOpMaLii BiJi BATOKY M0 TEXHIUHUX KaHaJaX.
2. OcHosHi nonoxenHs "Kpurepiis ICTC 31 CBY".
Jlitepatypa: [1, ¢.60-79], [6, 7].
IlnaH npoBeeHHS 3AHATTS

I. ITopsainok npoBeeHHA BCTYIY A0 3aHATTH.

[lepeBipuTH 3rigHO KypHAy HABYAIBHOI IPYNH HasiBHICTH 3100yBayiB BUIIO1
ocBiTH. OTOJIOCUTH TEMY 3aHATTS, HABYAIbHY METY 1 TUTaH 3aHATTS.

I1. ITopsinok MpoBeeHHSI OCHOBHOI YACTHUHH 3aHATTS.

[IpoBecT onuTyBaHHS 32 KOHTPOJBHUMHU MUTAaHHSAMHU 10 Jekuii 5. Harapatu
OCHOBHI BHM3HauyeHHsS. JleTanbHO pO3rIsiHYTH Martepian Jiekmii 5. OOroBopuTu
OUTaHHS, po310paTH MaTepial JEKIli, 10 BUKINKAE CKIAJAHICTh B 3aCBOEHHI.

1. 3n00yBaui BHIIOI OCBITH 3a3[ajerilb OTPUMYIOTh NEpeNiK NUTaHb JIs
MiTOTOBKY (JIMB. HAMPUKIHII KOXKHOT JIEKI[11) Ta 03HANOMITIOIOTHCS 3 PABUIIAMU
TpH.

2. I'pyny posauisitorb Ha Tpu  KoMmaHau: «Jlomosimaui», «OmOHEHTH,
«Penienzentn» (ApOiTpoM € BUKIaAaY).

3. Komanna nomoBizadiB Ha3uBae Oy/b SIKE€ YUCIO Y MEKaX KUTBKOCT1 TUTaHb JJIsI
niaroroBku. ITicist mboro BUKIAAa4 3ajJa€ MUTaHHS, HOMEP SKOTO BiJIIOBiIa€e
Ha3BaHOMY JIOTIOBiJayaMy YUCIIy y CIIHUCKY MUTaHb BHKIanada. Jlam koMmaHga
JIOTIOBIJIa4YiB TMPOTSTOM OJHI€] XBWJIMHU PO3MIPKOBYE, YM TMpUKAMae BOHA
nuTaHHs. SIKII0 KOMaHJla MUTaHHS He MpUiiMae TO BOHA Ma€ MpaBo i€ Ha OJIHY
cripoOy BUOOPY MUTAHHS.

4. Jlam KOoMaHJia JAOTOBIIauiB MPOTITOM 3-X XBWJIMH TOTY€ PO3TOPHYTY BiAMOBIIbL
Ha MOCTaBJICHE BUKJIAJa4yeM MUTaHHA. B 1ieit yac koMaHa OMOHEHTIB MOYHUHAE
rOTyBaTH MUTAHHS JUIsl KOMaHAM JIOMOBIAviB, a KOMaH/Ia PEIEH3EHTIB TOYNHAE
rOTYBaTH MUTAHHS JUIS 000X IHIIMX KOMaHJ, 3 METOI0 OIIIHKM iX BIIMOBIICH.
MaxkcuMaiibHa KUIBKICTB 3alIMTaHb Bl KOXHOI KoMaHau — 10.

5. Ilicns mporo gomoBigadi BiANOBIIAIOTh HA MUTAHHS BUKJIAgada IPOTIATOM 5-TH
xBWIMH. OTIOHEHTH Ta PELEH3eHTH B 1€ Yac KOPEerylTh CBOi NMHUTAHHA Y
BIIITOBIAHOCTI JO BIAMOBI/I JIOIIOBIIAYiB.

6. OmoHeHTH 3aJaf0Th NWMTAaHHS JomnoBimadaMm. JlomoBimadi po3MipKOBYIOTH
npotsirom 40 cexyH/1 Ta BiIMOBiAat0Th. Yac BIAMOBINI HEOOMEKESHHI.

7. PeneHzenTH 3a7al0Th MATAHHS JOMOBIgayaM i omoHeHTaM. Ti po3MIpKOBYIOTH
npoTsirom 40 cexyH/1 Ta BiMOBiAat0Th. Yac BIAMOBINI HEOOMEKESHHI.

8. PenenzenTu npoTarom 3-x XBHIMH JAIOTh OIIHKY 000M KOMaH/IaM.

9. Tlonemika Mi’k KOMaHJAMH MPOTATOM 5-TH XBHIIHH.

10.Buknanau 3amae KOHTPOJIbHE MUTAHHS 32 PO3TISHYTHM MUTAHHSM KOXKHIN 3
KOMaH/I.

11.Buknanad OmiHIOE SKICTh pOOOTH KOXKHOI 3 KOMaHI.

12.KpwuTtepii omiHIOBaHHA (32 11’ ATHOATHHOO MIKAIOI KOKHUMN):

- TIOBHOTA Ta apTyMEHTOBAHICTbH BITIOBIICH;
- poOoTa B KOMaHi;
- JIOTPUMAaHHS MMPABUJI CTUKETY.
13.1Ticns ormiHOBaHHS KOMaH BOHU 3MIHIOIOTB CBIf CTAaTyC 1 Ipa IPOIOBKYETHCS.

Tak Tpu paynau.
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14.T1o 3akiHYEHHI IpH M1IO0MBAOTHCS MIACYMKH.

15.Ynenn xomMaHau, fika HaOpajia HalOUIbIIY KUIBKICTH OalliB MPOTITOM TIpU
OTPUMYIOTH NpHU30BI Oanum Ha MoAylIbHOMY TecTi. KomMaHna sika mpoTsIroMm
ceMecTpy HaOpana HalOUIbLY KUIBKICTH OalliB MPOTITOM YyCIiX IFOp OTPUMYE
IpHU30Bi OAJIM HA 3aJIIKOBOMY TECTI.

II1. Iopsiiok NpoBeeHHS 3AKIIOYHOI YACTUHM 3aHATTS
[linBecTn mMiACYMKHU 3aHSATTS, OTOJIOCUTH OIlIHKH, 3aJaTh 3aBJaHHA Ha

CaMOCTIHHY pOOOTY, OTOJIOCUTH TEMY HACTYITHOTO 3aHSTTS.

1.

o ok

10.

11.
12.
13.

14.

15.

16.

17.

Temu HiTbOBUX BUCTYIIB
SAxumMu MOXyTh OyTH OpraHizaliiHi 3aX0u 3aXUCTy 1HPOpMaIlli BiJf BUTOKY
TEXHIYHUMH KaHaJlaMu?
SxuMu MOXYTh OyTH NMEpPBUHHI TEXHIYHI 3aXOJM 3aXUCTy 1H(OpMaIii Bij
BUTOKY TEXHIYHUMHU KaHAJIaMU?
Ha sxkux mnpunnumax ©0a3yloThCs OCHOBHI TEXHIUHI 3aXOAU 3aXHUCTY
iHopMaIlii BiJf BUTOKY TEXHIYHUMHU KaHAJIAMH, 1 KA iX CyTh?
[Ilo BimHOCUTRCS A0 creliaabHuX 3aco0iB T31?
[Ilo mepeadavyaroTh OCHOBHI TEXHIYHI 3aX01U?
Axka cyth 3axoniB monao 6OnokyBaHHs TKBI 3 BuKOpHCTaHHSM MacUBHUX
3aco01B?
Axa cyte 3axoaiB moao OnokyBanHs TKBI 3 BuUKOpUCTaHHSAM aKTUBHUX
3aco01B?
Slka cyTh 3aXO0[1B 1010 BUSIBICHHS MOPTATUBHUX E€JNEKTPOHHUX MPUCTPOIB
nepexoruieH s iHdopmarlii?
SAxuMu € OCHOBHI TOHATTSA Teopii 3aXucTy iHGopmMaIlii B KOMITIOTEPHUX
cucreMax?
ki iICHYIOTh TIAXOAW B TPEACTaBICHHI MOJIENl JOBUIBHOT KOMITHOTEPHOT
CHUCTEMH, 1 B YOMY iX CyTh?
Ha pimenns skux npo06sieM cripsMOBaHi CTaHIapTH iHGOpMaIliifHOT Oe3rnmekn?
SAxi cranmaptu iHGoOpMaIiiHOT 0e3nekr HaHOLTBI BiqoMi?
Axi moHATTA 00'ekTy i1H(MOpPMALIHOTO OOMIHY BHKOPHUCTOBYIOTHCS B
"KpuTepisix OIiHKHM 3aXHUIIEHOCTI iH(OopMaIlii B KOMIT'IOTEPHUX CHCTEMaX Bijl
HCJI" 1 3 4oro ckitaaeThes 3araibHa OIIHKA PiBHS O€3MEKU CUCTEMU ?
Sxi mocnyru mependadaroTh KputTepii koHdimeHmiitHocTi B "Kpurepisx
OITIHKY 3axumieHocTi iHdopmarlrii B komm'rorepaux cuctemax Bim HCJI", 1 B
YoMy iX CyTh?
Sxi mocmyru mependadaroTh KpuTepii mimicHocTi B "KpuTepisx OIliHKH
3axumieHocTi iHpopmarii B komm'torepaux cucremax Bim HCIl", 1 B womy ix
CyTh?
Sxi mocnmyru mependavaroTh KpuTepii goctynmHocTi B "KpuTepisx OmiHKH
3axumieHocTi iHpopmarii B komm'torepaux cucremax Bim HCl", 1 B womy ix
CyTh?
Ski mocnyru nependavaroTh KpUTEPii CrIOoCTepexkeHoCT B "Kpurtepisix oliHKH
3axuIileHocTi iHpopmMalii B koMmn'torepHux cuctemax Big HCJL", 1 B uomy ix
CyTh?
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18. ki po3auM BKIIOYAIOTh KpUTEpii rapanTiil "Kputepii Ol[iHKH 3aXUIIEHOCTI

iHpopmarlii B komm'torepaux cuctemax sig HCJ"?

19. Illo € crangapTHUMU QYHKI[IOHATBHUMH MPODUIAMHU 3aXUIIEHOCTI, 1 IK BOHU

ONUCYIOTHCA?
Temu pedeparis

1. Opranizauiiiii 3axoaM 3axucTy iHGopMauii Bil BUTOKY TEXHIYHHUMHU

g wn

KaHaJaMHu.

TexHiuH1 3aX0AH 3aXUCTy 1H(OPMAIii BiJl BATOKY TEXHIYHUMH KaHATAMH.
CrenianbHi 3acobu T3I.

OcHOBHI OHATTS TEOPii 3aXUCTy 1HPOpPMaIIii B KOMI'IOTEPHUX CUCTEMAX.
Cranmaptu iHpOpMaIIHHOT O€3MEeKH.

IIpakTuyHe 3aHATTA 32 TeMOI0 Ne 6. 3axucrt iHgopmanii B KOMII'IOTEPHUX

CHCTEMAX Bi/l HECAHKIIOHOBAHOI'0 10CTYILY

HaBuanpbHa meTa 3aHATTS: PO3ITAHYTHU OCHOBHI ITOJIOKEHHS Mi)KHapO}IHOFO

craugapty ISO/IEC 15408 ta mamionanmbHoro crangapty CIIIA NIST Special
Publication 800-33.

=

Yac npoBeneHHs: 4 rof.
Micrie TpOBEICHHS: 3T1THO 3 PO3KJIAOM.

HaBuanpHi TUTaHHS
OcHoBHi nonoxenHs cranaapty ISO/IEC 15408.
bazoBa Texuiuna wMojgens IT-6e3mexku BimmosimHO 10 NIST Special
Publication 800-33.

Jlirepatypa: [1, ¢.79-95], [2-7].
Ilnan npoBeaeHHS 3aHATTSA

I. Ilopsitok MpoBeAeHHA BCTYIY 10 3aHATTS.
[TepeBipuTH 3riHO XKypHAIIY HABYAJIBHOI IPYIT HAsBHICTh 37100yBauiB BHIIO]

ocBiTH. OTOJIOCUTH TEMY 3aHATTS, HABYAIbHY METY 1 TUIaH 3aHATTS.

I1. Ilopsinoxk mpoBeAeHHSI OCHOBHOI YACTUHM 3aHATTH.
[IpoBecTr onuTyBaHHS 3a KOHTPOJLHUMH MUTAaHHSAMHM J10 JiekIii 6. Haramatu

OCHOBHI BH3HaueHHsS. JleTanbHO pO3TIsSHYTH Martepian Jekiii 6. OOroBoputu
MUTaHHS, PO310paTh MaTepiall JEeKIii, 0 BUKINKAE CKIATHICTh B 3aCBOECHHI.

1.

3m00yBaui BHWINOI OCBITH 3a3Jalerib OTPUMYIOTh TEpeNiK MHTaHb s
MiATOTOBKY (JIMB. HAIPUKIHII KOXKHOT JISKI[11) Ta 03HAHOMITIOIOTHCS 3 MpaBUIaMU
TpU.

I'pyny po3gimsitore Ha Tpu  KoMaHmu: «JlomoBimadi», «OMOHEHTHY,
«Peuenzentn» (ApOiTpoM € BUKIaAaY).

Komanpga monoBigauiB HazuBae Oyl K€ YUCIIO Y MEXaX KUTBKOCTI MMUTAHb IS
miarotoBku. ITicas 1pOT0 BHKIIamad 3aJa€ MATAHHS, HOMEP SKOTO BiJIOBiIa€e
Ha3BaHOMY JIOTIOBi/layaMy YUCITYy y CIIMCKY MHUTaHb BUKIadada. Jlami komaHma
JOTIOBIAYiB TMPOTATOM OJHIET XBUJIMHHU PO3MIPKOBYE, YW MpUKWMAaE BOHA
nUTaHHS. SIKII0 KOMaH/Ia MUTaHHS HE MPUITMae TO BOHA MA€ MPAaBO IIIe HA OJHY
cripoOy BUOOPY MUTAHHS.

Jlani koMaHaa JOMOBiAAYIB MPOTATOM 3-X XBUJIMH FOTY€E PO3TOPHYTY BIANOBI/b
Ha TIOCTaBJICeHE BUKJIaJadeM MHUTAaHHS. B 11elf 4ac KOMaH/1a OTIOHEHTIB MTOYNHAE
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TOTYBaTH MTUTAHHS JUIsI KOMaHAM TOMOBIaviB, 2 KOMaH/Ia PEIEH3CHTIB TOYNHAE
rOoTyBaTH MHUTAaHHS JUIsl 000X IHIIMX KOMaH[, 3 METOI OLIHKHU iX BIJIOBIACH.
MakcuMalnbHa KUIBKICTh 3alUTaHb Bil K0HOT koMaHau — 10.

5. Ilicns uporo momnoBigayi BiANOBIAAIOTh HA MUTAHHSA BHKJIaJada OPOTATOM S5-TH
xBuHH. OTIOHGHTH Ta PELEH3CHTH B IIed 4Yac KOPETYIOTh CBOi IHTAaHHS Y
BIAMIOBIAHOCTI 4O BIAMOBI/I JOIIOBIIAY1B.

6. OnoHeHTH 3aJal0Th NUTaHHSA JomnoBinayaMm. JlomoBimadi pO3MIPKOBYIOTH
npotsirom 40 cexyH 1 Ta BiMOBIAal0Th. Yac BIAMOBIII HEOOMEKEHHI.

7. PeneH3eHTH 3a7al0Th MUTAHHS JOMOBIgaYyaM 1 omoHeHTaM. T1 po3MIpKOBYIOTh
npotsiroMm 40 cexyH/1 Ta BiMOBIAal0Th. Yac BIAMOBIII HEOOMEKEHHI.

8. PeneH3eHTH POTATOM 3-X XBHJIMH JAIOTh OIIHKY 000M KOMaH/IaM.

9. [onemika Mi>k KOMaHJJaMU MIPOTATOM 5-TU XBUJIMH.

10.Buknanay 3ajae KOHTPOJIBHE MUTAHHS 32 PO3TJSHYTHM MUTAHHSAM KOXHIN 3
KOMaH/I.

11.Bukinanay oIiHIOE SKICTh pOOOTH KOKHOT 3 KOMaH/I.

12.KpuTepii oliHIOBaHHS (3a 11’ ITHOATBHOIO IIKAJIOK0 KOXKHUI):

- TOBHOTA Ta apTryMEHTOBAHICTH BiJIIOBI/ICH;
- poboTa B KOMaH/Ii;
- JIOTPUMAaHHS MPaBUJI CTHUKETY.

13.1Ticns oriHOBaHHS KOMaHI BOHU 3MIHIOIOTh CBIM CTAaTyC 1 Ipa MPOJIOBKYETHCA.
Tak Tpu payHau.

14.TTo 3akiHYEHHI TPH MiAOUBAIOTHCS MIACYMKH.

15.YUnenn koMaHmu, sika HaOpaja HaWOLIBITY KUIBKICTH OajliB MPOTATOM TPH
OTPUMYIOTH TIPHU30BI Oanum Ha MOAyIbHOMY TecTi. KomaHna sika mpoTsrom
ceMecTpy HaOpayia HalOUIbIY KUTBKICTh OaiB MPOTITOM YCIX IrOp OTPUMYE
pU30Bi 0ajii Ha 3aJ1IKOBOMY TECTI.

I11. ITopsanoKk MpoBeIeHHA 3aKJIYHOI YACTUHH 3aAHATTS
[linBecT mMiACYMKH 3aHSATTS, OTOJOCHTH OINIHKH, 3aJaTd 3aBJaHHS Ha

CaMOCTIHHY poOOTY, OTOJIOCUTH TEMY HACTYITHOTO 3aHSTTS.

TeMu HILOBUX BUCTYIIIB

SIKi KITFOUOBI MOHSTTSI BUKOPUCTOBYIOTHCSA B "3araabHuX KpUTepisax"?

2. SIx MOXHaA TpPEACTaBUTH cXeMy oOmiHku Oe3neku [T-mpomykry Ha OCHOBI
"3aranpHUX KpUTEPiiB"?

3. Sxoro € crtpykrypa 1 posaimu Ilpodinto 3axucry, Ilpoexty 3axucrty
"3aranpHUX KpUTEPiiB"?

4. Sxoro € iepapxig 1 O3HAKH TONAUTY (YHKIIOHATBHUX BUMOT "3araibHUX
KpUTEpiiB"?

5. Sxoro € TakcOHOMIsI KaciB (PYHKITIOHAIBHUX BUMOT "3arajibHUX KpUTEPIiB",
1 B 4OMY iX CyTh?

6. ko € TaKCOHOMIiS CIMEHCTB (YHKIIIOHAIBHHMX BHUMOI JUIS BCIX KJaciB
"3aranbHUX KpUTEPiiB"?

7. Ilo Bkmroyae po3aun "3araJlbHUX KpUTEpIiB", SKUN OMUCYE BUMOTH

aJ€KBaTHOCT1?

8.  SIxoro € TaKCOHOMISI BUMOT aJICKBATHOCTI "3araabHUX KpUTEPiiB'", 1 B 4OMY iX

CyTh?

=
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18.
19.

s w

16

Sk XapakTepus3ylOThCSl CTaHAAPTHI PIBHI aJE€KBAaTHOCTI "3arajabHUX
KpuTepiiB"?
Sxkoro € ronoBHa meta 1 3aBaanHs [T-0e3nexu BignoBigHo 10 NIST Special
Publication 800-337?
Sk 3anexaTh ojHa BiJ oAHOI 3anayi IT-0e3nexku?
SIkuM YMHOM MOXHa TIPEICTaBUTH MOEINb B3aeMoii mociyr 6e3neku B IT-
cucremax?
VY yomy nossirae cyth nociyr 0e3neku B [T-cuctemax?
Axi moTpiOH1 MOCIYTU JJIs BUPIMICHHS 3a7a4 JOCTYIHOCTI 1 I[UTICHOCTI B
Moze B3aeMo/ii mocayr 0e3neku B [T-cuctemax?
SIki moTpiOH1 MOCIYTH JIJIsl BUPILIEHHS 3a/1ay CIIOCTEPEIKEHOCT] 1 TapaHTIid B
Mozen B3aeMmo/ii mocnyr 0e3neku B [T-cuctemax?
SIk MOXXHa TPENCTaBUTH B3aEMHY 3aJI€KHICTh PO3MOAUIEHUX CEpBICIB
6esnexu BianosigHo 10 NIST Special Publication 800-33?
3a paxyHOK 4OTro MOXYTh OyTH 30UIbIIEH] FapaHTii CUCTEMHU BIAMOBIIHO JI0
NIST Special Publication 800-33?
VY yomy nossirae cyTh KOHIEMNIi foMeHiB 0e3nexu ais [T-6e3nexku mepex?
SIkuM € anropuTM 3MEHIICHHS 1H(QOpPMAlIMHUX PU3UKIB NPU HASIBHOCTI
HAaBMHUCHUX 1 HEHABMUCHHUX JIKEPEJT 3arpo3?

Temu pedeparis
CknaganHs cxemH OIiHKH Oe3neku IT-mpoaykTy Ha ocHOBI "3araJibHUX
KpuTepiiB'.
l'omoBna wmera 1 3aBmanHs [T-OGesnexku BiamosimHO 10 NIST Special
Publication 800-33.
3anaui [T-0e3nexn.
AJNTOPUTM 3MEHIIIEHHS 1HPOPMAIIHHUX PU3UKIB ITPH HASBHOCTI HABMUCHUX 1
HEHaBMHCHHUX JIKEPETT 3arpo3.

IIpakTuyne 3auarTs 32 TeMmoro Ne 7. Iloaituka ingopmaniiinoi 6e3nexku
HaBuanpHa MeTa 3aHSATTS: PO3TJIAHYTH OCHOBHI TIOJOXEHHS Ta 3MICT

JIOKYMEHTIB IOJIITHKK Oe3TeKu opraHizamii (miapo3airy).

UYac npoBeaeHHs: 4 TO/I.
Micrie mpoBEICHHS: 3T1IHO 3 PO3KIIAOM.

HaBuanbHi muTaHHA

1. 3aranpHi MOJIOKEHHS MO0 MOJITHKHA OE3MEKH.
2. 3MICT OCHOBHHX JOKYMEHTIB TOJIITUKH O€3MEKH.

Jlirepatypa: [1, ¢.95-107], [2-7].
Ilnan npoBeaeHHS 3aHATTS .

I. Ilopsiiok NMpoBeIeHHS BCTYIY A0 3aHATTS.
[lepeBipuTH 3rigHO XypHAITY HaBYAIBHOI TPYNH HAsBHICTH 37100yBayiB BUIIO]

oCBITU. OrOJIOCUTH TEMY 3aHATTS, HABYAIbHY METY 1 IUJIaH 3aHSTTS.

I1. Ilopsinox mpoBeaeHHsI OCHOBHOI YACTUHH 3aHATTH.
[IpoBecTn onuTyBaHHS 32 KOHTPOJBHUMH NMUTAHHAMM 110 Jekii /. Haragatu

OCHOBHI BHM3Hau€HHs. JleTalibHO pO3rJIsiHYTH Marepian Jekuii 7. OOroBoputu
MUTaHHS, po310paTh MaTepia JEKIli, [0 BUKIUKAE CKIIAJIHICTh B 3aCBOEHHI.
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1. 3n00yBaui BMILOI OCBITH 3a3[ajerilb OTPUMYIOTh NEPENiK NUTaHb I
MIJTOTOBKY (JIMB. HAMPUKIHII KOXKHOI JIEKI[11) Ta 03HAHOMIIIOIOTHCS 3 PaBUIaMU
TPH.

2. I'pyny po3auisitorb Ha Tpu KoMaHau: «JlomoBimadi», «OmOHEHTH,
«Penenzent» (ApOiTpoM € BUKIaAaY).

3. Komanna nomnoBigadiB Ha3uBae Oy/Jb AK€ YUCIO Y MEXaX KUIbKOCTI MUTAaHb AJIS
niarotoBku. Ilicas 1poro BUKIIa[ay 3ala€ MUTAHHS, HOMEP SKOTO BIAMOBIIAE
HA3BaHOMY JIOTIOBilayaMy YWCIYy Yy CIMCKY NMHUTaHb BUKIanada. Jlami komaHzaa
JIOTIOB1JIa4yiB TMPOTSITOM OJHI€] XBWJIMHHU PO3MIPKOBYE, YM MpUKMae BOHA
nUTaHHA. SIKII0 KOMaH/1a MUTaHHS HE TPUIMAa€e TO BOHA Ma€ MPaBo I1I¢ Ha OJIHY
cpoOy BUOOPY MUTAHHS.

4. Jlanmi kKOMaHJia IONOB1/Ia4yiB MPOTATOM 3-X XBUJIMH TOTYE PO3TOPHYTY BIAMOBIIb
Ha MOCTaBJIEHE BUK/IaJa4yeM MUTAaHHSA. B 1iei yac KoMaH1a OMOHEHTIB IMOYMHAE
TOTYBaTH MTUTAHHS JUIsl KOMaHIM JIONOBIaviB, 2 KOMaH/Ia PEIEH3CHTIB TOYNHAE
rOTYBaTH MUTAHHS JUIS 000X IHIIMX KOMaHJ, 3 METOI OI[IHKH iX BIIMOBIJICH.
MaxkcuMaiibHa KUTBKICTB 3aIlMTaHb Bl KOXHOI kKomanau — 10.

5. Ilicns mporo JomoBiayi BIAMOBIAIOTh HA MUTAHHS BUKJIAIada MPOTIATOM 5-TH
xBWIMH. OTIOHGHTH Ta PELECH3CHTH B IIeH Yac KOPETyITh CBOi IHTaHHS Y
BIJIIOBITHOCTI IO BIAMOBIA1 JOIMOBIIAYIB.

6. OnoHeHTH 3a7al0Th NUTaHHS JomNoBigayaMm. JlomoBimadi pO3MIPKOBYIOTH
npotsaroM 40 cexyH Ta BinmoBinaroTh. Yac BiamoBini HEOOMEKEHUIA.

7. PeneH3zeHTH 3a7al0Th NMATAHHS JOMOBIgaYyaM 1 omoHeHTaM. Ti1 pO3MIpKOBYIOTH
npotsaroM 40 cexkyH[ Ta BiiMOBinar0Th. Yac BiamoBiIi HEOOMEKEHHH.

8. PereHzeHTH mpoTATOM 3-X XBUJIMH JAIOTh OIIIHKY 000M KOMaHaM.

9. Tlonemika Mi>k KOMaHJaMH MPOTATOM 5-TH XBHJIMH.

10.Buknanau 3agae KOHTPOJIBHE MHUTAHHS 3a PO3IJISHYTUM IMHUTAHHSAM KOXHIA 3
KOMAaHI.

11.Buknanay oIiHIOE SKICTh pOOOTH KOKHOT 3 KOMaH/I.

12.Kputepii omiHroBaHHs (3a I’ ATHOATBHOIO MIKAJIOK KOKHUK):

- TMOBHOTA Ta apTyMEHTOBAHICTh BIMMOBIEH;
- poboTa B KOMaH/Ii;
- JIOTpUMAaHHS MPAaBUII CTHUKETY.

13.1Ticns ormiHOBaHHS KOMaH BOHU 3MIHIOIOTh CBIM CTAaTyC 1 Ipa MPOJIOBKYETHCS.
Tak Tpu paynau.

14.TTo 3aKkiHYEHHI TpH MiIOUBAIOTHCS MIICYMKH.

15.Ynenn komaHau, sSika HaOpaysia HaWOUTBITY KUTBKICTH OalliB MPOTITOM TpH
OTPUMYIOTh TPHU30B1 0aaum Ha MoaynbHOMY TecTi. KomaHma sika mpoTsrom
ceMecTpy HaOpana HaWOUIBITY KUTBKICTH OalliB MPOTITOM YyCiX irop OTpUMYE
pU30Bi O Ha 3aJIIKOBOMY TECTI.

II1. ITopsanoK MpoBeIeHHA 3aAKJIKYHOI YACTUHH 3aAHATTS
[linBecT mMIACYMKH 3aHSATTSA, OTOJIOCHTH OINIHKH, 3aJaTH 3aBIaHHSI Ha
CaMOCTIiHY poOOTY, OTOJIOCUTH TEMY HACTYITHOTO 3aHSTT.
Temu HJIbOBUX BUCTYIIB
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Sxy ponb B C3I BuKOHYe moniTHKa O€3MEKH, 1 sIka MOJENb OopraHizamiil 3
no3uuii iX 3putocTi B cdepi 1HPopMamliiiHOI Oe3neKku 3ampornoHOBaHa
Carnegie Mellon University?
VY BUIISAl AKUX JAOKYMEHTIB JOIUIBHO O(GOPMIISTH MOJITHKY O€3MeKH
oprasizarii?
Sxi mini 1 3aBIaHHS MOMITUKKA 0€3MEKH opraHizarii?
Ski OOOB'SI3KM KEpIBHUKIB 1 CHIBpOOITHUKIB oOpraHizamii B cdepi
iHpopMmarliitHoi Oe3nexu?
Ski MoxyTh OyTM BHMOTM MOJITHKM O€3MeKM Oprasizamii 1070
3a0e3nedeHHs Ppi3uyHO1 O€3MeKH KOMIT'IOTEPHOI cucTeMu?
Sxi MOXyTh OyTH 3arajbHi BUMOTH MOJITHKMA O€3MEeKM OpraHizailii 1iojo
YIPaBIiHHS 1 BAKOPUCTAHHS KOMITFOTEPHOI CHCTEMU?
Sxi MOXyTh OyTH TipaBuiia O€3MeKU MpPU BUKOPUCTAHHI 30BHINIHIX peCypciB
(Internet)?
SIxi MOXyYTb OyTH ITpaBuIIa O€3MEKHU IMPH BUKOPUCTAHHI €IEKTPOHHOT TIOIITH?
SIki MOXyTh OyTH BUMOTH TIOJIITUKHM O€3MEeKH Oprasizalii o0 opraHizarii
AHTHBIPYCHOTO 3aXUCTY KOMII'FOTEPHOI CUCTEMH?
SIki MOKyYTh OYTH BUMOTH TMOJIITUKK O€3MEKH OpraHi3allii o10 YIpaBIiHHS 1
eKCIUTyaTallii KpunTorpagiyHUX CUCTEM B KOMI'TOTEPHIN cucTemi’?
SIki MOXyTh OyTH TMpaBWJIa BIPOBAKEHHS MPOrPaMHOTO 3a0e3NEUeHHS B
KOHTEKCTI1 Oe3neku?
o € 3000B's13aHHsAM BuKoHaHHs [lomiTHKM Oe3neku opraxizaiii?
SIk MOXKHa BHU3HAUUTU TOPSAJIOK BIPOBAJKEHHS 1 KOHTPOJIIO BUKOHAHHS
HOJITUKY Oe3neKu?
SIxkum Moke OyTH MOPSAIOK HEeperiiay MOJITUKY Oe3reKu?

Temu pedeparin
JlokymeHTanbHe 0(hOopMIIEHHS MOJIITUKU OE3MEeKH OpraHi3aliii.
i1 1 3aBIaHHS MOJITUKY O€3TMeKH opraHizarlii.
3arajqbHi BUMOTH TIOJITHKHA O€3MEKW oOpraHizaiii Ioa0 yIpaBaiHHSA 1
BUKOPHUCTAaHHS KOMI'TOTEPHOT CUCTEMHU.
[IpaBuna Ge3nexu Mpu BUKOPUCTaHHI 30BHIMIHIX pecypciB (Internet).
[Topsinok neperasay NoJiTUKU OE3MEKH.

IIpakTryHe 3aHATTA 32 TeMOIO Ne 8. Po3p0o0Kka nMpoeKTy cCMCTeMH 3aXHCTY

iHpopmanii

HapuanbHa MeTa 3aHATTA: O3HAMOMUTH 3 MOXJIHUBOK MOJICJUIK0 MPOCTOPY

3ax0/iB 1 3ac00iB 3axucTy iHGOpPMAaIlii, KpUTEPISIMU 1 OCOOTUBOCTI MPOEKTYBAHHS
ONTUMAJIBHOT CHCTeMH 3axUCTy iHpopmarii, OQOPMICHHSIM BIAMOBITHUX
JTIOKYMEHTIB.

Yac nposenenHs: 4 ro.
Miciie npoBeeHHSs: 3T1THO 3 PO3KIaJI0M.

HaBuanbH1 muTanasa

1. Mogens npocTopy 3ax0/1iB 1 3aC001B 3aXUCTY.
2. Kpurepiit i 0coOIMBOCTI MPOEKTYBaHHS ONTHUMAIBHOI CHCTEMH 3aXHCTY

iHpopMmanii. TexHiuHe 3aBgaHHa Ha po3poOky C3I 1 Ilman 3axucry
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1HpopMarii.
Jlitepatypa: [1, ¢.107-112].
Ilnan npoBeeHHS 3aHATTA
I. Ilopsainok nNpoBeIeHHA BCTYIY A0 3aHATTH.
[lepeBipuTH 3riHO KypHAJy HAaBYAIBHOI TPYNH HAasIBHICTH 3/100yBayiB BUILIO]

ocBITH. OT0JIOCUTH TEMY 3aHATTA, HABYAJIbHY MCTY 1 TUTaH 3aHATTA.

I1. ITopsinok MpoBeeHHSI OCHOBHOI YACTHUHM 3aHATTS.
[IpoBecT onuTyBaHHS 32 KOHTPOJbHUMM MUTAHHAMHM 10 Jekuii 8. Haranatu

OCHOBHI BHM3HaueHHS. JleTanbHO po3riasHyTH Martepian Jiekmii 8. OOroBopuTu
OUTaHHS, po310paTH MaTepial JEKIli, 10 BUKIMKAE CKIAJAHICTh B 3aCBOEHHI.

1.

8.
9.

3100yBaui BHILOI OCBITM 3a3Jajerilb OTPUMYIOTh MEpeNiK MUTaHb s
MiATOTOBKY (JIMB. HAMPHUKIHII KOXKHOT JICKI[11) Ta 03HAHOMITIOIOTHCS 3 IPaBUIaMU
TpH.

I'pyny po3auisitorb Ha Tpu KoMaHau: «JlomoBigaui», «OMOHEHTH»,
«Penenzentn» (ApOiTpoM € BUKIaAaY).

Komanpga nonoBigauiB HazuBae Oy SIKE YUCIIO Y ME&XaX KUTbKOCTI MUTAaHb IS
niaroroBku. ITicist mboro BUKIAAa4 3ajJa€ MUTaHHS, HOMEP SKOTO BiJIIOBiIa€e
Ha3BaHOMY JIOTIOBiJlayaMy YUCITY y CIIMCKY NMHUTaHb BUKJIadada. Jlami komaHma
JIOTIOB1JIa4yiB TMPOTITOM OAHIET XBWJIMHHM PO3MIPKOBYE, YW TMpUiiMae BOHA
nuTaHHA. SIKIIO0 KOMaH/1a MUTaHHS HE IPUIIMAE TO BOHA Ma€ MPaBo III¢ Ha OJIHY
cripoOy BUOOPY MUTAHHS.

Jlami koMaHaa JOTOBIIa4iB MPOTATOM 3-X XBUJIMH FOTY€E PO3TOPHYTY BIAMOBIb
Ha MOCTaBJICHE BUKJIAJa4yeM MUTaHHA. B 1ieit yac koMaHa OMOHEHTIB MOYHUHAE
rOTyBaTH MUTAHHS sl KOMaHAM JIONOBIaviB, a KOMaH/Ia PEIEH3EHTIB TOYNHAE
rOTYBaTH MUTAHHS JUIA 000X IHIIMX KOMaHJ, 3 METOI OI[IHKH iX BIIMOBIJIEH.
MaxkcuMalibHa KUTIBKICTB 3alIMTaHb Bl KOXHOI komanau — 10.

[Ticns 1poro J10MoBizavi BiAMOBIAAIOTh HA MUTAHHS BUKJIQJada MPOTATOM S5-TH
xBWIMH. OTIOHEHTH Ta PELEH3eHTH B 1€ Yac KOPEerylTh CBOi NMHUTAHHA Y
BIJIITOBIIHOCTI J0 BIAMOBI/I JIOIIOBIIAYiB.

OmnoHeHTH 3a7al0Th MHTaHHSA JomoBimadaMm. JlomoBimadi po3MipKOBYIOTh
npotsirom 40 cexyH/1 Ta BiMOBiAat0Th. Yac BIAMOBINI HEOOMEKESHHI.
PernieH3enTr 3a1ar0Th MUTAHHS JIOMOBiAa4YaM 1 OMOHEHTaM. T1 po3MIpKOBYIOTH
npotsirom 40 cexyH/1 Ta BiIMOBiAat0Th. Yac BIAMOBINI HEOOMEKESHHI.
PenienzenTr mpoTsroM 3-X XBUJIUH JAIOTh OI[IHKY 000M KOMaHaM.

ITonemika Mi>K KOMaHIaMH MIPOTITOM S5-TH XBUJIMH.

10.Buknanau 3amae KOHTPOJIBHE MUTAHHS 32 PO3TISHYTHM MUTAHHSM KOXHIN 3

KOMaH/.

11.Buknanad omiHIOE SKICTh pOOOTH KOXKHOI 3 KOMaHI.
12.KpwuTtepii omiHrOBaHHA (32 11’ ATHOATHHOO MIKAIOI KOKHUMN):

- TIOBHOTA Ta apryMEHTOBAHICTh BIAMOBIIECH;
- poOoTa B KOMaHi;
- JIOTPUMAaHHS MMPABUJI CTHUKETY.

13.1Ticns ormiHOBaHHS KOMaH BOHU 3MIHIOIOTh CBIM CTAaTyC 1 I'pa MPOJIOBKYETHCS.

Tak Tpu paynau.

14.T1o 3akiHY€HH]1 TPy MiIOUBAIOTHCS MIJCYMKH.
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15.Ynenn komMaHau, sika HaOpajia HalOUIbILY KUIBKICTH OalliB MPOTITOM TIpU
OTPUMYIOTH NpHU30BI Oanum Ha MoOAylIbHOMY TecTi. KoMmMaHna sika mpoTsIrom
ceMecTpy HaOpajia HalOUIbIy KUIBKICTh OalliB MPOTATOM YCIX IrOp OTPUMYE
MPU30BI1 OaJIM HA 3aJIIKOBOMY TECTI.
II1. ITopsinok npoBeAeHHS 3aAKJIIOYHOI YACTHHH 3aHATTH
[linBecTn MIACYMKHM 3aHSTTS, OrOJOCHTH OIIHKHM, 3aJaTH 3aBAaHHS Ha
CaMOCTIiiiHY poOOTY, OTOJIOCUTH TEMY HACTYITHOT'O 3aHSTTS.
Temu HiTbOBUX BUCTYIIB
1. 'V Burnsal sxoi cTpykTypu MoskHa npeactaBuTu mnpoctip C3I, 1 ski ii
€J1eMEHTHU?
Ske 3aBaaHHs po3B'sa3yeThes npu ontuMizanii C31, 13a skumu KkputepisamMu?
3. Sxi o0cobmMBOCTI 1 TMOCHIIOBHICTh 3a7ady, W10 BUPIMIYIOTECA MpH
npoekryBanui C31?
4, Sxi po3ninmu nependauyae TexHiuHe 3aaaHHs Ha po3poOky C3I i Ilman
3axucTy iHpopMaIii?
5. o moxHa nepeadaynTH K OpraHi3alliiiHi 3aX04u 100 peaizallii MPOeKTY
(mnany) 3axucty iHpopmarrii?
Temu pedeparis
1. Xapakrepuctuka npocropy C3I.
Ormrumizanis C3LL
3. 3micT TexHiuHOro 3apaanHs Ha po3poOky C3I i [lmany 3axucty iHdopmariii.

N

N

IIpakTuyHe 3aHATTH 32 TeMOIO Ne 9. BripoBaukeHHsI, BUBHAYEHHSA SIKOCTI
i ynmpaBJIiHHSI CHCTEMOIO 3aXHCTy iH(popMmamii

HaBuanpHa MeTa 3aHATTS: PO3TIASHYTH MOPSIOK peanizallii npoekTy (TuiaHy)
3axXyUcTy 1H(oOpMaIllli, BHU3HAYCHHS SKOCTI peali30BaHOI CHUCTEMH 3axXHUCTy Ta
KOHTPOJTIO 32 (PYHKIIIOHYBAHHSIM.

Yac npoBeneHHs: 4 rof.
Miclie mpoBeIeHHS : 3T1THO 3 PO3KIAJI0M.
HapuanbHi muTaHHs
Peanizaist mpoekry (miany) 3axucty iHbopMaIiii.
2. BusHadeHHS SKOCTI peari3oBaHOi cHCTeMU 3axucTy. KoHTpoIbh
(GyHKITIOHYBaHHS 1 yIPABIIHHS CUCTEMOIO 3aXUCTY.
Jlirepatypa: [1, c. ¢.112-118], [2-7].
Ilnan npoBeaeHHS 3aHATTSA:

I. Ilopsiiok nMpoBeeHHS BCTYIY A0 3aHATTH.

[lepeBipuTH 3rigHO XypHAITY HaBYAIBHOI TPYNH HAsBHICTH 37100yBayiB BUIIO]
ocBiTH. OTOJIOCUTH TEMY 3aHATTS, HABYAITBHY METY 1 TUTaH 3aHSITTS.

I1. Ilopsinoxk mpoBeaeHHsI OCHOBHOI YACTUHH 3aHATTH.

[TpoBecTn onmuTyBaHHS 32 KOHTPOJbHUMH MUTAHHAMH 10 Jekiii 9. Haramatu
OCHOBHI BH3HaueHHs. JletampHO po3rmstHyTH Martepian Jekmii 9. OOGroBoputu
MUTaHHS, po310paTu MaTepiall JeKIlli, [0 BUKJIMKAE CKIIAIHICTh B 3aCBOEHHI.

1. 3g00yBaui BUIIOT OCBITU 3a34ajeriib OTPUMYIOTh TMEpeNiK MUTaHb s
MiATOTOBKY (JIMB. HAITPUKIHII KOKHOT JICKII11) Ta 03HAHOMJIIOIOTHCS 3 TTpaBUIIaMU
TpH.

=
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2. I'pyny po3auisitorb Ha Tpu KoMaHau: «JlomoBimaui», «ONOHEHTH»,
«Penenzentn» (ApOITpOM € BUKJIaaY).

3. Komanpa nonoBigadiB Ha3uBae OyJb AK€ YUCIO Y MEXaX KUIbKOCTI MUTaHb AJIs
miarotoBku. Ilicns npboro BHUKIagad 3a7a€ MUTaHHS, HOMEP SKOTO BIJIIOBIJIA€
HA3BaHOMY JOTOBIJa4aMHU YMCIY y CIUCKY NMUTaHb BUKIanada. Jlami komaHaa
JIOTIOB1JIa4yiB TMPOTITOM OJAHIET XBWJIMHHM DPO3MIPKOBY€E, YU NpHUiiMae BOHA
IATaHHS. SIKI0 KOMaHJa MUTAHHS HE IPUMMAE TO BOHA MA€ MPaBo 1€ HA OJIHY
cpoOy BUOOPY MUTAHHS.

4. Jlanmi KOMaHJia 1ONOB1Ia4yiB IPOTATOM 3-X XBUJIMH T'OTY€E PO3TOPHYTY BIAMOBIIb
Ha IIOCTaBJICHE BHKJIaJaueM NUTaHHS. B 1€l yac xomMaHa OIOHEHTIB MOYMHAE
TOTYBaTH MUTAHHS JUIsl KOMaHIM JIONOBIaviB, 2 KOMaH/Ia PEIEH3CHTIB TOYNHAE
rOTYBAaTH MUTAHHS IS 000X IHIIMX KOMaHJ, 3 METOI OI[IHKM iX BIMOBIJICH.
MakcumalibHa KUIBKICTB 3alIUTaHb Big KOKHOT koMaHau — 10.

5. Ilicns mporo JomoBiayi BIAMOBIIAIOTh HA MUTAHHS BUKJIAaJada MPOTITOM S5-TU
xBuIMH. OTIOHGHTH Ta PEIECH3CHTH B IIeH Yac KOPETyITh CBOi IHTaHHS Y
BIJIIOBITHOCTI IO BIAMOBIA1 JOIMOBIIAYIB.

6. OmnoHeHTH 3a7al0Th NUTaHHS JomNoBigadaMm. JlomoBimadi pO3MIPKOBYIOTH
npotsaroM 40 cekyH[ Ta BiIMOBi1at0Th. Yac BiAmoBi1i HECOOMEKECHUH.

7. PenieHzeHTH 3a7al0Th MATAHHS JOMOBIJayaM 1 omoHeHTaM. T1 pO3MIpKOBYIOTH
npotsaroM 40 cexkyH Ta BiJIMOB11at0Th. Yac BiAMOBiI1 HEOOMEKECHH .

8. PereHzeHTH mpoTATOM 3-X XBUJIMH JAIOTh OIIIHKY 000M KOMaHaM.

9. Tlonemika Mi>k KOMaHJaMH MPOTATOM 5-TH XBHJIMH.

10.Buknanau 3a7a€ KOHTPOJIbHE MUTAHHS 3a PO3IJITHYTHUM MHUTAHHSAM KOXHIA 3
KOMaH]I.

11.Bukinanay oIiHIOE IKICTh pOOOTH KOKHOT 3 KOMaHI.

12.Kputepii omintoBaHHs (3a I’ ITHOATHHOIO IIKAIOK KOXKHUMN):

- MOBHOTA Ta apTryMEHTOBAHICTh BIJIMOBIICH;
- poboTa B KOMaH/Ii;
- JIOTpUMAaHHS MPABUII €THUKETY.

13.1Ticns ormiHOBaHHS KOMaH BOHU 3MIHIOIOTh CBIM CTAaTyC 1 Ipa MPOIOBKYETHCS.
Tak Tpu paynau.

14.TTo 3aKkiHYEHHI TP MiJONBAIOTHCS MIACYMKH.

15.Ynenn komMaHau, Ska HaOpajia HaWOUIBIY KUIBKICTH OalliB MPOTATOM TpH
OTPUMYIOTH TIpHU30BI Oanum Ha MOAYIbHOMY TecTi. KomaHna sika mpoTsIroMm
ceMecTpy HaOpana HaWOUIbITY KUIBKICTH OalliB MPOTITOM YyCiX irop OTpUMYE
IpU30Bi 6K HA 3aJIIKOBOMY TECTI.

I11. ITopsanoK MpoOBeIeHHA 3aKJIYHOI YACTUHH 3aAHATTS
[ligBecTn mMiACYMKH 3aHSATTS, OTOJOCHTH OIlIHKH, 3aJaTH 3aBJaHHSA Ha
CaMOCTIHHY po0OOTY, OTOJIOCUTH TEMY HACTYITHOTO 3aHSTTS.
Temn HiIbOBUX BUCTYMIB
1. Mo wmoxHa mnepen0ayuTh SK KOHTPOJIBHO-MIPABOBl, MNPOPUIAKTUYHI 1

THXKEHEPHO-TEXHIYH1 3aXOJM IIOAO0 peaiizaiii mpoekTy (IaHy) 3aXHCTy

iH(popMmarii?

SAxuii 3MiCT eTany "BU3HAUCHHSI IKOCT1 peali30BaHOT CUCTEMH 3aXUCTY"?

3. SIxi BuauM AepKaBHOI €KCIIEPTU3H 1 MOPSAOK 11 OpraHi3alii Ta mpoBeaCHHS ?

N



22

Sxi1 BuM aTecTauli 1 TOpAIOK ii opraxizauli Ta IpOBEIECHHA?

ki TOKyMEHTH HEOOXIAHO MaTH MiCJs MPOBEACHHS POOIT BIAMOBIIHO 10
IIOCTOTO eTany noOy/I0BU CUCTEMU 3aXUCTY 1HPOpMallii, 1 AKUH iX 3MICT?

6. Y 4oMy cyTh KOHTPOJBHO-IHCHEKI1ITHOT poO0oTH 3 muTaHb 131 11010 cy0'eKTIB
cucremu T3I7?

o s

Temu pedeparis
1. KonrtposbHO-IpaBOBi, MPOPLIAKTAYHI 1 TH)KEHEPHO-TEXHIUHI 3aXOAHU LI0JI0
peanizanii NpoekTy (IaHy) 3aXUcTy 1HpopMarii.
BusHayeHHs SIKOCTI peasii3oBaHOI CUCTEMHU 3aXUCTY.
Bunu nepxaBHOi eKCIepTU3H 1 MOPSAIOK ii opraHizailii Ta mpoBeACHHS.
4. CyTb KOHTPOJBHO-IHCHEKIIIHOI pobotn 3 murTaHb T3] momo cy0'ekTiB
cuctemu T3I

W™

IIpakTuyHe 3aHaTTs 32 TeMO Ne 10. HopmaTtuBHo-npasoBa 6aza CLIA
oA0 3a0e3neyeHHs iHpopmaniiHoiI Oe3neKn

HaBuajpHa MeTa 3aHATTS: PO3TIISHYTH OCHOBHI HOPMATHBHO-IIPaBOBI aKTH
CHIA y cdepi ynpaBiaiHHs Ta opraHizailii iHpopMaIiiHoi Oe3neKu.

Yac npoBeaeHHS: 2 TO/I.

Micrie TpOBEICHHS: 3T'THO 3 PO3KJIAOM.

HaBuanpHi TUTaHHS
1. Tonsarrs kibepnpoctopy. Orisii OCHOBHUX 3aKOHIB 00 iH(oOpMaIliiHOi

Oe3reku KibeprpocTopy.

2. Federal Information Security Management Act of 2002, FISMA.

Kiacudikariiiss HOpMaTUBHUX JTOKYMEHTIB 3 1H(POpMAIIHHOT OE3MEeKH.

Jlitepatypa:
1. Hocos B.B. 3a6e3neuenns indopmariiinoi 6esnekn y CIIA. Enexrponnuii

kypc nekmiit. Xapkis, XHYBC, 2011 p.

2. Baranos, I1.A. IlpaBoBuii 3axuct kidbepnpocropy B CIIIA / I1.A. Barauos //

[IpaBo3naBctBO. — 2006. — Ne 4. — ¢. 73-88.

3. [43-55] 31 cmucky miTepaTypd, HaBeIeHOI y METOAMYHHMX MaTepianax Jo

NPAKTUYHUX 3aHSTh.

Ilnan npoBeaeHHS 3aHATTSA:

I. Ilopsiiok NpoBeIeHHS BCTYIY A0 3aHATTH.

[lepeBipuTH 3rigHO XypHAIY HAaBYAIBHOI TPYNH HAsBHICTH 37100yBayiB BUIIO]
ocBiTH. OTOJIOCUTH TEMY 3aHATTS, HABYAIbHY METY 1 TUTaH 3aHSTTS.

I1. Ilopsinoxk mpoBeaeHHsSI OCHOBHOI YACTUHH 3aHATTH.

[TpoBecTr onUTyBaHHS 32 KOHTPOJBHUMU MUTAHHAMU 10 Jiekiii 10. Haragatu
OCHOBH1 Bu3HaueHHs. JleTanbHO posrisHyTH Matepian jexiii 10. OGroBoputu
MUTaHHS, PO310paTh MaTepial JEeKIii, 0 BUKINKAE CKIATHICTh B 3aCBOECHHI.

1. 3m00yBaui BHIIOi OCBITH 3a3[ajerilb OTPUMYIOTh TNEPENiK TUTaHb IS
MIATOTOBKY (JIMB. HAITPUKIHII KOKHOT JICKII11) Ta 03HAHOMJIIOIOTHCS 3 TTpaBUIIAMU
TpH.

2. I'pyny posminstorb ©Ha Tpu KoMmaHmu: «JlomoBimadi», «OMOHEHTH,
«Peuenzentn» (ApOiTpoM € BUKIaAaY).
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3. Komanna nonoBigadiB Ha3uBae OyJb AKE YUCIO Y MEKax KUIbKOCTI MUTAHb IS
niarotoBku. Ilicns npboro BHUKIagad 3a7a€ MUTaHHS, HOMEP SKOTO BIIIMOBiJIA€
Ha3BaHOMY JIOTIOBiJauaMM YMCIYy Yy CIIMCKY MHUTAaHb BUKIanada. Jlami komanma
JIOTIOB1JIa4yiB MPOTSTOM OJHI€] XBWJIMHHU PO3MIPKOBYE, YM MpUKMae BOHA
IATaHHS. SIKI0 KOMaHJa NMUTAaHHS HE IPUMMAE TO BOHA Ma€ MPaBo 1IE HA OJIHY
cpoOy BUOOPY MUTAHHS.

4. Jlanmi KOMaHJia 10NOB1Ia4yiB IPOTATOM 3-X XBUJIMH T'OTYE PO3TOPHYTY BIAMOBIIb
Ha MOCTaBJIEHE BUKIaJadyeM MMHUTaHHSA. B 1iei yac KoMaH1a OIMOHEHTIB MOYMHAE
rOTYBaTH MUTAHHS ISl KOMaHIM JIONOBIaviB, a KOMaHa PEICH3CHTIB MTOYHHAE
rOTYBAaTH MUTAHHS IS 000X IHIIMX KOMaHJ, 3 METOI OI[IHKH iX BIIMOBIJICH.
MakcumalbHa KUIBKICTE 3alIUTaHb Big KOKHOT koMaHau — 10.

5. Ilicns mporo JomoBiayi BIAMOBIIAIOTh HA MUTAHHS BUKJIAgada MPOTITOM 5-TU
xBWIHH. OTIOHGHTH Ta PEICH3EHTH B IIEW Yac KOPETYIOTh CBOI MHUTAHHS Yy
BIAMTOBIAHOCTI 40 BIAMOBI/I JIOIIOBIIa41B.

6. OnoHeHTH 3a7al0Th NUTaHHS JomNoBigayaMm. JlomoBimadi pO3MIPKOBYIOTH
npotsaroM 40 cekyH[ Ta BiiMOBi1at0Th. Yac BiAmoB1I1 HECOOMEKCHUI.

7. PenieH3eHTH 3a7al0Th MATAHHS JOMOBIJayaM 1 OmOHEHTaM. T1 pO3MIPKOBYIOTh
npotsaroM 40 cekyH[ Ta BiIMOBi1at0Th. Yac BiAmoBi1i HECOOMEKECHUH.

8. PenieH3eHTH IPOTATOM 3-X XBHJIMH JAIOTh OIIHKY 000M KOMaH/IaM.

9. TNonemika Mi>k KOMaHJIJaMU MTPOTATOM S5-TH XBHUJIHMH.

10.Buknanau 3a7ae KOHTPOJIbHE MUTAHHS 3a PO3IJISHYTHUM IMHUTAHHSAM KOXHIN 3
KOMaH]I.

11.Bukinanay oIiHIOE SKICTh pOOOTH KOKHOT 3 KOMaHI.

12.Kputepii omintoBaHHs (3a I’ ATUOATBHOIO MITKAJIOK KOKHUK):

- TOBHOTA Ta apTryMEHTOBAHICTH BIJIIOBIICH;
- poboTa B KOMaH/Ii;
- JIOTpUMAaHHS MPABUII €THUKETY.

13.1Ticns oriHOBaHHS KOMaH BOHU 3MIHIOIOTH CBIM CTAaTyC 1 Ipa MPOJIOBKYETHCS.
Tak Tpu payHau.

14.TTo 3akiHYEHHI TPy MiOUBAIOTHCS MIACYMKH.

15.Ynenn komMaHau, sika HaOpayiia HaWOUIBINY KUIBKICTH OalliB MPOTITOM TpU
OTPUMYIOTH TIPHU30BI Oanum Ha MOAYIbHOMY TecTi. KomaHna sika mpoTsIrom
ceMecTpy HaOpana HalOUIbITY KUIBKICTH OalliB MPOTIATOM YCIX irop OTPUMYE
pHU30Bi OaK HA 3aJIIKOBOMY TECTI.

I11. [TopsanoOK MpoOBeIeHHA 3aAKJIKYHOI YACTUHH 3aAHATTH
[TigBecTn MigCyMKH 3aHATTS, OTOJIOCHTH OIIIHKH, 3aJaTH 3aBJAaHHS Ha
CaMOCTIHHY po0OOTY, OTOJIOCUTH TEMY HACTYITHOTO 3aHSTTS.
Temn HiIbOBUX BUCTYMIB

SlkuMu OCHOBHUMU 03HAKaMH XapaKTEePU3YEThCs KibeprmpocTip?

[Ilo Take ropucauKitis?

Skum € npaBoBuid pexxuM [HTepHeT?

Axuit 3akon CHIA Bmepuie MICTUB BU3HAUYEHHS TEPMIHY «EJIEKTPOHHMI

MIIIUCH ?

5. Skuit 3akon CIIA Bmepme paB odiliifiHe TIyMauy€HHSIM TEPMIHY

«1H(popMalliiiHa TEXHOJIOT151»?

P
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6. Sxuit 3akon CHIA BimoOpaxae Hamip ypsay CIHIA 3axucTutu BiacHi
KOMIT'FOTEpHI MEpExi1?

/. Sxa oprasizanis 0e3MocepeHbO po3po0Jise€ Pi3HI THUOM JIOKYMEHTIB 3
1HpopMmarliitHoi Oe3nexu?

8.  SkiTunu nokymeHTIB 3 iHdopMaliitHo1 6e3nexu myoaikye Computer Security
Division?

Temu pedeparis

1. KiGepnpocTip: BUBHAYEHHS, O3HAKH.

IIpaBoBuii pexxuM [HTEpHET.

3. HopwmartuBHo-npaBoBe 3a6e3neueHHs iHpopmariitHoi 6e3nexu CILIA.

N

IIpakTnune 3anarTa 3a Temow Nell. Crpykrypa 3a0e3nedeHHsI
iHpopmaniiinoi 0e3nexu (Information Security Governance)

HaBuanpHa MeTa  3aHATTA: PO3MNVIIHYTH  CTPYKTYpY  3a0e3medcHHs
iHpopMmariitHoi Oesnexku CIIA, nepxaBHI MexaHI3MHU y cdepl ympaBiiHHSA Ta
oprasizaiii iHpopMaliitHOi 6e3nexu.

Yac npoBeneHH: 2 TO/I.

Micrie TpOBEICHHS: 3T'THO 3 PO3KIIAOM.

HaBuaibpHi TUTaHHS
1. 3aranpHi BuUMoOru 3abesneueHHs iHGopmariitHoi Oe3neku. CkianoBi
3abe3reueHHs iHpopMaIliifHOT 0e3NeKH.
2. TlpoGnemu Ta nuIsSXu iX BUpilIeHHs Y 3a0e3eueHH] iHpOpMaIliiHOT Oe3MeKH.
Jlitepatypa:
1. Hocos B.B. 3a6e3neuenns ingopmariiiinoi 6e3nexku y CIIA. EnekTponnmii
kypc nekuii. Xapkis, XHYBC, 2011 p.
2. Baranos, I1.A. [IpaBoBuii 3axuct kidepnpocropy B CIIIA / I1.A. Baranos //
[IpaBo3naBcTBO. — 2006. — Ne 4. — ¢. 73-88.
3. [43-55] 3i cnmcKky niTepaTypH, HaBeAEHOI y METOAMYHHMX Marepiaiax 0
NPAKTUYHUX 3aHSTh.
Ilnan npoBeeHHS 3aHATTSA:

I. Ilopsiiok mpoBeIeHHsI BCTYMY A0 3AHATTH.

[lepeBipuTH 3rigHO XypHAIY HAaBYAIBHOI TPYNH HAsBHICTH 37100yBayiB BUIIO]
ocBiTH. OTOJIOCUTH TEMY 3aHATTS, HABYAIbHY METY 1 TUIaH 3aHSTTS.

I1. Ilopsinoxk npoBeAeHHsI OCHOBHOI YACTUHM 3aHATTH.

[IpoBecTr onuTyBaHHS 32 KOHTPOJIBHUMU TUTaHHSAMU 10 Jiekii 11. Haranatu
OCHOBH1 Bu3HaueHHs. JleTanbHO posrisHyTH Matepian jekiii 11. OGroBoputu
MUTaHHS, PO310paTh MaTepial JeKIii, 0 BUKINKAE CKIATHICTh B 3aCBOECHHI.

1. 3m00yBaui BHIIOiI OCBITH 3a3[ajerilb OTPUMYIOTh TEPENiK TUTaHb IS
HiATOTOBKY (JIMB. HAIPUKIHII KOXKHOT JISKI[i1) Ta 03HAHOMITIOIOTHCS 3 PABUIIAMHU
TpU.

2. I'pyny posminstorb ©Ha Tpu KoMmaHmu: «JlomoBimadi», «OMOHEHTH,
«Penenzentn» (ApOiTpoM € BUKIaAaY).

3. KomaHnja nomoBizadiB Ha3uBae Oyb SKE YHCIIO Y MEXaX KUTbKOCTI MMUTaHb IS
miarotoBku. Ilicist mporo BHKIIAMad 3a7a€ MUATAHHSA, HOMEp SKOTO BIAMOBIIAE
Ha3BaHOMY JIOTIOBiIauaMy YWCIy Y CIIHCKY MHUTAaHb BUKIanada. Jlami komanma
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JIOTIOBIJIa4yiB MPOTITOM OJHI€] XBWJIMHHU PO3MIPKOBYE, YM MNpUKMae BOHA
NUTAHHA. SIKIIO0 KOMaH/Ia TUTAaHHS HE NMPUHMMAaEe TO BOHA MA€ IIPABO 1€ HA OJHY
cpoOy BUOOPY MUTAHHS.

4. Jlanmi KOMaHJa 10NOB1Ia4yiB IPOTATOM 3-X XBUJIMH T'OTY€E PO3TOPHYTY BIAMOBIIb
Ha MOCTaBJICHE BUKJIAJa4eM MMUTaHHA. B 11eli yac koMaHa OMMOHEHTIB TIOYNHAE
rOTYBaTH MUTAHHS ISl KOMaHIM JIONOBIaviB, a KOMaHa PEICH3CHTIB MTOYHHAE
roTyBaTH MHUTAaHHS JUIsl 000X IHIIMX KOMaHJ, 3 METOI0 OLIHKHU iX BIAMOBIIEH.
MakcuMalbHa KUTBKICTh 3alUTaHb Bl KOHOT koManau — 10.

5. Ilicns uporo momnoBigayi BIAMOBIAAIOTE HA MUTAHHS BUKJIaAada OPOTATOM S5-TH
xBuIMH. OTIOHGHTH Ta PEIECH3EHTH B IIeW Yac KOPETYIOTh CBOI MHUTAHHS Yy
BIAIIOBIAHOCTI 40 BIAMOBI/I JIOIIOBIIaY1B.

6. OmoHeHTH 3aJal0Th NUTaHHSA JomnoBigayaMm. JlomoBigadi pO3MIPKOBYIOTH
npotsiroMm 40 cexyH/1 Ta BiMOBIAal0Th. Yac BIAMOBIII HEOOMEKEHHI.

7. PenieH3eHTH 3a7al0Th MUTAHHS JOMOBIJayaM 1 omoHEHTaM. T1 pO3MIPKOBYIOTh
npotsaroM 40 cexyH[ Ta BiiMoOBiat0Th. Yac BiAmoB1I1 HECOOMEKECHUH.

8. PeneH3eHTH IPOTATOM 3-X XBHJIMH JAIOTh OIIHKY 000M KOMaH/IaM.

9. [Nonemika Mi>k KOMaHJJaMU MIPOTATOM 5-TU XBUJIHH.

10.Buknanad 3aja€ KOHTPOJIBHE MUTAHHS 32 PO3TISHYTHM IUTAHHSAM KOXXHIH 3
KOMaH/I.

11.Bukinanay oIiHIOE SKICTh pOOOTH KOKHOT 3 KOMaH/I.

12.Kputepii omintoBaHHs (3a I’ ATHOATBHOIO MITKAJIOK KOKHUK):

- MOBHOTA Ta apryMEHTOBAHICTH BIIIOBIICH;
- poboTa B KOMaH/Ii;
- JIOTPUMAaHHS MPaBUJI €TUKETY.

13.1Ticns oriHOBaHHS KOMaH BOHU 3MIHIOIOTH CBI1M CTATyC 1 Ipa MPOJIOBKYETHCS.
Tak Tpu payHau.

14.TTo 3akiHYEHHI TPy MiIOUBAIOTHCS MIACYMKH.

15.YUnern komMaHmu, sika HaOpajga HAWOUIBINY KUIBKICTH OajiB MPOTATOM TpHU
OTPUMYIOTh TIPU30B1 Oanum Ha MoaynbHOMYy TecTi. Komanma sika mpoTsrom
ceMecTpy HaOpasia HalOUIBIY KUTBKICTH OaiB MPOTITOM YyCiX irop OTpUMYE
pU30Bi OaK HA 3aJIIKOBOMY TECTI.

I11. [TopsanoK MpoOBeIeHHA 3aAKJIYHOI YACTUHH 3aAHATTH
[TinBecTn mMiACYMKH 3aHSATTSA, OTOJOCHTH OINIHKH, 3aJaTd 3aBJaHHSA Ha
CaMOCTIHHY poOOTYy.
Temn HiIbOBUX BUCTYIIB
1. Sxi iHCTHTYII 1 SKMM YMHOM BH3Ha4aroTh BUMord 3 Ib Ta BrumBaroTh Ha
3abe3nedeHHs iHpopMaIiitHoi 6e3nexu deaepansaux opranizaimin CIIA?
2. SxuMum € OCHOBHI BHWAM JISJIBHOCTI IOJO IHTETPYBaHHS 3aXOIiB
iHpopMarliitHi 6e3mekn B 3aralibHy CTPYKTYpy opranizarii CIIIA?
3. Y domMy cCyThb CTpaTeriyHoro IUTaHyBaHHS IHpOpMAIiiHOI Oe3meku y
dbenepanpHiii areniii CIIIA?
4.  Sxumu MOXyTb OyTH cTpyKTYypH 3a0e3neueHHs Ib y penepanbhiii opranizaii
CIIIA?
5. Ski Tumnosi mocaau (poiii), 1m0 MarOTh BigHOUEHHs A0 Ib, xapaktepHi as
OUIBIIOCTI OpranHizaiiii?
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Xto Takuii Genepanbunii KopnopatuBHuii ApXITEKTOP 1 sIK€ BIITHOLIEHHS BIH
Mae 1o Ib opranizaniii?
VY yoMy noJssirae noJaiTuka iHpopmaniiHoi 6e3neku ycranoBu CIITA?

Temu pedeparis
Crpateriune 1uiaHyBaHHs 1HpopMalliitHOi Oe3neku y denepanbHiil areHuii
CIIIA.
JlexxaBHO-TIpUBAaTHE MApTHEPCTBO Yy 3a0e3neueHH1 iHpopMalliitHoi Oe3neku y
CIIIA.
Crpyktypu 3a0e3neuenns Ib y ¢enepanbiit opranizanii CHIA.
[Tonituka iHpopmariiitHoi 6e3nexu yctanosu CLIA.

3. PexoMeHa0BaHa JiTepaTypa
(ocHOBHA, 1ONOMIKHA), iIHpOpMAaLiHHI pecypcH B iIHTepHeTI
3.1 OcHoBHa:

I'onuaposa JI.JI., Bozuenko A.Jl., Ctactok O.I., Kosanp FO.O. OcHoBU 3axucty
iHopMaIlii B TEIEKOMYHIKAI[IHUX Ta KOMIT I0oTepHuX Mepexax. — K., 2013. —
435 c., 11.160.

babak B.I1. Teopernuni ocHOBH 3axucTy iHpopMaii: nigpyunuk / B.I1. babak,
A.A. KnmrounukoB; HAH VYkpainu, IH-T npobnem 6e3nexku AEC. YopHOOMIH
(KuiB.006:1.): In-T nmpo6siem 6e3nexu AEC, 2012. 776 c.

3axapuenko M.B. Indopmariiiina Oe3neka iH(OpMaIITHO-KOMYHIKAIIIHHUX
cucreM. Jlaboparopuuii npakTukyM. Yactuna 1 — KoMruiekcu 3aco0iB 3aXUCTy
iHpopmamii Big HCJ: maBu. moci6. / M.B. 3axapuenko, B.I'. Kononosuu,
B.J. Kinpmimes, JI.B. I'oneB // 3a pen. ak. MAI M.B. 3axapuenka. — Opeca:
OHA3 im. O.C. Ilomosa, 2011. — 168 c.

Konneniris TexniuHoro 3axucty iHpopmarllii B Ykpaini. [locranoBa KMV Bin
8.10.1997 Ne 1126.

JNCTY 3396.0-96. 3axuct indopmarii. TexHiuamii 3axuct iHpoOpMaIIii.
OcHOBHI TOJNOKEHHS. 3aTBEp/KeHO HakazoM Jlepkctanmapty YkpaiHu Bin
11.10.1996 Ne 423.

JNCTY 3396.1-96. 3axuct indopmarii. TexHiunmii 3axucT iHPOpMAIIii.
[Topsmok nmpoBeaeHHs poOIT. 3aTBepKeHO Haka3oM JlepkcTanmapty Ykpainu
Bix 19.12.1996 Ne 511.

JNCTY 3396.2-97. 3axuct indopmarii. Texaiuamii 3axuct iHGOpMAIIii.
Tepmian Ta BU3HaUeHHs. 3aTBEPKEHO HaKa3oM JlepkcTanaapty YKpaiHu Bin
11.04.1997 Ne 200.

HJ T3I 1.1-002-99.3aranpHi TOJIOKEHHS IOAO 3axXWUCTy iHGopMallii B
KOMIT IOTEPHUX CHCTEMaX BiJl HECAHKIIIOHOBAHOTO JJOCTYITY.

HJI T3I 1.4-001-2000. TumoBe moa0KeHHS MPO CIyKO0y 3axXuCTy iH(popmaIlii B
aBTOMATHU30BaHIM CUCTEMI.

[Ipo MepxaBHy cnyx0y crHeuiaJbHOro 3B 3Ky Ta 3axucty 1Hopmalii
VYkpainu. 3axon Ykpaiau Big 23.02.2006 Ne 3475-1V.

IIpo iHbopmariro. 3akon Ykpainu Big 02.10.1992 Ne 2657-XI1.
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[Ipo 3axuct iHdopMmauii B 1HPOPMALIHHO-TEIEKOMYHIKALIMHUX CHUCTEMAaX.
3akon Ykpainu Bix 05.07.1994 Ne 80/94-BP.

[Ipo nepxaBHy TaemHuI0. 3akoH Ykpainu Big 21.01.1994 No 3855-XII.

[Ipo 3axuct nepconanbHUX gaHux. 3akoH Ykpainu Big 01.06.2010 Ne 2297-VI.
[TonoxeHHs Mpo TeXHIYHUN 3axXUCT iHPopmallii B Ykpaini. Yka3 Ilpe3suaenta
VYkpainu Big 27.09.1999 Ne 1229.

[Ipo neski muTaHHs 3axucty 1HGOpMaIlii, OXOpoHa SKOI 3a0e3MeuyeThCs
nepxkaBoto. [TocranoBa KM Vkpainu Big 13.03.2002 Ne 281.

JACTY 3396.1-96 3axuct indopmanii. Texniunuii 3axuct inpopmarii. [lopsaox
POBEJIEHHS POOIT.

JCTY 1.5:2003 [IpaBwia noOya0Bu, BUKIaJaHHS, OPOPMIICHHS Ta BUMOTH JI0
3MICTY HOPMAaTUBHUX JJOKYMEHTIB.

HIA T3I 1.6-002-03. IlpaBuna mnoOyaoBH, BUKIAACHHS, OQOpPMIIEHHS Ta
MO3HAYCHHS HOPMATHBHUX JIOKYMCHTIB CHCTEMH TEXHIYHOTO 3axXHUCTY
iHpopMmarIii.

HJ T3I 2.5-008-02 Bumoru 13 3axucty KOHQiAeHUIHHOI iHGopMalii Bij
HECaHKI[IOHOBAHOTO JIOCTYNy IIiJi 4Yac oOOpoOJIieHHS B aBTOMAaTU30BaHUX
cucTtemax kiacy “2”.

HJ T3I 2.5-010-03 Bumoru no 3axucty iHdopmanii WEB-cropinku Bif
HECAHKI[IOHOBAHOTO JIOCTYITY.

HA T3I 1.1-004-2003 IIpoTtwais TeXHIYHUM po3BigkaMm. TepmiHM Ta
BU3HAYCHHS.

ITepenik 000B'I3KOBUX €TaIliB POOIT ITiJT Yac MPOSKTYyBaHHS, BIPOBAKCHHS Ta
eKCIUTyaTallii cucteM 1 3aco6iB aBTOMaTHU30BaHO1 OOPOOKH Ta mepeiadi TaHuX.
IToctanoBa KM VYkpainu Big 04.02.1998 Ne 121.

ITpo 3arBepmxenns [lomoxxeHHs po 3a0e3MeUeHHs PEKUMY CEKPETHOCTI ITijT
gyac o00poOku iH(popMallii, IO CTAaHOBHTh JIEp)KaBHY TAaEMHHIIO, B
aBTroMaTtn3oBaHuXx cucremax. [locranopa KM VYkpaiau Big 16.02.1998 Ne 180.
[Ipo 3atBepmxenns [lopsaky B3aeMojii opraHiB BUKOHABYOI BJIaJU 3 MHUTAHb
3aXUCTy Jep)KaBHUX 1H(opMaIiiiHUX pecypciB B iHQopMamidHUX Ta
TeJIeKOMyHIKaliiauX cuctemax. IloctanoBa KM Vkpainm Big 16.11.2002
Ne 1772.

[IpaBuna  3abesmedyeHHs  3axucTty 1HGopmarmii B  iH(OpMaIIHHUX,
TEJICKOMYHIKAIlIMHUX Ta 1HGOPMAIIIHO-TETEKOMYHIKAIIMHIX CHCTEMaXx.
IToctanoBa KM VYkpainu Bix 29.03.2006 Ne 373.

HJI T3I 1.1-001-99 Texuiunuii 3axuct iHPpOpMAaIIii Ha TPOrPaAMHO-KEPOBAHUX
ATC 3aranpHoro kKopuctyBaHHs. OCHOBHI TTOJIOKECHHS.

HIA T3I 1.1-003-99 Tepminomoriss B Taimy3i 3axucTy iHGopmamii B
KOMIT IOTEPHUX CHCTEMaX BiJl HECAHKIIIOHOBAHOTO JOCTYITY.

HJI T3I 2.7-001-99 Texuiunuii 3axucT iHPpOpMAaIIii Ha TPOrPaMHO-KEPOBAHUX
ATC 3aranpHoro kopuctyBaHHs. [lopsij0k BUKOHAHHS pOOIT.

HJI T3I 3.6-001-2000 Texuiunuit 3axuct inpopmarii. Komm’roTepHi cuctemu.
[Topsinox cTBOpeHHs, BIPOBAJI)KEHHSI, CYIPOBOJI>)KEHHSI Ta MOJIEpHI3allii 3ac001B
TEXHIYHOTO 3aXUCTY 1HPOpMAIlii Bil HECAHKIIIOHOBAHOTO JOCTYITY.



31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

28

HJ T313.7-001-99 MeToanuHi BKa3iBKH 100 PO3POOKU TEXHIYHOTO 3aBAaHHSI
Ha CTBOPEHHS! KOMIUIEKCHOI CUCTEMH 3aXMCTY 1H(pOpMallii B aBTOMaTU30BaHIN
cuctemi ( 3i 3miHoI0 Ne 1),
HJI T3I 3.7-002-99 TexniuHuii 3axucT iHPOpMaIlii Ha TPOrPaAMHO-KEPOBAHUX
ATC 3aranpHOro KOpucTyBaHHsA. MeTo/lMKa OLIHKH 3aXUIIEHOCTI 1H(opMmalii
(6azoBa).
HI T3I 3.7-003-05 IMopsimoxk mpoBeAeHHsT poOIT 13 CTBOPEHHSI KOMILIEKCHOI
CUCTEMHU 3axXHUCTy 1H(opMalii B iHPOpMaLiHO-TEIEKOMYHIKallIiHII cUCTeMI.
HIA T3I 1.6-005-2013 3axuct iHdopmauii Ha o00'ektax 1H(pOpMaIiiHOT
nisibHOCTI.  TlofockeHHsT Mpo  KaTreropiroBaHHS OO’€KTIB, A€ LUPKYIIIOE
1HpopMaIlis 3 00MEXKEHUM JIOCTYTIOM, 1110 HE CTAHOBUTH JIEP>KaBHOT TAEMHHUIIT”,
3aTBEp/KeHE HakazoM AnMidicTparii Jlepxkcnemss's3ky Binm 15.04.2013
Ne 215.
HA T3I 1.1-005-07 3axuct indopmanii Ha o0’ekTax I1HPOpPMAIIIHOI
nistibHOCT1. CTBOpeHHs koMiuiekcy T3I. OCHOBHI MONOKEHHS.
HJI T3I 1.6-003-04 CtBOpeHHS KOMIUIEKCIB TEXHIYHOIO 3aXHUCTy 1HQopMaIlii
Ha 00’ekTax iH(popMamiitHOi nisnbHOCTI. [lpaBuia po3poOieHHs, moOymI0BH,
BUKJIQJICHHS Ta 0OPMIICHHST MOJIei 3arpo3 Jyuis iHdopMallii.
HA T3I 2.1-002-07 3axuct indopmamii Ha o0’ekTax iHPOpPMAIIINHOI
nisuibHOCTI. Bunpo6ysanus kommiekcy T31. OcHOBHI MOOKEHHS.

3.2 JlonomixkHa:
Federal Information Security Management Act of 2002 (FISMA): 3akon
®denepanpHoro Ypsay CIIA no ymnpaiinHIO iHPOpMaIiitHOIO 0€3MEKOI0.
National Institute of Standards and Technology Special Publication 800-100,
Information Security Handbook: A Guide for Managers. Recommendations of
the National Institute of Standards and Technology, October 2006.
National Institute of Standards and Technology Special Publication 800-64,
Security Considerations in the Information System Development Life Cycle,
Rev. 2, October 2008.
National Institute of Standards and Technology Special Publication 800-50,
Building an Information Technology Security Awareness and Training
Program, October 2003.
NIST SP 800-16, Information Technology Security Training Requirements: A
Role- and Performance-Based Model.
National Institute of Standards and Technology Special Publication 800-65,
Integrating Information Security into the Capital Planning and Investment
Control Process, January 2005.
National Institute of Standards and Technology Special Publication 800-47,
Security Guide for Interconnecting Information Technology Systems, August
2002.
National Institute of Standards and Technology Special Publication 800-55,
Security Metrics Guide for Information Technology Systems, Revision 1, July
2008.
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National Institute of Standards and Technology Special Publication 800-18,
Guide for Developing Security Plans for Federal Information Systems, February
2006.

National Institute of Standards and Technology (NIST) Special Publication (SP)
800-34, Contingency Planning for Information Technology Systems, June
2002.

National Institute of Standards and Technology (NIST) Special Publication (SP)
800-30, Risk Management Guide for Information Technology Systems, July
2002.

National Institute of Standards and Technology (NIST) Special Publication (SP)
800-36, Guide to Selecting Information Technology Security Products, October
2003.

Standards and Technology (NIST) Special Publication (SP) 800-61, Computer
Security Incident Handling Guide, March 2008.

3.3 Indgopmauniiini pecypcu B iHTepHeTI:
http://www.dsszzi.gov.ua/dsszzi/control/uk/publish/article?art_id=88291&cat
id=38828
http://lwww.dsszzi.gov.ua/dsszzi/control/uk/publish/article?art_id=300864&cat
_id=38829
http://www.dsszzi.gov.ua/dsszzi/control/uk/publish/category?cat_id=38834
http://www.dsszzi.gov.ua/dsszzi/control/uk/publish/article?showHidden=1&ar
t id=306436&cat_id=38835&ctime=1554728725967
http://lwww.dsszzi.gov.ua/dsszzi/control/uk/publish/category?cat_id=38836
http://lwww.dsszzi.gov.ua/dsszzi/control/uk/publish/article?art_id=317914&cat
_id=317913



