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3ATBEP/I’KEHO CXBAJIEHO
HaykxoBOo-MeTOAMYHOIO pajioro Buenoro panoro dakynbrety Ne 6
XapKiBCHKOr0 HAI[IOHATHLHOTO [IpoToxon Bix 25.08.2023 No 7
YHIBEPCUTETY BHYTPILIHIX CIIPaB

[TpoTtoxon Bix 30.08.2023 Neo 7

MNOIoXEHO

Cekuiero HaykoBo-MeTOIMYHOI pagu
XHVYBC 3 TeXHIYHUX OUCLUIIIIH
[IpoTtoxon Bix 29.08.2023 Neo 7

PosrnsnyTto Ha 3aciganHi kadenpu kibepoesneku Ta DATA-TexHonori (npomoxon 6io
15.08.2023 Ne 8)

Po3poOHuk:
Houent kadgenapu kidepoesnexku Ta DATA-TexHonorii, k.10.H., npodecop Manxkait O.B.

Penenzentu:

Tynynos B.B., nonent kadenpu kidepoOesneku ta DATA-texnomnoriit dakynbrety No 6
XapKiBChKOI'0 HALlIOHAJBHOTO YHIBEPCUTETY BHYTPIIIHIX CIIPaB K.T.H., TOLEHT;

[TaBnukiBchkuit B.1., mepmuit mpopekTop XapKiBChKOTO YHIBEPCUTETY, 11.10.H., Mpodecop



1. Po3noainn yacy HaB4aJIbHOI AMCUMILTIHY 32 TEMaMU
(neHHa ¢popma HaBYaAHHSA)

Homep Ta Ha3Ba HaBYaJIbLHOI TEMU KinbkicTh rogus, BiiBeJeHMX HA BUBUECHHS
HABYAJBLHOI TUCIHUILTIHA
3 HUX:
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Cemectp Ne 1
Tema Ne 1 3araabHi npaBuia
0e3me4HOl po0OTH 3 MPUCTPOSIMH Ta 44 12 0 12 0 20
NporpaMamu.
porp . Ex3amen
Tema Ne 2 Ba3zogi npaBuiia
y0e3nevyeHHs po0OTH B 46 12 0 0 12 22
KOMII’IOTepHiil Mepexi
Bceboro 3a cemectp Ne 1: 90 24 0 12 12 42
(3aouHa ¢popmMa HaBUAHHA)
Homep Ta Ha3Ba HaBYaJIbLHOI TEMU KinbkicTh rogus, BiiBeJeHMX HA BUBUEHHS
HABYAJBHOI TUCIHUILTIHA
3 HUX:
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Cemectp Ne 1
Tema Ne 1 3araabHi npaBuia
0e3mevHOl po0OTH 3 MPUCTPOSMH Ta 44 2 0 2 0 40
NporpaMamu.
porp . Ex3amen
Tema Ne 2 Ba3zosi npaBuiia
y0e3nevyeHHs po0OTH B 46 2 0 0 2 42
KOMII'IOTepHiil Mepexi
Bceboro 3a cemectp Ne 1: 90 4 0 2 2 82




2. MeToan4Hi BKa3iBKH 10 NPAKTHYHOI0 HABYAHHS

Tema Ne 2 ba3oBi npaBuja yoe3neueHHs POOOTH B KOMIT IOTEPHINA Mepexi
y

JlaGopaTopHe 3aHATTHA «AHaTI3 MOIMITOBOTO MOBIJIOMJICHHSD)

HaBuanbHa MeTa 3aHSTTSA: OTPUMATH HDaKTI/I‘IHi HaBHUYKH aHaHi3V IOIITOBOTO HOBiI[OMJ'IeHHSI.

Yac opoBenennd: 1 rog. Miciie mpoBeeHHS: KOMI IOTEPHUN KJac.
p lron p

YeraTrkyBanns: nepcoHanbHuil koM ’totep (IIK) 31 BcraHOBIEHOIO OmnepaniiHOIO CHUCTEMOIO
Windows 7 abo BuIIe Ta 10CTYIOM 10 Mepexi «[HTepHeT».

3aBmaHHs, SKi MOTPIOHO BUKOHATH, MiJIKPECJIEHO.

@imIiHroBi MOBIAOMIIEHHS YaCTO HAIXOASATh KOPUCTYBayaM 3a JOIOMOTO0 €JIeKTPOHHOT MOIITH.

3MO/IETIOEMO CHUTYAIlil0, SKMM YMHOM II€ MOKE BiIOYBaTHCS Ta SK MOXKHA 3aroOirTH I[bOMY
HETaTUBHOMY SIBUIITY.

Crepiy cinifi 3apeecTpyBaTH TECTOBY IOIITOBY CKPUHBKY, Ha SIKy OyleMO OepKyBaTd BiINOBiIHI
noBitomieHHs. [licns peecTparii eleKTpOHHOI MOIITOBOI CKPUHBKH CIIiJ HAJIICIAaTH Ha HEl HelmpaBIuBe
MOBIOMJICHHSI 3 MiIMIHOIO 3arojioBKa. J[st 1iboro MoXKyTh OyTH BHKOpHUCTaHi cepBicu https://emkei.cz/,
https://anonymousemail.me/ Tomro. [lpuknaa BinMoBiIHUM YMHOM C(HOPMOBAHOTO JHCTa HABEIEHO Ha
puc. 1.

From Name: [uenapTameHT nepcoHany
From E-mail: hh@ministry.gov.ua
To: |2??/@proton.me

Subject: [I‘Iponosmuiﬂ poGoTtu

Attachment: | Bu6patu cain | daiin He BubpaHo

Attach another file
[ Advanced Settings ]

Content-Type: O text/plain @ text/html (J Editor

Text: <p>Kanuenspis MinicTpa</p>

<p>[lo6pwil fieHb, XO4y 3anponoHyBaTd Bam mocagy B MiHicTepcTsi.
</p>

<p>3anoBHiTh, Oyab-yacka, (opMy 3a MOCUIAHHIM <a
href="uk.wikipedia.org/wiki/Xakep">example.gov.ua </a>
</p>

Puc. 1. BinnpaB/ieHHsI HeNPaBAUBOIo0 NMOBIAOMJICHHS
VY pe3ynbTaTi Ha MOIITOBY CKPUHBKY HaJii/Ie JIUCT SIK Ha pUC. 2.



B4 Proton Mail | Q { Upgrade | &

New message v & w8 o 5 © ¢ 10f1
S Inb All Read Unread Has file
nhox Newest first LT nponoauu,m P°6°TV|

3) Drafts 9

<7 Sent an LlenapTaM‘eHT WISEIEN From @ [lenapTamMeHT NepcoH... W & 9:59
: Mponosuuis po6oTu
To @proton.me ~
v7 Starred
Proton Official 9:20
°P il mobi 8 0 9 ° v
Less Get the Proton Mail mobile app @
] Archive
- Proton Official 9:10 KK w»
() Spam Set up automatic forwarding fromG... &

1 Trash

Al i KaHuensipis MinicTpa
Z mai

[o6puin aeHb, xouy 3anponoHysaTu Bam

Folders nocapy B MiHictepcTsi.

3anoBHiTb, 6yab-nacka, popmy 3a

Puc. 2. [loBinoMJieHHs1, 110 HAXIAIILIO

Jlst Toro, o0 BUSIBUTH MiAPOOKY B JIMCTI, MOTPIOHO JOCHTIIUTH HOTO MOMITOBHUH 3aroJ0BOK. J{is
IIBOTO CJIIJ MiCTs BIAKPUTTSA JIMCTA HATUCHYTH «lleperistHyTH 3aroJoBOK.

Return-Path: <hh@ministry.gov.ua>
X-Original-To: ??7?@proton.me
Delivered-To: ???@proton.me
Received: from emkei.cz (emkei.cz [89.187.129.22]) (using TLSvl.3 with cipher
TLS_AES 256_GCM SHA384 (256/256 bits)
key-exchange X25519 server-signature RSA-PSS (4096 bits) server-digest
SHA256) (No
client certificate requested) by mailin005.protonmail.ch (Postfix) with ESMTPS
id
4RYPgY4Bbzz9vNPV for <???@proton.me>; Sun, 27 Aug 2023 06:59:21 +0000 (UTC)
Received: by emkei.cz (Postfix, from userid 33) id 2E8B35849El; Sun, 27 Aug
2023 08:59:15
+0200 (CEST)
Authentication-Results: mailin005.protonmail.ch; dmarc=none (p=none dis=none)
header. from-ministry.gov.ua
Authentication-Results: mailin005.protonmail.ch; spf=none
smtp.mailfrom=ministry.gov.ua
Authentication-Results: mailin005.protonmail.ch; arc=none smtp.remote-
ip=89.187.129.22
Authentication-Results: mailin005.protonmail.ch; dkim=none
To: ???@proton.me
Subject: =?utf-8?B?0J/RgNC+0L/QvtC30LjRhtGW0Y8g0YDQvtCx0L7RgtC4?=
From: =?utf-8?B?ItCUOLXQvICWOYDRgtCw0LzQtdC90YIgOL/QtdGAOYHQvtCI0LDQuIGDIiA8?=
=?utf-87?B?aGhAbWluaXNOcnkuZ292LnVhPg=="?=
X-Priority: 3 (Normal)
Importance: Normal
Errors-To: hh@ministry.gov.ua
Reply-To: hh@ministry.gov.ua
Content-Type: text/html
Message-Id: <20230827065915.2E8B35849El@emkei.cz>
Date: Sun, 27 Aug 2023 08:59:15 +0200
X-Rspamd-Server: cp3-mailin-005.plabs.ch
X-Rspamd-Queue-Id: 4RYPgY4Bbzz9vNPV



6
X-Rspamd-Action: add header
X-Spamd-Result: default: False [8.80 / 25.00]; MISSING MIME VERSION(2.00)[];
MIME HEADER CTYPE ONLY (2.00) []; PHISHING(2. 00)[examp1e gov.ua->wikipedia.org];
HFILTER FROMHOST NORES_A OR MX(1.50) [ministry.gov.ua]; AUTH NA(1.00)[];
MIME HTML ONLY (0.20) []; ONCE RECEIVED (0.10) []; FROM EQ ENVFROM(0.00)[];
MIME TRACE(O 00) [0:~]; RCVD_TLS_LAST(0.00) [1; RCVD_COUNT ONE(0.00) [1];
NEURAL SPAM(0.00) [0.986]; ASN(0.00) [asn:35592, ipnet:89.187.129.0/24,

country:CZ] ;

R DKIM NA(0.00) []1; DMARC NA(0.00) [ministry.gov.ua]; RCPT_COUNT ONE (0.00) [1];
FROM HAS DN(0.00) []; ARC _NA(0.00) []; HAS X PRIO THREE(0.00) [3];

R _SPF _NA(O. 00)[no SPF

record] ; REPLYTO ADDR EQ FROM(0.00) []; TO_MATCH ENVRCPT ALL(0.00)[];

TO_DN_NONE (0.00) [];

bits)

HAS REPLYTO(0.00) [hh@ministry.gov.ua]

X-Spam: Yes

X-Pm-Spam: OyezJI6cihyJeYR3pi42biOpJJvbmsCIeIlmsjN3X3blJp7IjBlNIIoj2sUjL1ITJ
04IjsjgLIB1SiQ0TiOx0wiOSPFJURSFQEVkKkUUSUN9OSUwWjoILJCEfiVGZWdfd5maW6yIbeJyQE kU
JI7pBfInh3BcbIS6x4CMzM2cUOOT3zEMMkDy1kDOSNiwlhaWf2VZbFmt6ISZmIzhFjdGv19a¥YNnl
1ZncFZy8IzMDxDgMMICs1JInIlbu911YWijoI¥xWslZWLXY1RVzcmiiwIbFWpj9FbXY1R9yZ2uV9e
Y1WliojIVVEBRFQVsyIUIlmhfxWa2YOFdvZWfnlccJHv6IiYCM44Y5MT9j1Mf0XshNmIGdAnVJ5b3
1ijoIVBVEFRVQyUsINyIniWQaOIi2hVGNjZ0QFhYj1lTdMNMm3mJjMDN1QYiYTiSwfcE2iisnOXafN
Bhc36SIbMwSivN2cmciUYsOjjnNIbJ316ICZiN14JyLCvXBZcQniisnOkT£95TREPOZXU91GNOkU
jIbp4wNCiSwXQFkZfNVRTNiAsx01lsJALINNj1JI3biOwAQS5LjiTkOXwSiGB1UOXFhOfTETEFUUIy6
wOyWjLdABJELCNO1SXFOEfB1U1TEh1BT0iU4SOs1lwdl jLCLTJZfUEOk9TRIS6uAzWFMsOhUIkfUxT
TVUTHFOUSR6IAUWzZsFOMI1kJfVUTFSNROPTFZkxTIp jbx4CMSXiwRNSFNFOTS1UFP50X0XUhx£fTU
HEFVIpjb04CMSXiwlNTUIVORRFUEfJVR1IQZRVfUEMOS5TWIS6uAzWVMsORWI1TFORUFEDS9VRVQJR
ONT1GU5SUIC6uAzWFM91£X0=

X-Pm-Origin: external

X-Pm-Transfer-Encryption: TLSvl.3 with cipher TLS_AES 256 _GCM SHA384 (256/256

X-Pm-Content-Encryption: on-delivery
X-Pm-Spamscore: 6

X-Pm-Spam-Action: inbox
Mime-Version: 1.0

bazoBmii (opmar momToBMX MOBiIOMIECHh (NHCTiB, messages) 1 cratei USENET (article)
BusHaudaeThesi RFC 822 1 #ioro «cmagkoemiem» RFC 2822. KoxHe moBimoMieHHs (JIUCT, message, CTaTTs,
article) ckmamaerscst 3 KoHBepra 1 BMicTy. KouBepr 30epirae anpecHy iHpopMarliito, HEOOXiaHy s
BIATIPABJICHHS 1 Tepeaavi MOBIIOMIICHHS oniep)KyBaueBi. dopMarT KOHBEpTa BU3HAYAETHCS CEPEHOBHIIEM
PO3NOBCIO/LKEHHS. JI71s1 1oro aBTOMaTUYHOTO CTBOPEHHS MOYKE BHKOPUCTOBYBATHCS 1H(OpMAIlisS 3 BMICTY
noBifomyeHHs. CTaHnapT BU3Ha4Ya€e TUIbKU (popMat BMICTY IOBIJOMIICHHS 1 JIMIIE Y MOMEHT Tiepeaadi, TOOTo
MIOBIIOMJICHHST MOXKYTh 30epiratucs aOcoiroTHO B iHImIOMY (opmarti. [ToBimOMICHHS TIMThCA HA PSIAKH 1

CKJIAZIA€THCS 3 CEKIIi1 3arOJIOBKIB 1 TiJIa MOBIIOMIICHHS (MOKITUBO, TOPOKHBOTO).

3aroJ0BOK E€JIEKTPOHHOI'O IOLITOBOrO JMCTA MOYXKHA AOCIiIUTh a00 BPY4YHY, a00 3a JOIIOMOIOI0

IporpaM 4u cepsiciB (puc. 3.)




IP Address 893.88.104.210

Country Czech Republic =

Region -

City -

Puc. 3. Pe3yabTart ananizy 3aroJjioBka nomroBoro JucTa
3a 10MoMoroxo cepsicy iplocation.net

Buxoas4u 3 JaHUX, HABEAEHUX B TEOPETUYHUX BIJIOMOCTSX:

1. BapeecTpyBaTH HOIITOBY CKPUHBKY Ta HAAICIATH TECTOBE NOBIIOMJIEHHS.

2. [IpoaHami3yBaTH 3aroJ0BOK Ta TUIO JHUCTA 31 CBO€l €JEKTPOHHOI MOIITOBOI CKPHUHBKH.
BusHauuTy  aapecy  BIANpaBHUKA T4  MapIIpyT  PyXy JIMCTAa 34 JIOLOMOIOK  CEPBICIB:
https://www.iplocation.net/trace-email https://mha.azurewebsites.net/,
https://mxtoolbox.com/Public/Tools/EmailHeaders.aspx?huid=73671c03-950e-4179-88ee-f78a785b2¢ef,
https://www.ip2location.com/free/email-tracer, https://www.whatismyip.com/email-header-analyzer/.




Ipuxnao. « Po3wughpoexa munosozo 3azon106xka aucmay,

Return-path: ****@ukr.net — 360pomna adpeca, 6xa3ana 8iONPAGHUKOM,

Received: from [212.9.224.21] (port=25 helo=mail-out.iptelecom.net.ua) — 1ucm ompumano 6i0 xocmy
mail-out.iptelecom.net.ua 3 IP-aopecoio 212.9.224.21;

by mx5.mail.ru — iv’s Komn tomepa, AKU NPULMAG NOBIOOMIIEHHS,

with esmitp id 1COINS-000FO0L-00 — xomn’romep, wjo nputinsag noGiooOMAeHHs, HA0A8 UoMy i0enmudikayiinui Homep
1COINS-000F0L-00;

Tue, 18 Nov 2008 02:14:18 +0300 — nepedasanns aucma 30iticH08anocs y eiemopox, 18 nucmonaoa 2008 poky o
02:14:18 3a uacom mpemvo2o uacosoeo noscy, saxutl sunepeodicae I punsiycoruil wacosuti nosc Ha 3 200unu, 38iocu «+0300»,

Received-SPF: none (mx5.mail.ru: 212.9.224.21 is_neither permitted nor _denied by domain of ukr.net) client-
ip=212.9.224.21 — ompumana 6ionogioe na SPF-sanum. Texnonocis SPF (Sender Policy Framework) € oonum 3i cnocobis
i0enmugbixayii’ 6iONPAsHUKA eeKMPOHHO20 TUCMA MA HAOAE 000AMKO8Y MOICIUGICMb (QiibmMpPYSanHs NOMOKY NOWMU HA
HASIBHICMb Y HbOMY NOGIOOMAeHb 3i cnamom. 3a donomoeoro SPF nowma nodinaembcs Ha «00380N€HY» Ui «3aD0POHEH)»
BIOHOCHO 00MeHy 00epacysana uu gionpasHuxa. B yvomy sunaoky, nowmosui cepgep-odepacysay mxd.mail.ru 30iticnue SPF-
3anum 00 0omeHy ukr.net, de Oy10 ompumano 8ionoeiovb npo gaxmuuny éiocymuicmo SPF-3axucmy (docnigno: mx5.mail.ru
30iticnuge SPF-3anum 0o domeny ukr.net npo nasguicmo y cnuckax IP-adpecu 212.9.224.21, na wjo 6y10 ompumaro 8ionosios
npo me, wo Y aopecy He 8HeCEHO aHi 8 00360.1eHl, ani 6 3ab0poneni cnucku SPF domeny ukr.net);

envelope-from=****@ukr.net — 3a201060K, sAKuli 000aemMbcss 00 TUCMA OESAKUMU NOUMOBUMU NPOSPAMAMU NIO UYAC
00CmasKu KiHYesoMy 00epaicysady;

helo=mail-out.iptelecom.net.ua;

Received: from h136.246.159.dialup.iptcom.net (/213.159.246.136]:64011 "HELQO copml" ident: "NO-IDENT-
SERVICE[2]" whoson: "s-m-i-t");

by pechkin.iptelecom.net.ua with SMTP id S3587894AbUKAXOS (ORCPT <rfc822;igoset@mail.ru> + 3 others);

Tue, 18 Nov 2008 01:14:18 +0200 — uac, Konu 00epaicano aucm;

Message-ID: <021501c4c06834d89ba2030200a8cO0@copm1> — npoyec ooepoicarts iucma nepeuHHUM nposanoepom OJis
nooanvuwiozo nepecunanns 3 IIK, niokmouenozo 3a 0onomozoio mooemnozo 3’cOHanusi (h136.246.159.dialup.iptcom.net).
Pozwughpysanns € ananociunum 6UyegUKIA0EHOMY;

From: ****@ukr.net — nanuc na «koHeepmiy, 8i0 K020 IUCHL,

To: <**@mail.ru>,__ <**@ukrpost.net>, <***@mail.ru>, _<**@ukr.net>, <**@yahoo.co.uk>, <**@ok.ru>,
<**@yandex.ru>, <****@mail. ru>, <*****@mail.ru>, <**@bk.ru>, *@ukr.net — aopecu oocmaexu 1ucma,

Subject: =2koi8-r?B?8NLFxMzP1sX0ycU=?= — mema nucma (y pasi 3aminu KOOYBAHHS meMa Mamume 6ueisad Hanucy
«IIpeonoocenuer),

Date: Tue, 18 Nov 2008 00:52:14 +0200 — oama ma uac cmeopents aucma (gismopok 2 aucmonaoa 2008 p., o 00:52:14
Ha KOMN tomepi 31 6CIMAHOGIEHUM 2-M YACOBUM NOACOM);

MIME-Version: 1.0 — sepcis cmandapmy, 6i0n08iOHO 00 K020 CMEOPEHO yell TUCHI,

Content-Type: multipart/alternative — popmam 3micmy aucma. Busnauaemvcs mun ingopmayii ¢ aucmi ma cnocio it
8i000pasicents. 30Kpema, 6CMAHOBIIOEMbC KOOYBAHHS TUCIA, AKWO SUKOPUCHIOBYEMbCS SAKUL-HeOYOb HAYIOHATbHUU HAOIp
CUMBONIB;

boundary="----=_NextPart 000 0015 01C4C076.3170DA90" — cmandapmuzayis po36usanHs Geiuxkux JUcmie Ha
Oexinvka uacmun. Y noni «Content-Typey» nicia 3nauenns «multipart/<subtype>» 3a3Hauaemvcs psoOOK — VHIKAAbHUL
obmedicysau ppaemenmis "boundary=<boundary string>". A nomim nepeo KO’CHUM (DpacMeHmoMm nuuiemvcs yeil psaooK 3
o0goma MiHycamu nonepedy, a 8 Kinyi hpaemenmayii — e 00UH PAOOK, SAKULL 3a6EPULYEMbCL MAKUMU HC 080MA MIHYCAMUL.

X-Priority: 3 — npiopumem nucma, no3Havenuti yugpamu.

X-MSMail-Priority — necmandapmne none Microsoft — npiopumem nucma. bysae «36unaiiHumy, «HeBIOKIAOHUMY MdA «He
HegiOKnaoHumy. 3azeuuail eukopucmogyromscs ciosa: «Normaly, «Urgenty, «Non-urgenty. Mooice eniugamu Ha wuoKicmo
06pobKU ma nepedaui IUCma PIHUMU NPOMINCHUMU NOUWUMOBUMU CUCTNEMAMU,

X-Mailer: Microsoft Outlook Express 5.50.4927.1200 — inchopmayis npo nowmogy npocpamy, sika 8UKOPUCOBYBAIACS
OJ151 CIMBOPEHHsL IUCA;

X-MimeOLE: Produced By Microsoft MimeOLE V5.50.4927.1200 — inghopmayis npo gipmy 6upoOHUKA npocpamHozo
3a6e3nevenHs;

X-Spam: Not detected — nucm ne usnaueno sx cnam.




JlaGopaTopHe 3aHATTS «3axKCT Bijl BINIIHTOBUX aTak»

HasuanbHa MeTa 3aHATTSA: 03HAMOMJICHHS 3 TPUHIIUIIAMH d)iH_II/IHFOBI/IX aTakK Ta HDOTI/IHﬁ HHUM.

Yac nposeneHHs: 1 roa. Micue npoBeeHHS: KOMIT IOTepHUH KJlac.

YcrarkyBanus: nepconanbHuil koM 1otep (I1K) 31 BcTaHOBIEHOIO OmnepaiiitHoo
cuctemoro Windows 7 a0o BHIIE Ta [JOCTYIIOM JI0 MEpEexKl
«IHTEpHETY.

3aBiaHHs, SKi MOTPIOHO BUKOHATH, MiJIKPECJIEHO.

Qiwine (auri. fishing — pubHa JOBJS) — OJEP>KAHHS JOCTYIY 0 KOH(PIAEHIIMHIX
JAHUX KOPUCTYBauiB, SKE JOCSATAETHCA IUISIXOM TMPOBEACHHS MACOBUX PO3CUJIAHb
€JIEKTPOHHUX JIMCTIB BiJ] IMEH1 MOIMYJSPHUX OpPEH/IB, HANPUKIIAA, BiJl IMEHI COIliaJbHUX
Mmepex (Facebook, Twitter, Instagram), 6ankiB (IIpuBaT6ank, OmandaHk), IHIIUX CEPBICIB
(Google.com). Y nucTi 4acTO MICTUTBHCS MPSAME MOCUIIAHHS Ha CAiT, SIKWM 30BHI CKJIAJTHO
BIIPI3HUTU BiJl CHPaBXHHOro. ONUHUBIINCH, HA TAKOMY CaiTi, KOPHUCTYBad MOXKE
MOB1IOMUTH 1H(OPMALIiI0, IO JTO3BOJISE OJEPKATH AOCTYII 0 OOJIKOBUX 3aMKCIB TOIIO.

Qetixk (Fake) — TouHa KOIis TOJOBHOI CTOPIHKK (200 Oynb SIKOi 1HIIOI CTOPIHKH)
OpPUTHAIBHOIO CalTy, $Ka BUKOPHUCTOBYETbCA JUId (IIIIHTY 3 METOK OTPUMAHHSA
KOH(DIIEHIIIHHUX JTaHUX KOPUCTYBaYiB.

Jlnst neMoHcTpanli TeXHIKM (IIIHTY MOKYTh OyTH BUKOPHUCTaH1 AEKIJIbKa CIOCO0IB.
CxopucTaemMocst OJHUM 3 HUX.

1. CtBOpUTH (PEIKOBY CTOPIHKY.

st ctBOpeHHs PeliKy cailTy MOXHa CKOPUCTATHUCS TAKOKO TEXHIKOIO:

- 3aBAHTAXUTHU OPUTIHAIBHY CTOPIHKY cailTy 3 (hopMOIO aBTOpHU3aIlii,

- BIIKPUTH BUXIJHUN KOJI OPUTIHAIBHOI CTOPIHKM (HANPUKIAJ, 3 BUKOPUCTAHHSIM
MPaBOi KHOMKY MMIIII);

- CKOMIIOBAaTH BUXIJHUWA KOJ CTOPIHKA B TEKCTOBUW (aiiia Ta Ha3BaTh Moro
index.html.

2. JI71st pO3MINIEHHSI CTOPIHKK B MEPEXK1 CIIiJT 3aBAaHTAXKUTH YTUIITY hgrok. Jlns
poboTH 3 yTUAITO ngrok cia 3apeecTpyBaTHCS Ta OTPUMATH TOKEH BIAMOBIAHO JO
iHcTpykii (https://dashboard.ngrok.com/get-started/setup).

3alyCTHUTH ii 3 KOMAHJHOTO PSAKA:

ngrok http 80

3aBantaxkut HaOip Uniform Server s CTBOpeHHs Ta yHpaBliHHS caliTaMu Ta
IPUBECTH MOTO Y TOTOBHICTb.

CrBoputu B mamii UniServerZ\Www KaTaJor 3 Ha3BOI CalTy CKOMioBaHO1
CTODIHKH.

Po3micTTH B maniii Www/Ha3Ba_CalTy CKpUIITH CalTy.

3anyctutu UniController (puc. 1).
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[Muniserve.. — X

General Extra Apache MySQL
PHP Perl About

m Stop Apache M

Start MySQL W
Apache Utilities MySQL Utilities
|Server Console| MvSQL Console

View www phoMvAdmin

Puc. 1. 3amyck Uniform Server

IlepeBipuT poOOTY CaliTy.

OpHUM 3 10AATKOBUX 1HCTPYMEHTIB (DIIIIHTY MOXke OyTH TenedOHyBaHHS KEpPTBI 3
nigmiHeHoro Homepa (Caller ID Spoofing), npuknaj HamamTyBaHHS Ta PE3yJbTAT SIKOTO

300pake€HOo Ha puc. 2.

. | have installed a i fake caller ID to BXigHuiA BUKAUK
& Uhange o105 .2 | the outgoing number 380500000000.
This number will appear on the

% Sg::;’ '_Dc}']afra];‘: ‘;?'\'/z"k':g- recipient’s phone display.

a @|call 0,
B . +380 50 000 0000
_ o make a call i, please enter phone .
& Caller ID: SCHENN /cli number in international format into the M
) input field and send it to me, or share
Please enter the desired phone number the recipient's contact “ or press one
in international format or require a of the menu buttons &

random number “

+3e0l I

21:04 W

Your call rate is $0.4876 / min.

| have installed a i fake caller ID to (Ukraine - Mobile Kyivstar). The
the outgoing number 380500000000. balance is enough for 00 h. 00 min. 12
This number will appear on the sec. conversation.

recipient’s phone display.

To make a call, please click «
mmcal @s/HIB, and then the  icon.

To make a call fif, please enter phone Call detail “

number in international format into the .

input field and send it to me, or share & 8 2ol (No answer)
the recipient’s contact . or press one 2021-02-21 20:09:21 (UTC)

of the menu buttons “; b 0 min. 0 sec., $0

Puc. 2. Caller ID Spoofing

Jnst Toro, moO 3aXUCTUTHCh BiA aTak MOMIOHOTO BHAY, IMOTPIOHO YBaXKHO
NEepeBIPATH TOBIJOMIIEHHS, $KI HAAXOAATh, Ta KOPUCTYBATHUCh AHTU(]IIIIHTOBUMH
1HCTpyMeHTaMu. BiJloBiAH1 IHCTPYMEHTH HEPIKO BOYIOBaHO y Opay3epH.
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JlaGopaTopHe 3aHATTH «be3neunuit meperisa BeOCTOPIHOK Ta cCocoOu opraHizaitii
0e3meYHOro 3’ €IHAHHS B MEPEkKI»

HaBuannHa MeTa 3aHATTA: 34iMCHUTH HAJAIITYBaHHs Opay3epy Ta BCTAHOBJIEHHS JOJATKOBUX IUIATIHIB
JUIs Oe3reyHoro cepdinry B MepeXkl; BUIIPAIIOBATH PI3HI TEXHOIOTIT
3a0e3nedenHs 3’ ¢{HaHHs B MEPEXKI.

Yac nipoBenaeHusa 1 ro . Micue opoBeneHHs: KOMIT' IOTEPHUI KJIac
p _lron p

YerarkyBanus: nepconanbHuii koM 'totep (IIK) 31 BcraHOBIEHOIO oOmnepaniiHOIO CHUCTEMOIO
Windows 7 abo BuIIe Ta 1OCTYIIOM J10 Mepexi [HTepHeT.

ITepenixk VPN-cepsiciB Ta npokci-cepBepiB:
free-proxy.cz

vpnbook.com

protonvpn.com

[Tepernsim BeOCTOpPIHOK, SK TPaBWIIO, 3IIMCHIOETHCS 3a JIOMIOMOIOI0 MporpaM-Opaysepis,
Halnomupenimumu cepen skux € Chrome ta Firefox. B ycix cyuacHux Opay3epax HpUCYTHE MEHIO
HAJIAIITyBaHb, 32 JOMOMOTOI0 SKOTO MOKHA 3IHCHUTH HaJalITyBaHHS Oe3MeKu Ta KOH(]imeHIIHHOCTI

(puc. 1).

@ HanawTyBaHHS 8 FamycrErEmmEE:

Bu 1 Google

MepeBipka 6e3nekun

B  AsTosanoBHeHHs i naponi
e KoHdigeHUiHICTD i . . )
6e3neka 9 Chrome 3axuuae Bif nopyweHb 6e3nekn aaHux, WKiAIMBUX PO3WKUPEHD TOLWO Mepesiputn
(@ EdekTusHicTb
£ NepernsHbTe 2 caiiTy, sKki OCTaHHIM YacoM Hapcunany 6araTo cnosilyeHs MepernsHyTn
® Crunbitema
Q  Mowykosa cuctema
KoHdigeHUiHicTb | 6esneka
=) Be6-nepernspay 3a
YMOBYaHHSAM . .
§ OuncTUTH icTopito N
()  nNicns 3anycky Bupanuty icTopio, daiinu cookie, kew Towo
MocibHMK i3 KOHPIAEHUINHOCTI
@ M . - >
OBU MepernsHbTe OCHOBHI @NeMeHTU KepyBaHHs KOHdIAEHLiHICTIO Ta 6e3nekolo
¥  3aBaHTaXeHHS . . L
& ®ainu cookie i iHWI paHi canTis R
N . ®aiinu cookie TpeTix CTOpiH 610KYIOTbCA B PEXUMi aHOHIMHOIO nNepernsay
T OoctynHicTb
.\ Cucrema e Beaneka N
Besneynuii nepernsg, (3axucT Big He6e3neyHnx canTie) Ta iHWI HanawTyBaHHsa 6e3neku
4D CKMHYTW HanawTyBaHHA
HanawTyBaHHa canTie
I=  KOHTpOMIoe, AKy iHGOPMaLLiio MOXYTb BUKOPUCTOBYBATH i NOKasyBaTu caiiTn »
* Po3wmupeHHs Z (Micue3HaxogKeHHs, KaMmepa, CNIvMBaloyi BikHa TOLLO)

-
\® po Chrome i Privacy Sandbox

Mpo6Hi PyHKLiTi BUMKHEHO

@

hrome://settings/performance

Puc. 1. 3niBa HanpaBo HanamTyBaHHs Oe3nexn y Opaysepax Firefox Ta Chrome

SIKnio HajamTyBaHHS OC3MEKHM HE TIOBHOIO MIpOI BIIANITOBYIOTH KOPUCTyBada MOXHA
BCTAHOBUTH JIOJIATKOBI TUTATiHU. Y SKOCTI IUIATIHIB 32 HAIPSIMOM O€3MEKH MOKHA HABECTH:

- AdBlock nys 6okyBanHs crumBarounx BikoH (https://adblockplus.org/ru/download);

- RequestPolicy mist 6mokyBanHs mixkcaiitoBux 3anuTiB (https://www.requestpolicy.com/);

- Click&Clean nns BumanenHs TumuacoBux (aiiiB y 6paysepi (https://www.hotcleaner.com/).

1. Hamamuryiite mapamerpu Oesmexku Ta KoH@imeHniHocti Opaysepa. IlosicHITH cBiil  BUOIp
HAJIAIITYBAHb.
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2. BcTaHOBITh JOJIATKOBI IJIAriHW, OMKCAHI B MaTepiajgaxX 10 3aHATTS. ONWINIThE MOPIJIOK iX
BUKOPHCTAHHS.

Jlis HamaropkeHHsT 0€3MeYHOro 3’€IHAHHS 3 BiJIAJICHUMHU pecypcaMH MOxe OyTH 3aCTOCOBaHO
NPOMDKHI yOe3leuyroui MexXaHi3MH, SIK-OT: MpOMiKHI Hpokci- abo VPN-cepepu. s nemoHcTparii
poOOTH TaKUX CepBEPiB MOKHA 3[IHCHUTH TaKe.

IIpoxci-cepsepn

Binkputu cropinky http://free-proxy.cz/en/web-proxylist/, micns yoro o6paTu Oyab-KUN MPOKCi-
BeOcepBep. BrecTu y BimmoBigHOMY BikHI agpecy hidemyna.me/ua/what-is-my-ip a6o 2ip.ua. OuiHuTH
oJiepkKaHi pe3yibTaTtu (puc. 2).

1LY https://hil yna.me/ua/what-i y-ip/

options: ¥ Encrypt URL M Encrypt Page ¥ Allow Cookies ¥ Remove Scripts ¥ Remove Objects

CkaHep Tect [izHaTuca csin Mepesipka Mepesipka E-
noprtis LIBMAKOCTI IP aHOHIMHOCTI mail

HisHaTtucs ceoro |IP-appecy

3Hatoum Bawy |IP-agpecy, 3MOBMUCHUKM MOXYTb OTPUMATK JyXe
6araTo iHpopmauii. Huxue nuwe ii mana 4acTuHa.

Baw IP-appeca Xoct 5 149-210-148-6.colo.transip.net

149.210.148.6  cxrema s macos

Baw 6payzep & Chrome 115.0
3minutn IP-agpec:

Puc. 2. Pe3y1bTaT BUKOPHCTAHHA NPOKCi-cepBepy

VPN-cepBepu

Ha BinmiHy Bia mpoKCi-cepBepiB, sIKi MPAIIOIOTh 32 OKpeMUMH nopTamu, VPN-cepBepu HalaroTh
MOJKJTUBICTh OpraHi3allii MOBHOI[IHHOTO 3aXWIIEHOTO 3’€HAHHS MK KOPUCTYBAaueM Ta BiJMOBIIHHUMH
pecypcamu. [lns kopuctyBanHs VPN-cepBepoMm MmoTpiOHO 3HATH HOTO HANAIITyBAaHHS Ta BiAMOBIAHI
aBTeHTU(IKAIIIHI JaHi.

SIK mpaBWsIO, HANAINTYBATH BIJNOBIAHE MiJKIIOYEHHS MOXKHa 0e3 HEOOXiJHOCTI BCTAHOBJICHHS
JI0IaTKOBOTO TIporpaMHoro 3abesnedeHHs. s mporo, Hampuknaa, y cuctemi Windows 10 cmin Bigkputu
«eHTp ynpapiiHHSA MepekaMy Ta CIUTBHUM JOCTYTIOMY Ta CTBOPUTH HOBE 3’ €/THAHHSL.

Hani cnig Bkazatu aapecy VPN-cepBepa Ta mepeiitu y po3ain «3MmiHa mapaMeTpiB aganrtepa» Ta
IIBi4l HATUCHYTH HAa HOBOYTBOPEHOMY 3’€1HaHHI. I1icis 1iboro citiJl BBECTH BiAMOBIAHE iM’ sl KOPHCTyBaya
1 Mapojb Ta 10YEKaTUCs 3’ €JHAHHS.

binpm yHiBepcanbHuil cmoci0 HamamTyBaHHS VPN-3’€qHaHHSA mosArae |y BHKOPHCTaHHI
CrelialbHUX TpOorpaM JUIsl oprasizamii Takoi MiSUIBHOCTI. 3 III€I0 METOI0 MOK€ OyTH BHUKOPHUCTAHO,
Hamnpukiag, Oe3KomToBHUNH 3acTocyHOK OpenVPN, skuii MOXHAa 3aBaHT@XUTH 3a aJPecolo:
https://openvpn.net/community-downloads/.

[Ticnss BCTaHOBJIEHHS MPOrpaMU BIANOBiAHI (ailii HajaITyBaHHS 3’€IHAHHS 3alHUCYIOTHCS Y
nanky Config nporpamu OpenVPN. 3anycTuBim nporpamy ciiifi oOpaTH BiANOBiAHY KOHQIrypaiitoo Ta
nix’exnatucs 1o VPN-cepsepa.

AJNBTEpHaTUBHUM crIocoO0M HanamTyBanHss VPN € 3acTocyBaHHS OKPEMHUX MPOrPAaMHHX KITI€HTIB
Bin HanmaBauiB mocayr VPN. V¥V sKkocTi mpukiagy HaBeAeMO MOPAIOK migkiatoueHHs Proton VPN
(protonvpn.com). 3 METOI0 BUKOPUCTAHHS BIAMOBIAHOTO 3aCTOCYHKY CIIiJ] 3aBE€CTH OOJIKOBHIA 3amuc Ha
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caifTi protonvpn.com Ta 3aBaHTAXKUTH 3aCTOCYHOK JUJIsl BiJNOBITHOI omepauiiHOI cHCTEMHU
(account.protonvpn.com/downloads).
VY nojanpmioMy MOTpiOHO aBTOPH3YBATHUCI Y 3aBAHTA)KEHOMY 3aCTOCYHKY Ta IPOCTO 0OpaTH
MOTPIOHMI croci0 migkIToYeHHs (puc. 3).

Hinepnangu NL-FREE#21201€
7 ProtonVPN

—1 -

IP-appeca: 89.39.107.190 46%

Stealth ¥ 3.0KB/s T 2.0KB/s

Bip'epHatn

Kpainun Mpodoini

®

== HigepnaHgu Nia'epHaHo v
Z= CnonyyeHi LTtatn

KX SinoHis

Puc. 3. 3oBHimniil Burasg kiaieary Proton VPN

1. BianpairoBaTy MAKIOYEHHS Yepe3 OAMHUYHUN Ta JIAHIKOKOK IIPOKCI-CEPBEDIB.
2. BigmpamoBatu  npuHaMHI  aBa  cmocoOu  HamamrTyBaHHA  VPN-3’ennadus: 1) yepes
HAJIANITYBAHHS [AapaAMETPIB MEPEKHOr0 IMAKIUEHHS OnepaliiiHol cucreMu Ta 2) 3a gornomMororo VPN

Client).

3. [lepekoHaTucs y 3MiHI I1apaMeTpiB BUXOIY B Mepexy (HAOpHUKIaJl, CKOPUCTABIINUCH CANTOM

2ip.ua).

4. Becranosutu Firewall Ta anTuBipyc ZoneAlarm.
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JlaGopaTopHe 3anaTTa «HaknagaHHs eIEKTPOHHOTO MiTUCY»

HaBuanbHa MeTa 3aHATTA: BLAOPALIOBATH Pi3HI TEXHOJIONI 3a0e3MeueH s 3’ ¢ JHAHHS B MEPEXKI.

Yac nposeneHHs: 1 roa. Micue npoBeieHHs: KOMIT IOTepHUH KJIac.

YeraTrkyBanus: nepcoHanbHuil koM 'totep (IIK) 31 BcraHOBIEHOIO OmnepaniiHOIO CHUCTEMOIO
Windows 7 abo BuIIe Ta 10CTYIIOM 10 Mepexi «[HTepHeT».

3aBmaHHs, SKi MOTPIOHO BUKOHATH, MiIKPECJIEHO.

PekBI3UTOM €JIEKTPOHHOTO JJOKYMEHTA € e1eKmPOHHUI nionuc — eNeKTPOHHI JaHi, sKi J0Jar0ThCs
HiANUCYBAaYeM JI0 IHIIMX €JIEKTPOHHMUX JaHWX a00 JIOT1YHO 3 HUMH IOB’A3YIOTHCS Ta BUKOPUCTOBYIOTHCS
HUM SIK Tianuc. EnekTpoHHUI MiANUC HAKIIAAAETHCS 32 JOTIOMOTOI0 0COOUCMO20 Klo4a Ta TIEPEBIPSAETHCS
3a JIOIIOMOT OO0 8iOKPUMO20 KIIOUA.

Otxe, ocobucmuii Kawuy — 1€ TapaMeTp ajIropuTMy aCHUMETPUYHOTO KpUITOrpagiuHOro
NIEPETBOPEHHS, SIKUM BHUKOPHCTOBYETHCS SIK YHIKaJbHI €NEKTPOHHI JaHi JUIl CTBOPEHHS €JIEKTPOHHOTO
HIiANUCY YM TEYaTKH, TOCTYNHUI TUTBKH MiANUCYBAady YU CTBOPIOBAUY €JIEKTPOHHOI MEYaTKH, a TaKOXK Y
LIAX, BU3HAYEHUX CTaHIapTaMu s KBami(pikoBaHMX cepTH(]IKaTiB BIAKPUTUX KIIOUIB, a GIOKpUmMUIL
KIloY — TapaMeTp  alropuTMy  aCUMETPHUYHOTO  KPUNTOrpadiuHOro  MEepeTBOPEHHS,  SKUH
BUKOPHUCTOBYETHCS SIK €IEKTPOHHI JaHi JJIs MEPEeBIPKH €JIEKTPOHHOTO MIiANUCY YW IMEYaTKH, a TAaKOXK Y
LJIAX, BU3HAYEHUX CTaHAapTaMU JUIA KBaTi(iKoBaHUX cepTH(]IKaTiB BIAKPUTHX KITIOUiB.

3aranpHa cXeMa HaKJIaJaHHs eJICKTPOHHOTO MiANKHCY HaBeIeHa Ha pHc. 1, a Horo mepeBipku — Ha
puc. 2.

— JOKYMEHT

: Ocobucmuii |

g
1 \ kwou !

I
I O YHKIIA

Puc. 1. Ilpn6an3Ha Moae/b HAKJIAAAHHS €JIeKTPOHHOIO MiANUCy
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1
L — [TinTBEpKCHHS ITICHOCTI
— Ta imenTudikamis
- minrcyBaya
— TOKYMEHT
LY TE
O DYHKIIS (KOPHCTYBAUY |
A
 Z
\ 4

| N HAJABAY
, EN L PO EJEKTPOHHHUX
! | LM JOBIPYUX MOCJIYT

KBAJII®IKOBAHUU CEPTU®IKAT KJIIOYA

- IO3HAUKa, 10 cepTH(DIKAT BiJKPUTOTO KIIFOYa BUAAHHH SIK KBaJi(ikoBaHM#H cepTH]IKAT BiIKPUTOrO
KJIIOYa;

- IO3HAUKa, 110 cepTH(]IKaT BiIKPUTOTO KIIFOUa BUAAHUIA B YKpaiHi;

- ineHTUdIKaLiHI JaHi, SKi OTHO3HAYHO BH3HAYAIOTh KBaJi()iKOBAaHOTO HaJjaBaya eJICKTPOHHUX
JIOBIpPYHX IMOCIYT, 3aCBIIYyBaIbHHI LIEHTP a00 LEHTPaIbHUI 3aCBiIUyBaJIbHUIT OpTaH, sKi BUAAIH
kBaniikoBaHuUit cepTH(IKAT BIIKPUTOrO KIH0OYa;

- ineHTUQIKaIiiHI JaHi, SKi 0THO3HAYHO BU3HAYAIOTh KOPHCTYBaya €JIeKTPOHHUX JOBIPYUX HOCIIYT;

- MiCIIe3HaX0/PKEHHS FOpUANIHOI 0co0H, SKii BUAaHO KBalli(hiKoBaHHUH cepTHU(IKAT BiIKPUTOTO
KIIIOYa;

- 3HAQUEHHS BIJIKPUTOTO KIIK0Ya, IKUH BIANOBIJa€ OCOOUCTOMY KITIOUY;

- BIZIOMOCTI IIPO II0YATOK Ta 3aKiHYEHHsI CTPOKY Jii KBaidikoBaHOro cepTrdikaTa BIIKPUTOTO
KIIIOYa;

- cepiliHnit HoMep KBai(hikoBaHOTO cepTH(iKaTa BIAKPUTOTO KIIF0Ua, YHIKAIBHAHN I CY0’€KTa, KU
BU/aB cepTudikar;

- kBarriikoBaHMIT eNEKTPOHHUI ITiANHC a00 KBaTi(ikoBaHa eNIEKTPOHHA II€YaTKa, CTBOPEHI
cy0’ekToM, sIKuil BUIaB cepTudikar;

- BIJOMOCTI II0/I0 PO3MILIEHHS y BUTHbHOMY AOCTYII KBalli(hiKOBaHMX cepTH(]IKATIiB BIIKPUTUX KIIFOUiB
cy0’ekTa, AKuif BUOaB cepTudikar;

- BiIOMOCTI 111010 po3MillleHHs iH(popMaIlii, HeOOXiAHOT IJIsi OTPUMAHHS KBali(hikoBaHOT €IeKTPOHHOT
JIOBipUOT1 MOCITyTH (pOpMyBaHHS, IEPEBIPKH Ta MiATBEPKSHHS YHHHOCT] KBaTi(DiKOBaHUX
cepTudikaTiB BIIKPUTHX KIIOYIB;

- BIIOMOCTI TIpO Te, 0 0COONCTHH KITF0U 30epiraeThes B 3aco0i KBai(hikOBaHOTO €IeKTPOHHOTO
MAMUCY YK NeyaTku (11 KBaidikoBaHOTo cepThdikaTa eeKTPOHHOTO IiIIHUCY Y1 TICYATKH);

- BiJOMOCTi PO OOMEXKEHHSI BUKOPUCTAHHSI KBaJTi(DiKOBAHOTO €IEKTPOHHOTO MiKUCY UM MEYATKN
(mnst kBasmiikoBaHOTO cepTH(iKaTa eNEKTPOHHOTO MIAIHCY YH MEYaTKH);

- iM’s (iMeHa) TIOMEHY, M0 HaJIeKUTh (Pi3MYHIi a00 IOpUANYHIN 0c001, sKii BUIAHO cepTH]iKaT
BiJIKpUTOTO Kiroua (jutst kBaniikoBaHoro ceprudikara aBTeHTH(DIKaIIT BeO-caiTy).

Puc. 2. Ilpn6au3Ha Mmoaesb nepeBipKH eJICKTPOHHOI'O MiANKCY

HaxmananHs eneKTpOHHOro MiAnmuCcy He 3abes3nedye KOHQIAEHIINHOCTI AOKyMeHTa, TOOTO HOro
3MICT He WM(PYETHCS, e MPHU [IbOMY MOKHA BIIEBHUTHUCH Yy YizicHOCMI TOKYMEHTa i idenmughikysamu
tlo2o nionucyeaua.

OnHuM i3 WBUAKUX CHOCO0IB OpraHizalii poOOTH 3 eIeKTPOHHUM IiAIHCOM MOKHA OMTUCATH
TaKUM YUHOM:

1. OneprkaTy K04l €IEKTPOHHHOIO MIiANUCY Yepe3 eIeKTPOHHMM KabiHeT y OaHky. Hampukian,
aBTOpU3yBaTUCh B cucteMi IIpuBar24 ta B MeH0 Yci mocayru = bisHec = EiekTpoHHHE 1U(pOBUA
MANUC —> 3aBaHTAXHUTH cepTU(]IKAT 3reHepyBaTH BIiANOBiAHI daiau, moTpiOHI Is  Oe3lEYHOro
€IEKTPOHHOI0 JOKYMEHT000Iry. IIpy BHKOHAHHI IOTO 3aBAAHHS MOXKE 3HAJOO0MUTHCS BCTAHOBICHHS
JIOIATKOBHUX ILIariHiB juis Opay3epa Google Chrome.

2. 3 BUKOPHUCTaHHSIM pecypcy sign.diia.gov.ua HAKJIACTH €ASKTPOHHMMA MIANKUC HA JOBUIBHUHN (aiii.
3a_gomomoro cepsicy sign.diia.gov.ua/verify mepeBipMTH HUIICHICTh JTOKYMEHTY. 3MIHMTH HiAIHCAHUN
(daiin. [TpoBecTH TOBTOPHY IIEPEBIPKY.
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3.3 BHKODPHCTAHHAM €JIEKTPOHHOIO IIANHCY aABTOPHU3YBATHCH HA IOPTall EJIEKTPOHHHMX ITOCIYT
nencigoro gouay (portal.pfu.gov.ua). IlepeBipuTH BiIOMOCTI IPO CBOI BiApaxyBaHHs.
4. 3 BUKOpDUCTAHHAM €IEKTPOHHOIO IIIMUCY aBTOPHU3YBATHCEH B EJIEKTPOHHOMY KaOIHETI Ha HOTpaIi
HeprxaBHoi ickaapHOI ciryk0n Ykpainu (cabinet.sfs.gov.ua). [TepeBipUTH BiIOMOCTI IIPO CBOI TOXOIH.
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JlaGopaTopHe 3aHATTA «/IBodakTOopHA aBTeHTH(IKALlIS NOMITOBOro 00JIIKOBOro 3anucy. MeHemkep
[apoJIiB»

HaBuanbHa MeTa 3aHATTA: BLAOPALIOBATH HABUYKU HAJIAIITYBAHHS ABO(aKkTOpHOI aBTeHTU(hIKAIT
JUIS pi3HUX OOJIIKOBUX 3aIIMCIB Ta BUKOPUCTAHHHS MEHEDKEPY IapOJiB.

IT BCACHHA . I . 'cue IIPOBCACHHS: KOMII IOTGDHI/Iﬁ KJIacC.
Yac nposene :2ron Mi ’

YerarkyBanns: nepcoHanbHuil koM 'totep (IIK) 31 BcraHOBIEHOIO OmnepaniiHOIO CHUCTEMOIO
Windows 7 abo Bume Ta goctynoMm a0 Mepexi «laTepHer», BeOGOpaysep
«Google Chrome», cmapThonu abo TeneoHH y ciayxadis.

ITopsiiok NpoBeAeHHs 3AaHATTHA
CrtBopuTH OE3KOIITOBHI OCOOMCTI MOIITOBI OOJIKOBI 3amucu B JOMeHax gmail.com Ta
protonmail.com.

HanamryBatu nBodaktopHy aBreHTH(iKamio uepe3 Google Authenticator ams 00MiKOBUX 3aMuCiB
gmail.com Ta protonmail.com.

BceranoBuTH 1 HanamryBaTH MeHekep naporiB KeePass.

Juas ob6aikoBoro 3anucy gmail.com
[epeiitu y po3ain «Bamn obnikoBuit 3amuc» — «be3neka» — «SIk Bu BXoauTe B OOTIKOBUI 3armmc
Google». Obparu «/IBoxeranHa nepeBipka» — «Po3znouarn» (puc. 1).
Sk B1 BXOgUTE B 06ikoBum 3annc Google

CBo€eyacHO OHOBMIOUTE L0 iIHPOopMaLito, Wwob 3aBxan matu gocTyn Ao obnikoeoro 3anucy Google

() [lBoxeTanHa nepesipka [lBoxeTanHy nepesipky BUMKHEHO >

2 Knioui nocTtyny Mo4aTn BUKOPUCTOBYBATM KITHOYI 4OCTYNY >

Puc. 1. Po3ais1 HaJlalITyBaHb ABOXETAIHOI NepeBipKH

OOparu aBTeHTH(IKALIIO Yepe3 KOPOTKE TEKCTOBE MOBIJOMIICHHS 1 3apeecTpyBaTH OCOOUCTHUH
TenedoH yepe3 OTpUMaHHS KOy B SMs 1 BBOY HOTr0 y BiIIIOBITHOMY I10JIi HAJIAIITYBaHb.

3uoBy yBiiiTH B «be3neka» — «Bxin B obmikoBuii 3amuc Google» — «/IBoeramHa mepeBipka» —
«Po3mouatn» Ta qoaaTH iHILII BapiaHTH APYTOro e€Tamy MepeBipkH, mo0 MmiaTBEpKyBaTH CBOIO 0co0y, a
came «[lomarok Google Authenticator». 3aBaHTaXUTH 3a HAJaHUM TMOCHJIAHHAM Yy CMapT(OH J10JaTOK
«I"eneparop xoniB Google» (puc. 2) Ta 1OTpUMyHTECh IHCTPYKIIIH 1100 HOr0 HaJIAIITYBaHHS.

e LOopaTtok Google Authenticator

OTpumyiiTe KOAW NIATBEPAXKEHHA 6€3KOLITOBHO 3a JONOMOrok MeHepaTopa KOAiB, HaBiTb
Konw Baw TenedoH He Nia'egHaHo Ao IHTepHeTy. [locTynHo ANA npucTpoie Android Ta
iPhone

3rEHEPYBATU



. HanawTywTe leHepaTop KoAis
OTpuMaHHS KoAiB 3a JONOMOroK aoaaTka y patop koA

Google Authenticator « 3aBaHTaXTe JOAATOK MeHepaTop KoAis Google i3 Play MapkeTy.

* Y foaaTKy HaTUCHITb HanawTyeaTyu 06niKoBuMiA 3anuc.

LL|06 He YeKaTH Ha NOBIAOMIEHHS, 6E3KOLITOBHO OTPUMYIATE KOAK « BM6EpITH CKaHYBATH LUTPUX-KOA.

NiATBEPAXEHHA 3 ofaTka MeHepaTop KoAis Google. BiH npaltoe
HaBiTb y peXuMi opnaiiH.

flkui y Bac TenedoH?

(® Android

O iPhone HE BAAETbCA 3ICKAHYBATU?

CKACYBATU hAn CKACYBATU DANI

Puc. 2. Incrpykuii maiictpy HanamrtyBaHb Google Authenticator

[licna 3akiHYeHHS HaJAIITyBaHb BUUTH 13 OOJIKOBOTO 3amucy Ta MPOUTH BXKE JIBOCTAIHY
aBTEHTHU(IKALIIIO.

st 00J1ikoBOrO 3anucy protonmail.com
VY nomtoBoMy 00MiKOBOMY 3amuci protonmail nepeiitu y po3ain «HanmamryBanus» — «O0mikoBUl
3aImuc 1 maposiby — « Y BIMKHYTH JIBOETAIHY MepeBipKy» (puc. 3).

[lBoeTanHa nepesipKa

Po3swupTe piBeHb 3ax1CcTy cBOro 06/ikoBoro 3anucy. HeobxigHo NpoxoanTn ABoeTanHy
nepeBipKy Liopasy nig Yac BXo4y B CUCTEMY.

Mporpama aBTeHTUdIKaLii () C)

Kntoy 6e3nekn (O ‘

HanawTyBaTtu ABodaKTOpHY
HanawTtyBaTu gBOETanHy nepesipKy X asTeHTMdiKaLilo

CkaHyiTe Liei Kog CBOIM MPUCTPOEM ABOETamnHoI Nepesipky, CranyiTe e QR-KOA CBOIM NDHCTPOEM ABOETaNHOI
06 HanawTyBaTu 06IKOBUIA 3annC. BBECTU KIKOY BRYYHY. nepesipky, Wo6 HanalwTysath 06nikosuit sanuc.

CkacyBaTu Oani —
‘ CKACYBATU ‘

Puc. 3. IncTpykuii maiicTpa Ha1amITYBaHb ABO(AKTOPHOI aBTeHTHIKail
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Ckopucratucs BKe BCTaHOBIEHMM y cMaptdoHi 3acrocynkom Google Authenticator
(BcranoBmoeThes 3 Google Play abo App Store) i HanmamTyBaTH ABOETANHy aBTeHTH(iKamio. Buidtu i3
00JIIKOBOTO 3aMKCy Ta MPOUTH BKE BOCTANHY aBTEHTHU(DIKALIIIO.

Juas ob6aikoBoro 3anucy gmail.com

[epeiitu y po3ain «Bamn obnikoBuit 3amuc» — «be3neka» — «SIk Bu BXoauTe B OOTIKOBUI 3armmc
Google». Bubpatu «Kimoui goctyny» — «[louaTu BUKOpUCTOBYBATH KIIIOU1 1OCTYIy» - « CTBOPUTH KITFOU1
noctymy» (puc. 4), ne Oyne 3a3HaueHUil MOOUTHHHI mpucTpii Android, Ha SKOMY BKE aBTOMATHYHO
CTBOpPEHI KJIIOYi 1 aKTUBHHUN BiAMOBIIHUNA 00mikoBuii 3anuc Google.

< Knoui goctyny

Knioui gocTyny patoTb 3mMory 6e3neyHo BxoauTn B 06nikosuin 3anuc Google
3a fonoMoroo Biabutka nanbus, Genc-KoOHTPOnNIo, IHWOro cnocoby po3bno-
KyBaHHs ekpaHa abo anapaTHoro Kntoya 6e3nekun. HanawTtosyinte Knoyi go-
CTyny NULe Ha BNacHUX NnpucTposx. floknagHiwe @

MouHiTs BUKOPUCTOBYBATH Kniok AOCTYTY ——
[Nopasiwm Knioy AOCTYNY, B 3MOXETE NiATBEPAXYBATH CBOKO ‘ BUKOPMCTOBYBATH KNIOYi LOCTYTlY
ocoby 3a gonomoroio BigbuTKa nanbus, penc-KoHTponio abo

po3670KyBaHHS ekpaHa I

ABTOMaTUYHO CTBOPEHI KITHOUi 4OCTYMy

MpucTpoi Android aBTOMaTU4HO CTBOPIOKOTL KNKOYI AOCTYNY, KONW BK BXOAUTE B 0BnikosuiA 3anuc Google. Kepyeatn
npucTposmm

E Xiaomi Mi 5s
OCTaHHE BUKOPUCTaHHS: ~ . ~hrome 8 OC Windows -
obnacts, YkpaiHa

+ CTBOPUTYM KJNlOY flOCTyny

Puc. 4. IlouaTkoBe BiKHO HAJAIUTYBAHHSA BUKOPUCTAHHS KJIIOYIB J0CTYILy

Kniknytn Ha onimito «BuKOpHCTOBYBaTH K04l JOCTYHMy» ISl BHKOPHCTAHHS 3a3HA4YEHOTO
pUCTPOIO (pHC. 5) sk 3aco0y aBTeHTU(IKALT Yepe3 HOoTro po30J0KyBaHHS 1 €3 BBEIEHHS MMapOoIio.

Tenep MO>XHa BXOAUTU 3@ JOMOMOIOK KJTHOYiB nocrtyny

Konu Bu HacTynHOro pasy sxoanMmTte B 061ikoBun 3a-
nuc Google Ha LbOMy NPUCTPOI, TO 3MOXETE NiaTBEP-
AUTK CBOK 0COBY 3a AONOMOro BiabuTka nanbug,

denc-koHTponto abo iHWoro cnocoby po3bnokysaHHN
ekpana. [loknagriwe @

loToBO

Puc. 5. AxtuBanis HaaamrtyBaHHs «Kirodi toctymy»


https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=ru&gl=US
https://apps.apple.com/ru/app/google-authenticator/id388497605
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SIxmo o6partu omnuito «CTBOPUTH KITIOU1 JOCTYITY» (puc. 4), TO MOKHA KJII0Yi CTBOPUTH HA 1HIIOMY
npuctpoi, obpaBimn «CKOPUCTATUCh IHIIMM MPUCTPOEM» - «Bubparu iHmuMN TenedoH abo MIaHIIET»

(puc. 6)

CTBOpPUTU KITKOY JOCTYNY Ans 061iKOBOro 3anucy

Google
e - - \
_+_
&—— .

a | + CTBOpITb KAKOU AOCTYNY

— " |
— I O BubepiTb cnoci, y AKWiA BU XoueTe CTEOPUTKH K/IKOY AOCTYNY ANA
\ /
- - Aojatka google.com
Kntoui goctyny nerko HanawTysaTtu. BoHu gaioTb 3mory [ Windows Hello a60 soswiuusiti katou Gesnexs

6e3neyHo BxoauTn B 06nikoBumin 3anuc Google 3a pono
MOroto Binbutka nanbug, Genc-KOHTPONIo, iHWOro

cnocoby po3bnokysaHHsa ekpaHa abo anapaTHoOro D MI 55
Knioya 6esnekn. Bu MOXETE CTBOPUTM KoY AOCTYNY Ha

LbOMY NPUCTPOI a0 CKOPUCTATUCH IHLINM.

[:S Bubpatu iHwwii TenepoH abo naaHwer

CkacyBaTtu ‘ CKOpPUCTaTUCh iHWUM anCTpo;)

Puc. 6. HanamryBaHHs IHIIOT0 NPUCTPOIO JJIs1 AOCTYILY B 00/1ikoBHii 3anuc Google

KepyBatu npucrpoamm Ckacysatu

Hani Chrome 3anponionye QR-ko asist 38’ 13yBaHHS IPUCTPOIO 3 KOMIT FOTEPOM, CKaHYBaHHS SIKOTO
1HIIIIFOE CTBOPEHHS HAa HHOMY BIATIOBIAHUX KIIIOUIB (pHC. 7).



CTBOPpITb KAKOU AOCTYNY Ha TenedoHi abo naaHweTi

BiackaHyiiTe ueit QR-KOA 3a AOMOMOTOK KaMepPU NPUCTPOID, HA AKOMY
BU XOUETe CTEOPUTH KAKOU AOCTYNy AnA Beb-cality google.com

B

Create a passkey

This passkey will be used for google.com

=9 :M@gmail.com

g@gmail.com W

BMKOPMCTOBYBaTH iHWIWIA NPUCTPIN Ckacysatu

Puc. 7. CTBOpeHHs K/II0YiB J0CTYNy Ha MOOIIbLHOMY npucTpoi Yyepe3 QR-kox

Jns mepeBipku aBTeHTH(IKALIi 3a KIIOYaMH JIOCTYIy BHHWTH 3 00iikoBoro 3amucy Google ta
cipoOyBaTu 3HOBY BBiiTH, 0OpaBim «CrpoOyBaTH iHIIMIA croci6» - «BHKOpHCTAaTH KIIIOY JOCTYIY»

(puc. 8).

Bubepitb cnocib sexoay

@1 BeegiTb Nnaponb

[J nokasatu napons
S¢  BUKOpUCTATH K/tOY JOCTYNY

CnpobyeaTtu iHWKu® cnocib m @ LoBigka

Puc. 8. BuOip aBrenTudikanii 4yepe3 KJI0Y J0CTyILy

3aBepIUTH aBTEHTHU(IKALII0 3 BHUKOPHUCTAHHSAM CBOTO CMAapTQOHY, B SKOMY 3 SIBUTbCS 3aIlHT
BiJICKaHYBaTH BiIOMTOK MaJIbIls, MPOUTH (helic-KOHTPoIIb a00 po3010KyBaTH eKpaH (puc. 9)



Use a passkey from MI 5s to sign in to google.com

Google
Test Cyber
' gmail.com v

NinreepaxeHHA Bawoi ocobu...

3aBepwiTh BXIA 33 LONOMOrOK KNK4a 4OCTYNY

CnpoSysartu inwwui cnocib

Puc. 9. 3anuT Ha npoaoB;keHHs aBTeHTH(ikaLil yepe3 KJII04i 1ocTyny Ha cMapTQoHi

BaxiuBo. Koiu cTBOPIOETHCS KITIOY AOCTYIY, TO OOMPAETHCS MOXKJIIMBICTD BXOAY O€3 mapois 3a
JOTIOMOTOI0 KJII0Ya JIOCTYITy, TOMY LI€ MOXHa POOMTH JIMIIe Ha OCOOMCTHUX HpUCTposix. HaBiTh sKIo
BUWTHU 31 cBOro 00mikoBOro 3amucy Google, CTBOPUBIIM KIFOY JOCTYIY Ha MPHCTPOi, TO KOXKEH, XTO
MOKe pO30JIOKYBaTH IMPHUCTPii, 3MOKe 3HOBY BBiiiTM y Bam o6iikoBuii 3amuc Google 3a n0moMororo

KJIFOYa JI0CTYILy.

IHapoasuuii menexkep KeePass.
3aBantaxutu (https://keepass.info/index.html), BcTaHOBUTH Ta 3amyCTUTH MAPOIBHUN MEHEIKED

KeePass Password Safe (puc. 10).

©® KeePass - O X
File Group Entry Find View Tools Help
By’ 3 .

Title User Name Password URL

0 of 0 selected Ready.

Puc. 10. 'oaoBHe BikHo KeePass

Komo6inamiero knaim (Ctrl+N) cTBopuTH Ta BKa3zaTH Micue 30epiranss ¢aiury HoBO1 6a3u mapoJiis
(puc. 11).
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“ New Database

Your data will be stored in a KeePass database file, which
is a regular file. After clicking [OK], you will be prompted
to specify the location where KeePass should save this
file.

It is important that you remember where the database
file is stored.

You should regularly create a backup of the database file
(onto an independent data storage device).

Puc. 11. IloBinomiieHHsI 111010 CTBOPEHHS HOBOI 0a3u MapoJiiB

[Mpugymatu Ta 3amam’sTaTé MaiicTep-napoiib (maposibHy ¢pasy) IOBKHHOIO He MeHme 10-tu
CHUMBOJIB 13 BUKOPHCTAHHSIM MaJCHbKHX Ta BEIMKHX JIITEp, IU(p Ta CHeliaJbHUX CHUMBOIJIB. BBecTn
MaiicTep-naposb (maponbHy ¢pa3y) Ta BuOpaT iM’s s 6a3u mapouiB (puc. 12). JlomaTkoBo MOXHa
PO3APYKYBaTH OCHOBHI JaHi IIOAO Micis 30epiraHHs OCHOBHOiI 0a3u mapodiB, ii pe3epBHOI Komii Ta
MiJIKa3KH 1010 Maiictep-napois (puc. 13).

® Create Master Key

(® Configure New Database

Q\ Create Master Key

D:\Usersluser\Documents\test kdbx

‘— Database Settings

Specify the master key that will be used to encrypt the database. . .
A master key consists of one or more of the following components. All components that you specify will P D:UsersluseriDocuments'test kdbx
be required to open the database. If you lose one component, you will not be able to open the database
anymore.
General Securty Compression Recycle Bin Advanced
Master password: Inun“..| I EI
Bepeat password: loo.ooooo.o ‘ Database name: | My passwords

Estimated quality: [ . 21 bits 10ch. Database description:
Enter a short description of the database or leave it empty

[[] Show expert options:

Default user name for new entries: l

Custom database color: I:l

Help Cancel Help oK Cancel

Puc. 12. CTBOpeHHs MalicTep-NMapoJIl0 Ta HAJAIITYBaHHS 0a3mu
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KeePass @

Emergency Sheet

05.02.2021
Database file:

’ D:\Users\user\Documents\test.kdbx ‘

You should regularly create a backup of the database file (onto an independent data
storage device). Backups are stored here:

| =l
Master Key
The master key for this database file consists of the following components:
* Master password:
#y

Puc. 13. ITam’saATKa 1010 Micus 30epiraHHsi OCHOBHOI 0a3H MapoJiiB,
il pe3epBHOI KOMii Ta MiAKa3KH 010 MaiicTep-napoJs

B ocnoBHomy BikHi KeePass 3miBa oOpatu Teky «eMail», cTBopuTH HOBUI 3amuc (KoMOiHaLis
knaBim Ctrl+]), 3amoBHUTH MO A1 CBOTO MOLITOBOTO OOJIIKOBOTO 3aIlUCy, MEPEHTH y HajdalTyBaHHS
I'eneparopa nmapoJiiB i 00paTH JOBKHHY HapoJisi Ta a0ETKy CUMBOJIIB, 3 SIKUX OyJie TeHepyBaTHCs Mapoib
(puc. 14). 3aBepmuTtu penaryBaHHs, 30epertu 3miHu (koMmOiHamis knaBim Ctrl+S) 1 mepernsnyTH
cTBOpeHwuit 3anuc (puc. 15).

3BepHITH yBary, o Jeski BedcepBicH 3a00pOHSIOTh HASIBHICT B MapOJi CIELialbHUX CUMBOJIB. Y
TaKoOMy BHIAJIKY, 200 MicCIs TeHepallii TapoJio BpyYHY BUAAIUTH CIICHiadbHI CUMBOJN 200 BUKITIOYUTH iX
13 a0eTKU HalamTyBaHb [ eHepaTopa mnaposis.

() Add Entr

< | ® Password Generator

File p__Entry Find / Add Entry M= Password Generation Options
L’.l Ib [ Q\ Create a new entry. ’* Here you can define properties of generated passwords.
& test T

& General Entry  Advanced Propeties Auto-Type History Settings  Advanced Preview
A
@4 Windows THle: [My mail I Jeon: Profile: | (Custom) v| ] |l
Q Network Current settings
@ Internet User name: [lesl@gmail.com
; . (® Generate using character set:
hieMail Password: ‘
@4 Homebanking Length of generated password: 2015
(@ Recycle Bin Upper<ase (A.B.C. ..) Space ()

Qualty: Dt Och. Lowercase (a.b.c. ..) Special (!, 8. %. &, ...)

URL: ‘mad google.com ‘ Digits (0, 1. 2, ...) Brackets ([.1.{.}.(.). <.>)

Notes: Minus (-) [ Latin-1 Supplement (A, . 1. ...)

Underiine ()
< Also include the following characters:
O Generate using pattem:
o Y - Randomly permute characters of password
0 of 0 selected Ready| [ Expires:  {12.02.2021 0:00:00 -] a

(O Generate using custom algorithm:

(None)
25 Tools 0K Cancel

[ Show dialog for collecting user input as additional entropy

oo ==

Puc. 14. CTtBopeHHs | HAJTAIITYBaHHS apaMeTpPiB HOBOIO 3anucy y 0a3i mapoJiis
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® testkdbx* - KeePass = O X
File  Group Entry Find View Tools Help
;_.J Vs B &~ ;l)) &l @ '“1:1 -;?]J S 2 Search... -
& test Title UserName Password URL
b Ge.neral =) My mail test@gmail.com R mail.google.com
2 Windows
£) Network
@ Internet
=\ eMail
@4 Homebanking
3 Recycle Bin
< >
Group: eMail, Title: My mail, User Name: test@gmail.com, Password: ******* URL: mail.google.com, Creation
Time: 12.02.2021 13:03:54, Last Modification Time: 12.02.2021 13:30:22
1 of 1 selected Ready.

Puc. 15. CrBopenuii 3anuc y 0a3i napoJiB

[IpoiiTn aBTeHTH(IKALIIO B MOIITOBOMY CEpBICi, BAKOPUCTOBYIOUH MEHEKEp mapouiB. J{ist 1iporo
B KeePass oOupaeTbes BiANOBITHUM 3a1KC Ta MOYEProBO KOMIIOETHCS Y Oydep JoriH (KoMOiHaIls KIaBill
Ctrl+B) Ta mapons (komoOinanis knasim Ctrl+C), siki HO4eproBo BCTABISAIOTHCS Y BIAMOBIAHI 1Mot (hOpMU
aBTEHTH(}IKaIlii TOIITOBOTO CEPBICY.
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JlabopaTopHe 3aHATTA «EJCKTPOHHMIA MiANUC Ta MUPPYBAHHS TOBIJIOMICHB)

HaBuanbHa MeTa 3aHATTSA: OTPUMATH HAaBUIKHU HiHHI/ICVBaTI/I Ta SaH_II/Id)DOBVBaTI/I HOBiI[OMJIeHHH.

Yac nposenieHHs: 2 TO. Micue npoBeieHHs: KOMIT IOTepHUH KJIac.

YerarkyBanus: nepcoHanbHuil koM ’totep (IIK) 31 BcTaHOBIEHOIO oOmnepaniiHOIO CHUCTEMOIO
Windows 7 abo Buime Ta goctynoMm a0 Mepexi «laTepHer», BeOGOpaysep
«Google Chrome».

[Mopsiaok npoBeaeHHS 3aHATTSH

Bukonaru Taxi aii:

- BCTAHOBUTH Ha CBii (prieni-HakonuuyBay yTumity gpgdusb;

- 3reHepyBaTu Mapy CBOIX KIIOUiB;

- €KCIIOPTYBATH CBiM MyOIiuHUI KITI0Y B OKpeMuit daiin * pub.asc;

- OOMIHATHCS CBOIM ITyOJIIYHUM KIIIOUYEM 3 IHIIHMU;

- IMITOPTYBATH y MporpaMy myOJiuHi KIr04i 1HIINX;

- CTBOPUTH TOBIJOMJICHHS JUIsl CHIBPO3MOBHMKA, IIJIMHCATH IOBIOMIICHHS Ta 3amuQpyBaTu
HOro 3 BUKOPUCTAHHSAM IyOJIIYHOTO KJIt0Ya aapecaTa;

- OTpUMATH MiANucaHe Ta 3amu@poBaHE IMOBIIOMIICHHS, pO3IMU(PYBAaTH IOBIAOMIICHHS Ta
NEPEBIPUTHU ENIEKTPOHHUM MiATHUC.

3a nmocunannsM https:// www.gpgdusb.org/download.html BubpaTu Ta 3aBaHTaXUTH HA OCOOUCTHIA

¢nem-nakonuuyBay apxiB yrwinitu gpgdusb. Po3nakyBatu apxiB, 3alyCTUTH yTUIITYy start windows.exe
Ta 00paTH 3py4uHy MOBY iHTepdeiicy (puc. 1).

& & 4

Encrypt Decypt Sign

Getting started...
untitied 1.txt [£J ... with gpg4usb

EMail

To use gpg4usb for decrypting and signing messages, you need a private boject dusb@cpunk....
key. The next page will help you with key generation or import. ) 9pg @cp

For more information have a look at the concepts (by dicking the link, the
page will open in the main window).

Choose a Language

System Default v

Puc. 1. HanamryBanus moBu iHTep(eiicy gpg4usb

Jani k1ikHyTH Ha nnocuinaHHs « CTBOPUTH HOBY KIIIOYOBY Mapy», oopatu «CtBoputH HOBUM Kittouy
Ta 3alIOBHUTH BiJNOBITHI MOJIs EPCOHATBHUMH JaHUMHU (T1apoJb 3reHepyBaTH Ta 30€perTH Y MEHeKepi
MapoJiB). 3aBEPIIUTH HANAIITYBAHHS Y MAalCTpi MEPIOTO 3amycKy (puc. 2).
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& Macrep Mepsoro 3anycka ? X
p llep Y

Boibepure geiicTene... l b b
.. HEXKATHUEM HA COOTBETCTBYIOWYIO CCHIKY. us

Ecnm Bbl paHee He MConb308ani gpgdusb 1 He MMeETe CBOMX KMoyeit
0penPGP, TO MOXET Bbl 3aX0TUTE CO3AaTb HOBYIO KIKOYEBYIO Naj

Cospanue KNIOYEBOii Napbl.. % lenepuposats ko4

N5t PACWMOPOBAHIA 1 NOATNCAHUS

Bam cneayeT co3aaTh Hog

nyBnuuroro (oTkpeiToro)|  Aapec eMail:

OTKPLITEIM KMNOYEM APYT] .

coobuerms anasacunpg  KommenTapuii:

AOMKHSI UCTIONL30BATL T4

coobueHmi. WcrekaeT: [ 6es cpoxa roarocT
MoapobHocTi cvoTpuTE BY

— e = S—

BcrpoenHas cnpaska

Ecnm Bbl yxe ucnonbsyeTe GnuPG, BbiTb MOXET BaM 33X04eTCa
MMNODTMPOBATH KAKYM U3 GNuPG

Ecnm Bbl 06HOBNsiETE CTapyIo Bepaio gpg4usb, MOXeT BbiTb Bbl
3axX0TUTE UMNOPTUPDOBAaTL Hacrpoﬁm M[MJWI KOYA U3 QDQqLISb

HaaéxHocTe Napons

Mapone: Cnabiiit -> CToikuil

Co3aaTb HOBbIM Kntoy

< Hasaa

Omera

& Macrep Mepsoro 3anycka
p !l lep! y

ToToso. )
YA&4HOro ucnonb3osaHus gpgdusb! @ IJ S b

Tenepb Bbl FOTOBbI K MCNONb30B8aHNIO gpg4usb.

o1 omes

BcTpoeHHan cnpaska (aHrn.) NoMoXeT BaM ocBoMTs gpg4usb.
OHa OTKPOETCS B NaBHOM OKHE.

[] OTkpbiTs BCTpoeHHyio crpasxy.

[] He otxpeisaTs sToT MacTep npu cnenyowen sanycxe.

< Hazan 3aBepuwnTb OtmeHa

Puc. 2. I'eHepyBaHHs KJII04YiB Y MaHCTPi MepIIOro 3amycKy

3anyctutu «MeHemkep KIoviBy, oOpaTu OOMIKOBHN 3amuc CBOiX KiIouiB, BuUOpatu «Excmopt
oOpanmnx Kmo4iB y (aiim» Ta 30epertu cBiii myOmiuyHui kirou (Hanpukian, AHapiii CTemaHeHKO
test@gmail.com(202AA4030C558985) pub.asc) Ha dreni-nakonuaysay (puc. 3).

& Menemkep kntoueii - O X

®aiin  Knrou

WMnopT Kntoya 3,  CTepeTs BoibpanH. knod()  SKcnopT B haid
{ KcnopT BbIBPaHHBIX KNHOYEN B (aiin
EVTaTr

Wma

O gpg4usb-project gpgdusb@cpunk.de

£ Angpiit Crenanenko test@gmail.com

Puc. 3. Exkciopt ny0.1i4HOr0 Kjiw4a

Cayxayam OOMIHATHCS MK c000I0 CcBOiMM myOmiuHuMH KiouamMu (AHApid CTenaHeHKO
test@gmail.com(202AA4030C558985) pub.asc) — 1me MOkHA 3pOOUTH TEPECHIIAHHSM IOIMITOK abo
JIOKaJIbHUM KOTIIIOBAaHHSIM Ha CBOI HOCII.

VY MeHepKepl KIIOUiB 3MIHCHUTH IMIOPT y mporpaMy (aiiaiB myOJiyHUX KJII04YiB, OTPUMAHUX BiJ
iHIMX ciryxadiB (puc. 4).

& Menegkep kntoueii — O X
Qaiin  Knrou

&€ X & 9

WMnopT knioya 3,  CTepeTb BbibpanH. kmiou(M)  SxkcnopT B daitn  SkcnopT B Bydep ObMeHa

Daiin Ma eMail

O Bydep Obmena gpgdusb@cpunk.de

Cepeep Kntoueit
test@gmail.com

— e
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%‘ ﬂeTaﬂM MMNOpPTa KNKo4a

OBwasn uHbopMaLYSA NO UMMOPTY

ObpaboTaHo: 1
WMnopTupoBaHo: 1

eMail Craryc Otneuartok

Puc. 4. IMmnopr my0/1iYHNX KJII0YiB ClIiBPO3MOBHUKIB

CTBOpUTH JOBUIbHE TMOBIAOMIJICHHS AJsl CIIBPO3MOBHHMKA, BKA3aTH JaTy, 4ac Ta 3a3HAYUTH CBIH
KJIII0Y y TpaBoMy BikoHLI mporpamu. O6patu «Ilignucatuy MOBIJOMIICHHS, BBECTU Mapojb IJIi CBOTO
MPUBATHOTO KJII0Ya Ta OTpUMATH mianuc (puc. 5).

4 Bsegure Ma... ? X

a) Lo
| - J » » (R
3aumbposats PacwwdposaTe Moanmcats | BBecTw naponb Ans KonuposaTb UutupoBaTb
AHapiit CtenaHeHko (Ans nianucy)
= BesbmaHHoii L txt [ peaTe ansi: J X
MpusiT Saul, 5 nepesipsio cnocib GesneyHoro obmi || | Wmsa eMail
3 nosaro, OtmMeHa gpgdusb-project gpgdusb@cpunk.de
AHapiit CTenaHeHko, 15.03.2021 T Saul Goodman none
Anapiit 2
] .
& Citranento test@gmail.com

% gpgdusb

®aiin  [paeka LWudposanne Knoun Bug Cnpaska

| 0 ‘ ; | .J % i] ‘\\‘?b QO t‘j » > »

3aumdposate Pacwubposate MoanucaTe MMposepute  @ain.., MeHeaxxep Ko4ei  MMNopT Koy, Konuposatb UutuposaTh
* BesomanHbni 1. txt (£ SaumbposaTte Ana: & X
-——BEGIN PGP SIGNED MESSAGE-—--- A WUma eMail
Hash: SHA512
O gpgdusb-project gpgdusb@cpunk.de
MpwsiT Saul, 7 nepesipsto crocif BesneyHoro obMiHy NosigoMneHaMA.
O Saul Goodman  none
3nosaro,
Anppiit "
Anapilt CTenanerko, 15.03.2021 S test@gmail.com
--—---BEGIN PGP SIGNATURE---—-
Version: GnuPG v1
iQECBAEBCQAGBQIGHRStAA0JECAGPAMMYYmFRPIH/R -HTi4FDMArna08z5zkwXvY
J70zVppSNSM 1IRIPPNQYUKDPZUSdxs 7MVkvs 7rcDTMDAy6kxH7MIBOj3ZG0Zp 1IF
k7BVANVZIe96Kt5gSEj0DdPUSXd6CXMIBIROYrohNYW0OvgV3gDRNyxnURVGSa5Ts
LI/y2084L fpc/cP +y9cGLNEmAWNCcobTokNZ FzZX 2rg8BwVzoCIPXECLIaUFN 1Ew
fqj7w8V6qPp6 /XEQDZNPQRehvOmgI83Raf thxmScEeSgGFNushza4WOBOY 3Jxgbp
Zoexs9pRUS 1+mn4XreZYjXHKcapl0St3DBkz30p9m8MtuARHeDIN/a8znB7arsk=
=uEdd
--——--END PGP SIGNATURE---—- v

Puc. S. Ilinnuc noBinomiieHHs
3HATH MO3HAYKYy 31 CBOrO KJIOYa Ta MOCTABUTH HA KIIOYi CIIBPO3MOBHHUKA Yy MPaBOMY BIKOHIII
nporpamu, obparu «3ammdpysatu» (puc. 6). OrpumMane 3ammdpoBaHe MOBIIOMICHHS BiICIaTH CBOEMY

CHinO3MOBHI/IKy.
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gpgdusb =

Hz/BSZITIh313fZZTNLIKSGDMIziJuBQpwmZcXehcMdNZUjdzEctidotscKZPCH
uOPcCmSs7aNaJptE2COE/GID0IN6dxUXh/1j9m0gstLpAVWETk3GCJavgNyBU3qD
NovOem9x9fpjpjYTYKArYDpxXSUtwSSmVGhVza49BssXdébl 1cW0qLjc3YyWINhR
XFrStCvB8jPzSoc40FBfebxzwmfMhPOBgGYFQucOWyXxMPWYUHe8ZwW 3ZPuGG lew
gKgYDeyfAT9pLgallUpaw2zSIKRH8c39Zff+4CnSLVAh3ByYWUfOQSHNEHFGLtcn

FY FSprgmSiaewZaHxccFRAOKtkXLCgHttZ +r0FTm 707k 1GQT8DIkNj 56 4CsjKX4
0-+k20EpBUR 2nVwOKR 49U 2f4Yy0MI8VDAkoiuSzaR Y65YF 78PcHBAdX SDQ5kyad +
UPZr46KVQabnfiwfb 3ivilOfBTkX +FDsmpqSbwkQDkksDc +8VLNoMYIBEOIYGwIr
FIBxyTEE/c6ziA 1hwilb7gSqybbiBXpOi7dKy 5QL60QaKXHKF JULQXHEGEWXATSA
Ds260ih3sdLrhgqIxEqqiMQzsB5SOTvCUUPKMNoh37fbFdZwxrR +xF4rrhGOXa 16X
acP5YyhDs3sGfBT 1Ky0/HbfOSTpXING -HRMgnJckmKy 5fqcqufQpl/dSioOnnTIS
YppPsCyTUKkhhTbCD 3PI4ait4Zpr SGpEQBb549sGv09cl3n ImwFZL8NM/H+ncShG
kLgQI/RDQKRwwdbA /HjSiet+wmHXH8Ymh6iOoaukVRWaGE /ey 7DGPISNmGCRT 2dH
ASUfpg9MKvutEhRUBIGEdNWPLSbjmzqj9BMtn/+24Hc3uXYKVYOgRcWzgHW4fGC
45Mbe 7IbumimZDLd 5y45WTePjeQXIFsyZR X SHCO6e4U25e WIjRMrGpsxIuZYUNQ
=mNjy

--—---END PGP MESSAGE----

®aiin  [paska Wudposanue Knroun Bua Cnpaska
o a | a Y|
& = 4 4 @ - a4 - B -
Sawndposate Pacwmdposate Moanucate Mposepute  daiin.., | MeHemxep Knoueit KonmposaTs UuTuposBaTb
= Besbimannsii L txt [ SawndposaTs ans: & X
-——--BEGIN PGP MESSAGE---— A Ums eMail
Version: GnuPG v1
O gpgdusb-project gpgdusb@cpunk.de
hQEMAWCKWHMOWOBGAQf/bczFEZIONUj6CozMx37Uc98P8ndB8arm JotVE 3DrCGsM
soTgKA4wv 1phwAmSxdZ3h8cOPT48rqSkAVOtSk9aatiAKIDT /20tf1vSbAGBGUQ Saul Goodman none
w3y6whXA/WFABKFCgHBX JX 1KY t0Jeoru328VubUsDye0PynCS5iMiJ666ESC8vrg5
- . e
PdH7BUkYTeblaDq0s5pa5fSllieal6EIgQWMWFEFDUOF gL tKAce8tu3mcOfuktHaN 0O e Angpin test@gmail.com

Crenanenko

Puc. 6. llludgpyBaHHsI NOBiAOMICHHS

CriBpO3MOBHHK, OTPHUMAaBIIM 3alIM(poBaHE MOBIJOMJICHHS abo Komiioe #oro 3mict y Oydep
naM’siTi Ta BCTAaBISIE Y MOPOXKHE TIOJIE TEKCTOBOTO (aitmy gpgdusb, abo BiIKpUBaE HOro sk TEKCTOBUH
¢aiin B gpgdusb. I[licns doro y nmpaBomy moJji MporpaMu Mo3HAYa€e PSAOK 13 3a3HAUEHHSM CBOIX KITIOUIB,
obupae «Po3mmdpyBaTi», BBOIUTH MMapoyib 10 CBOrO MPHUBATHOTO KJIOYa Ta OTPHUMYE pO3IIM(pOBaHE

MOBiAOMIICHHS (pHC. 7).

aoval ¢ <€« anole E

--—--BEGIN PGP SIGNED MESSAGE--—-

---~-BEGIN PGP MESSAGE -
Version: GnuPG v1

hQEMAwcKmeoWoBGAQf/baFEZJOmUJEConxsmcsaPsndaarmanEmrchM
KAVO!

€ Saul Goodman  none
mr:ySthA/\A/FAWCgHBXJxumeenmszBVubUsDyeopyncsmleesesc3vrgs
PAH7BUKYTe DUOFqL JktHSN
Hz/sszrrJh31JfzzmukacDMInJu&QumechhdndnzujdzEcuomd(zpcﬂ-c
U0PcCmSs7aNalptE 2COE/GIDOINGdxL JavgNyBU3qD
NovO: YTYKArYDpXXSL o 1eW0qLic3YyWINRR
XFrStCvBSjP2S0c40FBfebxzmfMhPOBGYFQUCOWy XxMPW/YUHEIBZw\W 3ZPUGG lew
quYDevaTQpLgaJIUpawZlemHSc392ff+4CnSLVAh3ByY\'*IUf0QSHnEHFGLh:n
707k 1GQTBDIKNj564CSKX4

& Enter Passwo...

Enter Password for
Saul Goodman (:-))

o
0+k20EpBUR U2f4YyOMIBIVD) DQSkygd+
UPZr46KVQabnfiuvfb 3vilOfBTKX +FDsmpaSbwkQDkksDC +8VLNOMYIBEOTYGwr
FIBxyTEEc6ziA 1hwth 7gSqybbiBXpOi 7dKy SQLE0QEKXHKFJuLQ:
Dszsmh3sduhgqJxquIMstaSOTVCuuPKMNuh37ﬂ>Fd2wxrR+)a=4rrhGOXa 16X
acPsY: 1JckmKy! fQpl/dSioOnnTIS
YopPSCyTUKKHTbCD 3P 4ait4Zor SGDEQBDS43GY09cU3n ImFZLEnM/H-+ncShG
quQIIRDQKRwwdbAlHJSletMmHXHBthSlOoaukVRWaGE/ey7DGPI5NmGCRTZdH
JGEdnWPL 9
45Mbe7lbum|mZDLd 57450 TePjeQUFoy ZRIXEHC06e AU ZSeWIRMA GpsxlZYUNG

I
OK.

-----END PGP MESSAGE--—--

fal
U d ]
New Open Save & Enaypt Deaypt Sign Verify Fie.. @ Managekeys Importkey, - Copy Paste SelectAl & Quote Remove spacing
untitied 1. txt BesbmanHoiiL bt [ Encrypt for:
Name EMail

[0 gpgdusb-project gpgdusb@cpunk.de

Hash: SHA512
MpwusiT Saul, 8 nepesipsto cnocif GesneqHoro obMiHy NosiaoMneHsMM.
3 nosaro,

AHapiit CTenareHko, 15.03.2021
---—BEGIN PGP SIGNATURE--—-
Version: GnuPG v1

iQECBAEBCQAGBQIGHRStAA0JECAQPAMMYYMFRPIH/R +Ti4FDMArna08z5zkwXvY
J70zVppSNIM 1IRIPPNQYUKDPZUSdxs 7MVkvs 7rcDTMDAY6kxH7MIBOj3ZG0Zp 1IF
k7BVANVZIe96Kt5gSEjODAPUIXdECXMIBIROYrohNYWOvgV 3gDRnyxnURVGSaSTs
LI/y2084Lfpc/cP +y9cGLNEmAWNCobTokNZ [FzZX 2rg8BwVzoCIPXECLIaUFN 1Ew
faqj7w8V6qPp6/xEQOZNPQRehvOmgI83Raf thxmScEeSgGFNushza4WOBOY 3Jxgbp
Zoexs9pRUS 1+mn4XreZYjXHKcapl0St3DBkz30pSmaMtuARHeDIN /a8znB7grsk=
=uEdd

-——-END PGP SIGNATURE---—

Puc. 7. Po3dmugpyBaHHs IOBiAOMJICHHS

VY npaBoMy M0JIi MPOrpaMu CIIBPO3MOBHUK TO3HAYA€ PAJOK 13 3a3HAYCHHSAM KJII0Ya BiANpaBHHKA,
obupae «lIlepeBiputu» Ta «eram» minnucy (puc. 8). BunpaButu abo gomatu y MOBiIOMIICHHI OJHY
3MIHEHOMY MOBiIoMJIeHI (pHcC. 9).

JTEpy Ta MOBTOPUTH MEPEBIPKY ITiITUC

] & d

Cospate OTKpbiTe  CoxpaHuTb

fal Lo
(= ™

= Besemannsii 1. txt [

ERNC D

Sawudposate Pacwmbposate [MoanmcaTe [poseputb  daitn..,

--——-BEGIN PGP SIGNED MESSAGE--—--- ~
Hash: SHA512

MpwsiT Saul, 7 nepesipsio cnocib Gesneuroro obMiHy nosiaoMneHsMA.
3 nosaro,

Anapin CTenaHenko, 15.03.2021
-----BEGIN PGP SIGNATURE--—--
Version: GnuPG v1

iQECBAEBCgAGBQIGHR StAA0JECAGPAMMVYMFRPIH/R +HTi4FDMArna08z5zkwXvY
170zVppSNIM 1IRIPPNQYUKDPZU9dxs 7MVkvs 7rcDTMDAy6kxH7MIBOj3ZG0Zp 1IF
k7BVANVZIe96Kt5gSEjODAPUIXd6CXMIBIROYrohNYWOvqV3gDRnyxnURVGSaS5Ts
LI/y2084Lfpc/cP +y9cGLNEmAWNCobTokNZ FzZX 2rg8BwVzoCIPXECLIaUFN 1Ew

fqj7w8V6qPp6 /XxEQOZNPQRehvOmgI83Raf lhxmScEeSgGFNushza4WOBOY3Ixgbp
Zoexs9pRUS 1+mn4XreZYjXHKcapl0St3DBkz30pSm8MtuARHeDIN/a8znB7grsk=

=uEdd
--——END PGP SIGNATURE----
Vi
TexcT 6bln NOAHOCTBLIO NoANMcaH: AHAPIM CTenaHeHKo <test@gmail.com> Oetanu ¥

¢ S @ Hff B .
MeHemxep Knioueit KonuposaTb UuTuposats
3awndposaTe Ana: 5 X
Nms eMail
(] gpgdusb-project gpgdusb@cpunk.de
[J €= Saul Goodman  none
Angpiii "
T test@gmail.com

TekcT Bbin 5 nroToro 2021 p. 11:49:33 NOAHOCTBIO NOANMCEH:

AHApiit CTenaHeHKo

Wmsi: Anapiit CTenaHeHKo

eMail: test@gmail.com

OtneyaTtok: 92F1ESAE C3EB 1970 CEF4 C86C 202A A403 0C55 8985
Cratyc: OK
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Puc. 8. YcnimHa nepeBipka nignucy BiAIpaBHUKA NOBIIOMJICHHS

] & @ 0 ™ 4 4 @ € S @ - B -

Cospate OTkpbiTe  CoXpaHuTb 3aumdposate PacumdposaTe MoamnucaTe [posepuTe  @ain.., MeHeaxep Knoyei KonuposaTb UutuposaTb

* Besemannsii 1. txt [ SawmbposaTb Ans: & X
--——BEGIN PGP SIGNED MESSAGE-——- A Wms eMail
Hash: SHA512

O gpgdusb-project gpgdusb@cpunk.de
MpusiT Saul, 7 nepesipsio cnocit Besneuroro obMiHy NosiaoMneHsMA.

[0 €= SaulGoodman  none
3 nosaroio,

Anapin "
Crenanenko test@gmail.com

AHapiit CTenaHeHko, 15.03.2021
---—-BEGIN PGP SIGNATURE-----
Version: GnuPG v1 "(— [etanu nognucu

iQECBAEBCgAGBQJIgHRStAA0JECAQPAMMVYMFRPIH/R +Ti4FDMArna08z5zkwXvY
1702VppSNOM 1IRIPPNQYUKDPZUSdxs 7MVkvs 7rcDTMDAY6kxH7MIBOj 3ZG0Zp 1IF

k7BVANVZIe96Kt5qSEjODAPUSXECXMIBIROYrohNYWOvQV3gDRnyxnURVGSaSTs Owvbka npoBepkM noamvan
LI/y2084Lfpc/cP +y9cGLNEmAWNCcobTokNZ [FzZX 2rg8BwVzoCIPXECLIaUFN 1Ew Ownbka Knto4a ¢ naeHTudMKaTopom 0x202AA4030C558985
fqj7waV6qPp6 XEQDZNPQRehvOmgI83Rqf thxmScEeSgGFNushza4WOBOY 3)xgbp .
Zoexs9pRUS 1+mn4XreZYjXHKcapl0St3DBkz30pSm8MtuARHeDIN/a8znB7grsk= UEH AHapii CTenaHeHKo
=uEdd eMail: test@gmail.com
--——END PGP SIGNATURE-——- 3
v Cratyc: Bad signature
Bustea AHApi C p— ‘ [ heram ~ Otnevatox: 92F1ESAE C3EB 1970 CEF4 C86C 2024 A403 0CS5 8985

3aKpbITh

I =

Puc. 9. Heppana nepesBipka mianucy BiinpaBHUKA MOBiAOMJICHHS

YcTaHOBHTH 1 HanmamTyBaTH B 00JiKOBOMY 3amuci Google po3mupeHHs eIeKTPOHHOTO MiAMKUCY Ta
mmdpysanus. B oOmikoBomy 3amuci ProtonMail 3piicHUTH HanmamiTyBaHHS 1HTETPOBAHOTO CEpPBICY
€JIEKTPOHHOTO MIAMHUCY Ta IMUGPYBAaHHS JIUCTIB, SIKI CHPSIMOBYIOTHCS HA 30BHIIIHI IOIUTOBI JOMEHH.
[Ticna HamamrTyBaHb MepeciaTH MiANHCaHI Ta 3amK@pOBaHI JIMCTH MK MOUITOBUMH JIOMEHAMHU
protonmail.com Ta gmail.com. IlepekoHarucsi y 3abe3neueHHi KOH(}IIESHIIMHOCTI Ta LITICHOCTI TaKOTO
JMCTYBaHHS.

Homatu B Google Chrome posmmupennss FlowCrypt: Encrypt Gmail with PGP
(https://chrome.google.com/webstore/detail/flowcrypt-encrypt-gmail-
w/bnjglocicdkmhmoohhtkfkbbkejdhdgc?hl=ua), knannyTn Ha po3mmupenHs ta Hagatu 103811 FlowCrypt
OTpUMYBATH AOCTYI 10 obiikoBoro 3anucy Google (puc. 10).

£~ chrome web store

Home > Extensions > FlowCrypt: Encrypt Gmail with PGP

&\ FlowCrypt: Encrypt Gmail with PGP

Offered by: flowcrypt.com

% % % % % 348 | Social & Communication ‘ A 70,000+ users

N

FlowCrypt Browser Extension xo4e
oTpUMaTK QOCTYN A0 Baloro o6nikoBoro
3anucy Google

@gmail.com
FlowCrypt Browser Extension amoxe:

M MNepernag NOBIROMNEHS i HanawTyBaKb eNeKTPOHHOI NOWTH

M KepyBaHHA YePHETKAMM i HAICUNAHHA €NEKTPOHHUX NUCTIB

NepekoHautecs, wo poparok FlowCrypt Browser Extension
HaginHum

MOXNUBO, BM HARAETE UbOMY CaitTy ab0 AOAATKY KOHDIAEHUINHY
inpopmauito. flisHaiTecs, Ak goaarok FlowCrypt Browser Extension
06po6naTUMe Balli AaHi, y HOro noniTuui kKoHdiaeHuinHocTi. B
06nikoBOMY 3anuci Google 3aBXAM MOXHa NEPErnaHyTH abo ckacysaTi
Aoctyn

NoknagHiwe NPO PU3UKK

Ckacysatn Hossonutn
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Puc. 10. BctanoBienns: Ta HaxanHs 10380y FlowCrypt

Y FlowCrypt 3renepyBartu i 30epertu kirodi: oopatu New encryption key, Encryption key type —
RSA 2048bit — Create and save (puc. 11).

Choose pass phrase to protect your encrypted emails. choosing secure pass phrases

() Remember Pass Phrase after closing browser

Back up encrypted private key in inbox (recommended)

Submit corresponding pubkey to FlowCrypt Attester (recommended)

Encryption key type: |[RSA 2048bit V‘

Quick setup Manual setup CREATE AND SAVE

Puc. 11. CtBopeHHs i 30epeskeHHs] KJIIOYIB I 00/1iKOBOI0 3anuCy

[Ticna HanmamTyBaHb PO3MIMPEHHS B MOIITOBOMY KJII€HTI 3’sIBUThCS KHOMKa Secure Compose (pHc.
12).

= ! Gmail Q  search mail
S (©
.\\ Secure Compose
] Primary -» Social
Your FlowCrypt Backup - This email
[J mnbox

Puc. 12. Knonka FlowCrypt Secure Compose

ABTOpu3yBaTucs y CBOeMy o0OnikoBoMy 3ammci ProtonMail. Ilepeditn y «HamamryBanHs» —
«besmnekay 1 BBiMkHYTH «External PGP Settings (optional)», Address Verification (optional) (puc. 22).

External PGP Settings (optional) Address Verification (optional)

Only change these settings if you are using PGP with non-ProtonMail recipients. Joknaasiwe Address Verification is an advanced security feature. Only turn this on if you know what it does. Aoknaasiwe

Sign external messages © Prompt to trust keys @ v ‘

Automatically attach public key @
Tunosa cxema PGP © PGP/MIME v

Puc. 13. BkirouenHs onuii nmianucy ta mudpyBaHHs

BinnpaButi Ha anpecy @gmail.com JHcT, 10 SKOro Oy/ie aBTOMaTUYHO JTOJAHO MyOJIYHUNA K04
001iKOBOTO 3amucy @protonmail.com.

VY @gmail.com micis BiOKpUTTS JUCTa Bif (@protonmail.com 3miHCHUTH IMIOPT BIAKPUTOTO KIIOYa
(@protonmail.com, Ta BiOBICTH 3 MAMKUCOM 1 M pyBaHHIM, HaTUCHYBIIM Secure Reply (puc. 23).
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public key Inbox x public key Inbox x
A i< @protonmail.ch> s t@protonmail.ch>
tome ~ tome v
Sent with ProtonMail Secure Email. Sent with ProtonMail Secure Email.
This message includes a Public Key for amavit@protonmail.ch. Details This message includes a Public Key for ‘@protonmail.ch. Details
Fingerprint: FDE1 D564 67B4 140D E4E6 81FF A8B8 7063 D608 C6AD Fingerprint: FDE1 D564 6784 140D E4E6 81FF A8B8 7063 D608 C6AD
(@protonmail.ch ‘ IMPORT KEY . @protonmail.ch added
€0 secure Reply O secure Forward 40 secure Reply O secure Forward

Puc. 14. OrpuManHs ny0Ji9YHOr0 KJI04Ya Ta BiANOBIAb 3 MiANMcoM Ta MU pPyBaHHAM
Y @protonmail.com Oyne aBTOMaTHYHO pO3IMU(POBAHO JHCTAa 1 MEPEBIPEHO MIAMUC, ane
3a3HaueHO, M0 TEpeBipKa MiAMUCy Oyia 3poOiieHa MyOIYHUM KITIOYOM, SIKUU IIe HE € JOBIPEHUM.
Hatucnytn «JIOBIPEHUI KJIIOU» (puc. 15).

Bia: @protonmail.ch> s Sent @ 12:22 Houi (16 XBUAWMH TOMY) T
Bip @gmail.com> v & R 12:34 Houi (3 XBUAMHKU TOMY) T
To: @protonmail.ch

Sl LRI

&, This message is signed by a public key that has not been trusted yet. [Joknagniwe AOBIPEHWIA KNKOY

H
]
ot
m

protonmail.ch w

1.89 KB & 1 file attached &
ﬁ 0x02A4FF130871A8A4.asc
1.89 Kb
Puc. 15. Posmmdposannii i nepeBipeHnii Ha NpaBAUBICTb MIANMUCY JTHUCT
3 NPONO3ULI€I0 MO3HAYNTH MyOJIYHHI KJII0Y K A0BipeHui

Jami Bci mucTH MiXK 00iKOBHMH 3anucaMu (@gmail.com i @protonmail.com OyayTh aBTOMaTHYHO
mianucyBatucss 1 ImupyBaTHCS Tepea  BIANPaBKOIO, a MiJg 4Yac OTPUMaHHA TNEepeBipIATUCH Ta
PO3MIU(PPOBYBATHUCE.
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JlaGopaTopHe 3anaTTa «/BodakTopHa aBTeHTH]IKAIls 00MiKOBOTO 3anucy Facebook. Meranani
b 0oT0300paKeHD

HaBuanbHa MeTa 3aHATTA; HABUMTHUCH HAJIAIITOBYBATHA ABO(PAKTOPHY aBTEHTUDIKALIIO 00JIIKOBOTO
3anucy Facebook Ta xkoHTpoaroBaTu MetagaHi ¢oTo300paKeHb.

Yac nmpoBeAcHHSA: 2 TO. Micle npoBeaeHH; KOMIT IOTEpHUM KJac.
p < I'OM. p

YeraTrkyBanus: nepcoHanbHuil koM 'totep (IIK) 31 BcraHOBIEHOIO oOmnepaniiHOIO CHUCTEMOIO
Windows 10 abo Bumie Ta moctymoMm 1m0 Mmepexi «lHTepHET», BeOOpaysep
«Google Chrome», ocobucti cmapTdonu ado TenedoHu y ciayxadis, 1aTa-kadeni
MOiAKIIOYEHHS ~ cMapTgoHa OO0  KOMIT'IOTepa,  MiATOTOBIEHI  (aiim
($h0T0300paxKeHb 3 METaTAHUMHU.

Iopsiok npoBeaeHHS 3aHATTH

JBodakTopHa aBTeHTHdiKanisa 00aikoBoro 3anucy Facebook.

CrtBopuTH, SKIIO HEMae, OOJIKOBHI 3amuc y cormianbHiil Mepexi «Facebook». Bcranosutu miis
Facebook-o0:ixoBoro 3anucy n1BogakTopHy aBTeHTH]iKalio yepe3 Google Authenticator.

B oGmnikoBomy 3ammci nepeidti B «HamamryBanHs Ta xKoH(pineHmiiHicTY — «HanamTyBanHs» —
«ITaponb 1 Ge3neka» (puc. 1) — «JlBoeranHa nepeBipka» — «BUKOpUCTaHHS JBOETANHOI MEPEBIPKU» —
«BukopHCcTOBYBaTH 10JIATOK Isl aBTeHTUIKALID» (puc. 2).

3naimapysie + @ 8 3naimapysie + @ 8 ﬁ Q Mowwyk y Facebook & Mpogini
; HanawrtyBaHHA Ta H &b Mos'azani pywkuii
AHppiii CTenaHeHKo <« . bt aJlaliTyBaHHA
See your profile KOHQiAeHUiHIcTb

HanawTtysaHHsa o6aikoBoro sanucy

£ Hanawrysanna 00 Meta

g ey siaryk . ) ® O6nikosi sanncu
F LI,EHTp 06/1iKoBMX 3anucis

Help us improve the new Facebook. “. . . . "
Mepesipka KoHiAeHUiAHOCTI
Ocobwucra iHpopmauia

¢ HanawrtysaHHa Ta > 0 Wewnaki HanawTysaHHA
KOH}iaeHUifHICTD KOHiaeHUinHOCTI

@ osiaxa ii niatpumka > i=  XKypHan aKtnsHocTi Eh Bawa iHpopmauis Ta ossonm
‘ Display & Accessibility > @ HanawrysanHa cTpiukyu HOBUH H  Hanawrysana peknamu
MNepernax 6in
0671iKOBVX 3aNUCiE -
B Buim @ Mosa &) =

Puc. 1. lasx no nanamrysanb «Ilapoas i 0e3nexa)

Maponb i 6esaneka

Bxig i BigHOBNeHHSA

KepyiiTe naponamMm, NapaMeTpamMu BXoAy Ta Cnocob6amit BIAHOBNEHHS.

BunbepiThb cnocib 3axucry

3MiHeHHs napons >
. Aopatok Ansa aBTeHTUdIKaUT
[ABoetanHa nepesipka >
PekomeraoBaHoO * PEKOMEHAYEMO 3aBaHTaXWTN AOAATOK, AKLLO Y @
Bac LLe HeMae 1ioro. BiH reHepysatuMe KoA, AKuii NoTpibHO Byae
36epexkeHi AaHi AN BXOAY 0O >

BBECTWM NI Yac Bxoay.
Puc. 2. llasix 10 HaalITYyBaHHS I0AaTKa aBTeHTHpIKamil
[Tepexonarucs, 1o y BiacHoMy cMapTdoHi BctaHoBlIeHU Google Authenticator (BcTaHOBIIOETHCS

3 Google Play abo App Store), yBiliTn 10 «BuKOpuUCTOBYBaTH MOMATOK JUIsi aBTEHTH(IKaIlii», 3UUTATH
nopatkom cmapthory Google Authenticator QR-kop Ta BBecTH KoJ miaATBepIKeHHs (puc. 3).



IHCTpYKUiT 3 HanawWTyBaHHA

1. 3aBaHTaXKTe A0AATOK ANA aBTeHTUdIKaLiT

PekomeHnayemo 3apanTaxuTi Duo Mobile a6o Google Authenticator, akuio
Y BaC ix HeMae.

2. BigckaHyiiTe Leii WTpnx-Koa um QR-Koa abo ckonitoiite
KoY

BiackaHyiiTe ueii wipux-koa uv QR-KoA uepes 40AATOK ANA aBTEHTUQIKALLIT
a60 ckonitoiiTe KNtOU | BCTaBTe FOro B JOAATOK ANA aBTEHTUGIKALLT.

KGZS SQFU 65YL FFXC
5J2U PE2J QWIY I2HY

KonitoBatu katou

33C itoiiTe i BBegiTh 6 Kog

Micns ckaHyBaHHSA WTPUX-KOAY um QR-koay abo BBEAEHHSA KNKOUa A0AATOK
Ans asTeHTMdIKaLIT 3reHepye 6-3HauHWii koa. CKonitoiiTe oro Ta BBEAITb Y
aoaatky Facebook.
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OTpumalite Koa y AoaaTKy ANA
aBTeHTMdiKaLil

Yeeaitb 6-3HauHWA KOA, reHepOBaHWIA AOAATKOM AN aBTeHTUdIKaLLIT.

’ Beeqits kog

797236 X

Puc. 3. HanamryBaHHA 1BOETAIIHOI epeBipKH

[Ticna HanmamTyBaHHS ABOETANHOI MEPEBIPKH MOBEPHYTHCA Y PO3Iin «BUKOpUCTaHHS TBOETAIHOI
NEepEeBIpKU» - «3axHCHI KIOU» - «3apeecTpyBatu 3axucHuil kmou» (puc. 4) — Security key setup
(Bcranosnenns xmoua Oesneku) - Insert your security key into the USB port (BcraButu Bam kitou
6e3nexu B USB mopt) — CkacyBaru (Cancel) (puc. 5). Jam oOpatu cBili IpUCTpiil 3 KIItoYaMu O€3MeKH,
KW BUKOPUCTOBYBABCS Uil aBTeHTUdIKail B akkayHTI Google 1 101aTKOBO BBECTH CBiil maposib (pHc.

6).

3axucHi knroui

HanawryiTe 3aXxucHuUii KoY

MepLu HX BUKOPUCTOBYBATU 3aXMCHUIA Ktou Ans Bxoay y Facebook,
HeobXiaHO oro 3apeecTpyBaTu. [epekoHanTecs, WO 3aXMCHWUIA KNKU Nij
pyKOH.

Inl m

BukopucToByiiTe di3nUHI 3aXMCHI KAtoui, Wob ybesneunTy ceiv @
061IKOBUIA 3aNWC BiA HECAHKLIIOHOBAHOTO AoCTyny. Llel knou mae
6yTN 3 BaMu, LWO6 BM MOFAVM BBIVTK 3 HEPO3MI3HAHOTO NPUCTPOIO.

D D

Puc. 4. HanamryBanHs apTeHTHdiKanil Yepe3 3axXucHI KI04i

Windows Security

Security key setup

Windows Security

Continue setup

Set up your security key to sign in to facebook.com as AHapiii ﬁ

CrenaHeHkKo.

This request comes from Chrome, published by Google LLC.

Insert your security key into the USB
port.

Cancel

Puc. 5. IIponos:keHHsI HAJTAIITYBaHHS aBTeHTH(iKaWil Yyepe3 3aXuCcHI KI104i
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CIECRIR NN AGCIyTLY BBeaiTb Napob e pa3

BubepiTb cnoci6, y AKWIA B XOUeTe CTEOPUTHA KKOU AOCTYN A X . .
P y P ACCIVIVIAZ 3 MipKyBaHb 6e3neku, Wo6 NPOAOBXMUTH, BBEAITL NapOb.

AoAaTKa google.com

MNapone

D Windows Hello a6o 308HiwHiit kntou 6esnexu

O wmss

[::j Bubpath iHwwii Tenedon abo naaHwer

A craoym

Puc. 6. Bu6ip cBoro npuctpom 3 KJio4amMmu 0e3nexku

[ToBepuyTuch y po3ain «llapons i 6e3meka» 1 MEeperyissHyTH MpoOiIeMu 3 0e3MeK0I, BUKOHABIIH
NEepeBIPKY J0JATKIB, IPUCTPOIB 1 HAJICIAHUX €EKTPOHHUX JTUCTIB (puc. 7).

MepeBipku 6e3nekn

HEPE','FP-:TE npobaemu 2 6e3NeKor, BUKOHIBLUN NepeeIpKy 40AaTKIE, NPUCTPOIE H3AICN3HWUX ENEKTPOHHUX JIUCTIE.

AKTVBHI ceaHcH >
CnosilleHHs Npo BXia >
HewoaaBHi eNeKTpOoHHI InCTn 0>
Mepesipka 6e3neku 0>
3awmndpoBsaHi eNeKTPOHHI INCTH 0>

Puc. 7. IlepeBipka 0e3mexn 00,1iKOBOT0 3alUCy

[Ticna 3akiHUEHHs HaJalITYBaHb BUHTHU 13 OOJIKOBOIO 3alUCy Ta YBIWNTH 3 BUKOPUCTAHHSAM
JIBOETAIHOT aBTEHTH(IKAIIi]l Ta IPUCTPOIO 3 KIFOYAMH.

Mertanani ¢poTo300pakeHb.

B ocobuctomy cmaptdoni Bxmrountd GPS, mimiiith g0 BikKHAa y NpUMIIIEHHI ¥ J0oYeKaTHcs
BCTaHOBJICHHS KOOPJMHAT CBOTO MICLE3HAXO/KEHHS, MEpPEeBIpUBIIM Iel (haKkT 3almycKoM JO0AATKY
«KapTtm», e BinoOpa3suTbcs TOUHE MICIIE3HAXOKEHHSI CMapTQOHa.

3poOutn nekinbka (QOTO3HIMKIB ¢oTokameporo cMapTdoHa, MIAKIIOYUTH CcMapTHOH 10
KOMIT'IOTE€pa Ta 3aBaHTAXHUTU (POTO300pakeHHS Ha KoMI'roTep. AOO CKOMiIOBaTHM Ha KOMII IOTEp
HiAroToBIEH] (aitnu GpoTo300pakeHs 3 MeTaJaHUMU.

[lepeBipuTH HasIBHICTh METaJaHUX y Qaiinax (oTo300pakKeHb Ta BUJAINUTH iX.

3aBaHTaQ)XUTH, BCTAHOBUTH 1 3alyCTHTH YTWIITY TNeperisay Ta peaaryBaHHS MeTalaHuX
«AnalogExif» (https://sourceforge.net/projects/analogexif). Binkputu y AnalogExif ¢oTto3o0paxenns,
MEeperJIsTHYTH MEeTalaHi, IBidi KIarHy Ty Ha nojie Location Ta ckomitoBatu y Oydep koopauHatu (puc. 8).
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% 10jpg — AnalogExif = O X
Eile Edit Help
(i) I >  fe ‘ E:E Ey L:Z LCSf
Files. Details
|C:\U sers\IEUser\Desktop jCientimags)
= Author «| [ Yashica Mat-124G
: J’ Music A ;I Name =-Canon EOS 30
:2 QneDrlve Copyright EF 50mm /1.8
# &=/ Pictures = Photo EF 24-105mm f/4L I...
# yp Saved Games n Aperture /10.0
& i \S/e:rches Exposure 1/250s Film
® ideos i
— = Expoﬁue btlhas 1081 Fui astia
= ocal leng .81mm g
& 10jpg - Fuji Velvia 50
Fo_ca_l length in 35_mm Fuji Provia 100F
Original capture time  29.03.2003 13:35:40 Kodak EIR

Digitized time 29.03.2003 13:35:40

+59'

Undo cti+z |

Altitude Developer
Exposure number Redo Ctrl+Y XTOL
Image source Digit
Filter(s) used Cut Ctrl+X
e p—— o
File preview Description Paste Ctrl+V No authors defined
Comments Delete
Keywords SelectAll  Ctrl+A |

Save Revert I Apply

Puc. 8. Ilepernsax meraganux ¢poro3o0pakeHHs

Binkputu BeOOpay3ep «Google Chrome», BCTaBUTH KOOPAMHATH B aapECHUM PAIOK 1 3MIHCHUTH
nomyK Mici GoTtos3ifomku (puc. 9).

GO gle +59° 19' 39.188" +018° 04' 20.602" X = Q

Q Yei @ Kaptm  [@) 3o6paxenHa ) Mokynkm B HosuHu i binbwe  HanawTyBaHHa  IHCTPyMeHTH

MpubnusHa kinbkicTb pesynbtaris: 9 340 (0,67 cek.)

.\ LAY a
KLARA Kungstradgarden "oy
@@ T-Centralen Kungstradg“

Koponiscbka onepa Q

Blasieholmen 7
B CTOKronbMi S8
Kungliga Operan

< ek
?!;,.% sluomga‘a" 5 .8
) Ulla Vartan 2 |
% . ROSENBAD b EIE
N Pukcaar \ ’ vY < - N
Riksdagshuset @ y Y A Myseit cydacHorol |
p \ 3
= \\ B ";;; MuctTeyTea:
Stromsborg The Royal'Palace \ N 2, Moderna Museet
X X §(ockﬁolms A TUMYacoBO 3aKpUTO
| N ‘%,% strom_ \ @
% A \
% CTAPE MICTO €% NN
\ %0 GAMLA STAN |\ \SKEPPSHOLMEN
\ \ ‘ )
| RIDDARHOLMEN, KVARTERET R
\ WORBHEUS | Kaprorpadyiuwi nawi: ©2021 Google

\

Kapta ans sanuta +59° 19' 39.188" +018° 04' 20.602"

Puc. 9. Ilomyk Micust poTo3ii0MKH 32 KOOpAUHATAMH 3 MeTaJaHUX (oT0300paKeHHs

VY IlpoBignuky (aiiniB yepe3 KOHTEKCTHE MEHIO (KJIAIHYTH MPABOK) KHOIMKOI MUIII) MOAUBUTHCS
«BmactuBocTi daitty ¢orozo0pakeHHs», MEpelTH y BKIAAKy «JlokIaaHo» Ta KIanHyTu Ha «Bunamutu
BIIACTHBOCTI Ta 0coOucTi BimoMocTi» — «Bubparu Bein — «OK» (puc. 10).
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™| 1UJpg - B
BvaaneHHa Bnactusoctei
3araneHi bBeaneka OKNanHO  MonepeaHi Bepcii
KiNbKa UnX BNaCTHBOCTEl MOXYTb MICTUTI 0COBHCTI BigoMOCTi.
; i . . ; S

BRnacTusicTh BnaueHHA SAki ocobucri BigomocTi MOXYTL 36epiraTucs y daiini?

Onmc (O CreopuTH Korito, BWAAAMBLUN BCi AOCTYNHI BAACTMBOCTI
Hazea (@ BunanuTy Taki BnacTuBoCTi daiiny:
Tema
OuiHka BnacTueictb 3HaueHHA A
Tern
MpumiTkn

Opurinan
AsTOpM
Nata 3r0MKM 29.03.2003 13:35
IM'a nporpamMm MpuMiTky
[Nata npuaGaHHa Opwurixan
AsTOpCEKi NpaBa AgTopu

3o6paxeHHa [ata 3iioMKu 29.03.2003 13:35
Kon 306paxeHHs IM's nporpami
Poamipn 1600 x 1200 [lata npuabaxua
WupuHa 1600 nikcenie ABTOpCBKI NpaBa o
Bucota 1200 nikcenis
Po3aineHa 3aaTtHicTe No rop... 180 nikcenis Ha AwM
Pnaninkua anathicte nnaan 180 nikcania ua maiiv

BunanuTu BNacTMBOCTI Ta 0COBUCTI BIAOMOCTI oK CkacyeaTi

Puc. 10. Bupasnennst Meraganux (poro3o0pakeHb

3Ho0By BimkpuTu y AnalogExif $oTo300pakeHHS Ta TepeKoHATHCS, IO METaJlaHi BiJCYyTHI Ta
MO>KHa X Oe3MeYHO 3aBaHTa)KyBaTH y COLIiaJIbHI MEPExKi.
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JlabopaTopHe 3aHATTA «BUsBIICHHS TPOBICHUKIB Ta IHAUKATOPIB IHIUACHTY iH(MOpMaIiHHOT Oe3MeKn»

HaBuanbHa MeTa 3aHSTTS: HABYUTUCH BUSBIISATH MPOBICHUKY Ta IHAUKATOPH IHIIUJCHTIB

iHpopMariiiHo1 Oe3meKu.

Yac npoBenieHHs: 2 IO Micue npoBeieHHS: KOMIT IOTepHUH KJ1ac.

YerarkyBanns: nepcoHanbHuil koM 'totep (IIK) 31 BcTaHOBIEHOIO OmnepaniiHOIO CHUCTEMOIO

Windows 10 Pro a6o Bume ta moctymom o mepexi «lHTepHeT», BeO6Opaysep
«Google Chrome».

Iopsiiok npoBeaeHHS 3aHATTS

3amaua 1.
1. HamamryBaTu BemeHHsI Ta 3a0e3ledeHHs OCTymy A0 XypHany moxii Windows Defender
Firewall.

2. BcranoButu Nmap Security Scanner Ta 31iHCHUTH CKaHYBaHHSI CHCTEMH, SIKE€ PO3IIIAIAE€THCS
SIK IIATOTOBKA 10 aTaKH.
3. BusBMTH NMPOBICHUKHM aTaKH Ta 3alIOBHUTH 3BIT 100 MOAi1 iHpopMaIiiiHOi Oe3meKH.
Buxkonanus.
Yepes psamok mnomyky Bigkputu Windows Defender Firewall with Advanced Security
(momrykoBUM BUpPa3oM Moxke OyTH “3acobu aamMiHicTpyBaHHA) (puc. 1).

Yci Mporpamun [lokymeHTn HacTtpotiku Beb [opatkoso \V/ Biaryk
—

Haiikpalia BianoBiAHicTb

£% Windows Defender Firewall with £
Advanced Security ->
MporpamMa Ans HacTiIbHOTO KOMM'tOTE...
n . . .
porpamm Windows Defender Firewall with Advanced
@ Firefox > Security
H‘EOFDB‘.IE ANA HACTIIbHOTO '(C!‘."I‘POTGDB
@ MpwmeatHwii nepernag Firefox >

Mpono3uuii Ana nowyky

a

Biakputn
/O fi - NepernanyTn pesynbtatit nowyky & >
HTepHeTi Y pexumi aamiHictpatopa

Hactpoiiku (1+) BiakpuTu postauysaHHa daiiny

Be6-caiitm (1) 3akpinuTtn B MeHto "Myck"

¥ ¢ 8 4

3aKpinuT¥ Ha NaHeni 3aBAaHb

L i
Puc. 1. Binkpurtsa Windows Defender Firewall with Advanced Security

Y Windows Defender Firewall with Advanced Security (puc. 2):

Bigkputu HanamtyBanHs Windows Defender Firewall Properties;

nepecBimuuTCh, o Firewall akruBoBanuii (Firewall state: on);

s koxHOi Bkimagku Domaine Profile, Private Profile, Public Profile wepes omiro
Logging — Customize BKJIIOYUTH 3allUCYBaHHS Yy JKypHaJl NOAIH mpo OIOKyBaHHS
mepexeBux nakeriB (Log dropped packets: Yes) Ta ycriiHe BCTaHOBJICHHS MEPEKEBOTO
3’ennanns (Log successful connections: Yes).
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0 Windows Defender Firewall with Advanced Security -
®avin  [fis  Burnsa [Josiaka
L ol 4 H &
P Windows Defen| (\ystomize Logging Settings for the Domain Profile X Aii
I(;b::)ndn:‘; ~ | Windows Defender Firewall with /
u ul
. 3 twork security for Windows computers. .
%% Connection Name: %\system32\LogFiles\Firewall\pfirewall.log| = Browse... w put - BB imnort pn{w7
o) Monitoring|  Size limit (KB): 4096/ Windows nder Firewall with A ced Security on Local Com...
Log dropped packets: < Domain @ 0 le IPsec Settings
Log successful connections: U H @ For your security, some settings are controlled by Group
Note: If you are configuring the log file name on Group Policy object, ensure - Poig : :
that the Windows Defender Firewall service account has write permissions to Specify behavior for when a computer is connected to its corporate
the folder containing the log file. domain.
Default path for the log fil 3 Sete
path for the log file is Firewall stéfe:
%systemroot %\system32Nogfies\irewall\pfirewal log. \ ‘ rewal sQe On (recommended)
~ P .
Inbound connections: Block (default)
QOutbound connections: Allow (default) v

Inbound connections that do not match a rule are blocked.
Outbound connections that do not match a rule are allowed.

Q{ected network connections: Customize...

Settings
plic Profile is Active 7—| Speci i rol Windows
7— | Defender Firewall beha D
Windows Defender Firewall is on. 1 -

Inbound connections that do not match a rule are blocked. -
.0gging
Outbound connections that do not match a rule are allowed. Speciy logging settings for

1 .| troubleshooting.
< Windows Defender Firewall Prope: Il

ng Started
. P OK Ckacysatu 3acrocysat

enticate communications between computers
e connection security rules to specify how and when connections between computers are authenticated and ]

Puc. 2. HanamryBanns ;kypHaiay nogiii Windows Defender Firewall
V¥ katano3si C:\Windows\System32\LogFiles\Firewall 3naiitu ¢aiin pfirewall.log (puc.3).

| ¥ s | Firewall - O X

OCHOBHe CninbHWii goctyn Burnag . o
« v 1 | C:\Windows\System32\LogFiles\Firewall V(O TMowyk: Firewall pe

~ Im'a [lata 3MiHeHHA Tvn Posmip
s Wswuakwii goctyn
BB Desktop » _ pfirewall.log 18.05.2023 1:30 TekcToBMY AOKYM... 36 Kb
_ pfirewall.log.old 18.05.2023 1:27 ®avin OLD 0 Kb

¥ Downloads

= Documents

Puc. 3. Jlokauis xypHany noaii pfirewall.log

Uepes BinactuBocTi Qaiiny pfirewall.log nepeiitu no Bknaakam besneka — JlonarkoBo — J{o3Bonu —
[Tponoxkutu (puc. 4) a MmoTiM — YBlMKHym yclaIKyBaHHs (pHC. 5).

[lloaaTxosi napametpy 6esnexs ars pfirewalllog

General Besnexa Details [onepen sepci

Im's: C:\Windows\System32\LogFiles\Firewall\pfirewall.log
Im'so6'exta:  C:\Windows\System32\LogFiles\Firewall\pfirewall
Bnachnc: He saaeTsca ig06pasuTi NOTOUHOrO BABCHUKA. O 3minuTi
o [ns nepernagy BnaceocTed uboro of'exTa HeoBxiaHo
MaTV R03BIN H3 YNTEHHA Aoseonn Ayant Yurrmii goctyn

WWlo6 npoposxmm, HaTMcHiTs kHonky “Logatkoso” " " . .
o Y @ 275 nepernaay enactieocreii usoro 06'exTa NOTPIBHO MaTH A038IN Ha YWTaHHA.

Hz * anky “Mpoaoexmumi®, wio6 noeToputk cnpoby is npasamu agminicTpaTopa.
=

WWlo6 ycraHosum ocobnusi aoseonu abo J—
ROAATKOSI NAPAMETPU, HATUCHITL KHONKY
"Oonamoso”.
0K Cxacysam = 3acrocysam

Puc. 4. HanamryBanHs napaMertpis aoctymy a0 paiiny pfirewall.log
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[lonatkosi napametpu 6esnexu ana pfirewall.log [m] X
Im's: C:\Windows\System32\LogFiles\Firewall\pfirewall.log
Bnachuk: Administrators (MSEDGEWIN10\Administrators) 3minuti

Aoseonn Ayaut Yunnnit goctyn

LLlo6 oTpumaTh 40AaTKOBI BIAOMOCTI, ABiYi KNAUHITE 3anuc goseony. LLLo6 smiHuTh 3annc 4038071y, BMBEPITE HOTO T2 HATMCHITL KHONKY
"Peparysati” (AKLLO BOHa AOCTYNHA).

3anucu gozeonie:

Tun MpuHumnnan Aoctyn YcnaakosaHo eig
82 fose... mpssvc Moewuit goctyn Hemae
82 Jose.. SYSTEM MogHuin gocTyn Hemae
82 fose.. Administrators (MSEDGEWIN10\Administra... MosHuii Aoctyn Hemae
82 fose.. Network Configuration Operators (MSEDGE... Moenwii goctyn Hemae
[Joaat Mepernaa

YBIMKHYTH yCNaaKyBaHHA
Cxacysatn 3acTocysatn

Puc. 5. YBiMKHeHHsI ycnnagKyBaHHs pas Aoctyny s ¢aiay pfirewall.log

[Tepexonarucs, mo aiin xypuany pfirewall.log moctynHmii 11 yuTaHHS, BIAKPUBIIM HOTO
TEKCTOBUM PEJIaKTOPOM (pHuc. 6).

j pfirewall.log - BaokHoT - ] X
OQarin PeparysanHa OQopmat Burnsa [osiaka
kversion: 1.5
#Software: Microsoft Windows Firewall
#Time Format: Local
#Fields: date time action protocol src-ip dst-ip src-port dst-port size tcpflags tcpsyn tcpack tcpwin
icmptype icmpcode info path

2023-05-18 01:27:37 ALLOW UDP 10.0.2.9 192.168.0.1 59169 53 @ - - - - - - - SEND
2023-05-18 01:27:37 ALLOW TCP 10.0.2.9 78.154.186.177 51230 80 © - © © © - - - SEND
2023-05-18 01:27:37 ALLOW UDP 10.0.2.9 192.168.0.1 61346 53 @ - - - - - - - SEND
2023-05-18 01:27:37 ALLOW TCP 10.0.2.9 23.64.225.161 51231 443 @ - © © © - - - SEND
2023-05-18 01:27:37 ALLOW TCP 10.0.2.9 8.253.190.121 51232 80 @ - @ @ © - - - SEND
2023-05-18 01:27:37 ALLOW TCP 10.0.2.9 8.253.95.121 51233 80 @ - © © © - - - SEND
2023-05-18 01:27:38 ALLOW UDP 10.0.2.9 192.168.0.1 54942 53 @ - - - - - - - SEND
2023-05-18 01:27:38 ALLOW TCP 10.0.2.9 78.154.186.153 51234 80 @ - © © © - - - SEND
2023-05-18 01:27:38 ALLOW TCP 10.0.2.9 209.197.3.8 51235 80 @0 - © © © - - - SEND
2023-05-18 01:27:38 ALLOW TCP 10.0.2.9 209.197.3.8 51236 80 @0 - © © © - - - SEND
2023-05-18 01:27:39 ALLOW TCP 10.0.2.9 52.168.117.170 51237 443 0 - © © @ - - - SEND
2023-05-18 01:27:39 ALLOW TCP 10.0.2.9 209.197.3.8 51238 80 @0 - © © © - - - SEND
2023-05-18 01:27:39 ALLOW TCP 10.0.2.9 209.197.3.8 51239 80 @ - © © © - - - SEND
2023-05-18 01:27:39 ALLOW TCP 10.0.2.9 13.107.4.50 51240 80 © - © @ © - - - SEND
2023-05-18 01:27:39 ALLOW TCP 10.0.2.9 41.63.96.0 51241 80 @ - © © © - - - SEND
2023-05-18 01:27:39 ALLOW TCP 10.0.2.9 41.63.96.128 51242 80 @ - © © © - - - SEND
2023-05-18 01:27:40 ALLOW TCP 10.0.2.9 52.168.117.170 51243 443 0 - © © @ - - - SEND
2023-05-18 01:27:40 ALLOW TCP 10.0.2.9 209.197.3.8 51244 80 @ - 0 © © - - - SEND

Puc. 6. 3mict :xypuaay aynuty Microsoft Windows Firewall

VY xypHani aynuty Microsoft Windows Firewall (puc. 6) 3a3naveni: mata 1 4dac, JO3BiT Ha
BcraHoBieHHs 3’enHanHsa (ALLOW), npotokon 3’eqnanns (UDP, TCP), IP agpecu 3’emnnanHs (src-ip,
dst-ip), moptu 3’enHanHg (src-port, dst-port), iHre.

3aBaHT@XUTH  Ta  BcTaHOBUTH  Nmap  Security  Scanner B  OC  Windows
(https://nmap.org/download#windows) (puc. 7).
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Microsoft Windows binaries

* Zenmap Please read the Windows section of the Install Guide for limitations and installation instructions for the
Scan Jook Profe Help Windows version of Nmap. It's provided as an executable self-installer which includes Nmap's dependencies
Tp 1| sconmenmop.ory [ [0 and the Zenmap GUI. We support Nmap on Windows 7 and newer, as well as Windows Server 2008 R2 and
L TS oA -+ scomma aonp 09 newer. We also maintain a guide for users who must run Nmap on earlier Windows releases..

Hosts Senvwces Nmap Output Ports / Hosts

05 ¢ Host wmsp 144 Fscmmenmss NOte: The version of Npcap included in our installers may not always be the latest version. If you experience
D sconmenmaporg: St +  problems or just want the latest and greatest version, download and install the latest Npcap release.

localhost (127.00.1

Latest stable release self-installer: nmap-7.93-setup.exe
Latest Npcap release self-installer: npcap-1.75.exe

PORT  STATE

We have written post-install usage instructions. Please notify us if you encounter any problems or have
suggestions for the installer.

Puc. 7. Cropinka 3aBanTaxxenHss Nmap Security Scanner giass OC Windows

Binkputu ckanep yepes spauk «Nmap - Zenmap GUI», y noni Target Bnucatu loopback IP agpec
cBoei cucremu: 127.0.0.1 Ta y pexxumi Quick scan plus 3amyctutu ckanyBaHHs (puc. 8). CkaHyBaHHA €
HiArTOTOBYMM €TaroM IepeJl aTaKol Ha CUCTEMY, IIPU AKOMY 3/11HCHIOETHCS TTOCTIIOBHUM repedip mopTiB
MMIKII0YEHHS 10 [IJIbOBOI CUCTEMH.

©+ Zenmap - O X

Scan Tools Profile Help

Target: v | Profilel_ | Quick scan plus v| |Scan Cancel

Command: | nmap -sV -T4 -0 -F --version-light 127.0.0.1

Hosts Services NmapOutput Ports / Hosts Topology Host Details Scans
0S ¢ Host - nmap -sV -T4 -0 -F --version-light 127.0.0.1 v Details
“  localhost (127.0.0.1) Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-18
94:26

NSOCK ERROR [©.831@s] ssl_init_helper(): OpenSSL
legacy provider failed to load.

Nmap scan report for localhost (127.0.0.1)

Host is up (©.00021s latency).

Not shown: 98 closed tcp ports (reset)

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC
445/tcp open microsoft-ds?

Device type: general purpose

Running (JUST GUESSING): Microsoft Windows 1@|7|
Longhorn|8.1|2008|Vista (98%)

0S CPE: cpe:/o:microsoft:windows_1@ cpe:/
o:microsoft:windows_7::spl cpe:/o:microsoft:windows
cpe:/o:microsoft:windows_8.1:rl1 cpe:/
o:microsoft:windows_server_2008:r2 cpe:/
o:microsoft:windows_vista::spl cpe:/
o:microsoft:windows_8

Aggressive 0S guesses: Microsoft Windows 1@ 1809 -
1989 (98%), Microsoft Windows 1@ 1789 - 1803 (95%), v

Filter Hosts
Puc. 8. 3anmyck ckaHyBaHHSI CBO€I CHCTEMH

Binkputu ¢aiin xxypnany ayauty pfirewall.log Ta 3HaiiTi 3anucu, siKi CBiUaTh MPO CKaHyBaHHS
MOPTIB CHUCTEMHU 1 € TMPOBICHUKaMU MalOyTHbOI aTaku Ha cucteMy (puc. 9). OCHOBHOIO O3HAKOIO
CKaHyBaHHS € HAsBHICTh BEIUKOIO KITHKOCTI OJHOYACHUX MITKIIOYeHb 3 omHOro IP aapeca mo pizHux
MOPTIB CUCTEMH.
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| pfirewall.log - Baok+oT

Qaiin PeparysanHs ®opmat Burnsa [osiaka

2023-05-18 04:26:17 ALLOW TCP 127. 127.

127.

2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
2023-05-18 04:26:17 ALLOW TCP 127.0.0.1 127.
0.0.1
0.0.1

2023-05-18 04:26:17 ALLOW TCP 127.

Puc. 9. 3anmcu xypnany ayaury pfirewall.

—

2023-05-18 04:26:17 ALLOW UDP 10.0.2.9 192.168.0.1 55398 53 @
Q.

OO0 0000000000000

——————— SEND
0.1 61546 3389 0 - 9 © © - - - SEND
0.1 61546 23 @ - © @ © - - - SEND
9.1 61546 1025 0 - © © @ - - - SEND
0.1 61546 8888 0 - 0 © © - - - SEND
0.1 61546 443 0 - 9 © @ - - - SEND
0.1 61546 139 0 - © © @ - - - SEND
0.1 61546 80 0 - 0 © © - - - SEND
9.1 61546 1720 0 - © © @ - - - SEND
0.1 61546 25 0 - © © @ - - - SEND
0.1 61546 110 © - © © @ - - - SEND
0.1 61546 143 0 - © © @ - - - SEND
0.1 61546 111 0 - © © @ - - - SEND
9.1 61546 1723 0 - 9 © @ - - - SEND
0.1 61546 3306 0 - © © @ - - - SEND
0.1 61546 21 0 - @ © © - - - SEND
9.1 61546 587 0 - 9 © @ - - - SEND
0.1 61546 995 0 - 0 © @ - - - SEND
0.1 61546 135 0 - 9 © © - - - SEND
0.1 61546 8080 © - © © © - - - SEND
0.1 61546 113 0 - © © @ - - - SEND
9.1 61546 445 0 - 9 @ @ - - - SEND
0.1 61546 53 0 - © @ @ - - - SEND
0.1 61546 22 0 - @ @ © - - - SEND
0.1 61546 5900 @ - © © @ - - - SEND
0.1 61546 993 0 - 0 © @ - - - SEND

0g, sIKi CBil4aTh PO CKAHYBAaHHS MOPTIB CHCTEeMH

3anoBHUTH 1A0JIOH 3BITY MPO NOAiI0 iHpOopMariiftHoi 6e3nexku (Tadi.l).

Tabmuus 1. Habson 3BiTy npo noxii indopMartiiiHoi 0e3neku

3BIT ITPO NMOAIi IHGOPMAIIIMHOI BE3ITEKA

1. lara nomii

2. Homep moii

3. Inentudixamiiini
HOMEpU  BIJMOBIIHOT

(HamaeTbCst dbaxiBiem oA Ta/abo
ISIRT) IHIUJICHTY (six110
3aCTOCOBHE)
4. PEKBI3UTH OCOBMU, 1110 3BITYE
4.1 Im's Ta ipizBHIIEe 4.2 Anpeca
4.3 Opranizaiis 4.4 Bingin
4.5 Tenedon 4.6 E-male

5. OIIUC TTO/11i IHGOPMAIIMHOI BE3IIEKU

5.1 Omwc moxii:
o 1o cranocs.
o ‘KM YHMHOM cTanocs.
¢ Yomy Tak cranocs.
o SIKi KOMITOHEHTH/aKTHBH ITiJIaJNCh BILTUBY.
o OriHKa BIUIMBY Ha JIsUTLHICTH OpraHi3arfii.
o Bynp-siKi BUSABJICHI BPa3JIUBOCTI

6. JJETAJII TOJIIT IH®OPMAIIIMHOI BE3ITEKU

6.1 JlaTa Ta yac mosii

6.2 JlaTa Ta yac BUSIBIICHHS ITO11

6.3 JlaTa Ta 9ac MoBiJOMIICHHS PO MO0

6.4 Um BiAMOBiAL HAa II0 TOMII0 YyCYHYIa
Hebe3neKy?

TAK O HI O (mo3naute BiAmoOBigHE)

6.5 SIkmo Tak. BKaxiTh, CKUIBKM 4acy TpHUBaia
no1ist (y JTHSX/TOAMHAX/XBUIMHAX )

3amaua 2.

1. HanamtyBaTH ayuT BXOAY KOPHCTYBaya B CHCTEMY.
2. Bsectn gexinbka pa3 HenpaBWIBHHK Napoib mpu Bxoai 1o OC Windows.
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3. BusBuTH iHAuKaTOpH iHOHMIACHTY iH(OpMauiiHOI Oe3MeKn Ta 3allOBHUTH 3BIT IIOAO MOJil iHopMariiHol

Oe3IeKu.
Buxonanusa.

Yepes psaok nouryky Biakputn HamamryBanus rpynosoi nonituku (Edit group policy) (puc. 10).

IHTepHerTi
[AokymeHTn (3+)

Manku (2+)

£ d

Yci Mporpamu [okymeHTn HacTpoiiku Beb Joaatkoso \V/ Biaryk
Haiikpalua BiAnNoBiaHiCTb

p Edit group policy N

-] MaHenb KepyBaHHA T ‘
Mporpamu  —
& Google Chrome > Edit group policy

MNaHenb KkepyBaHHA
Groove Music >
{5 Solitaire & Casual Games >
7 Biakputun

Mpono3uuii ans nowyky
/O g - MepernsHyT pesynbTaTv NOWYKY B S

Puc. 10. Binkputrrst Hanamrysanns rpynosoi nosairuku (Edit group policy)

VY posaini Kondiryparis kommn’torepa — Hanamrysanns Windows — Security Settings — Advanced
Audit Policy Configuration — ‘System Audit Policies - Local Group Policy Object’ - Account Logon
kIukHyTH Ha mapameTrp Audit Credential Validation Ta HamamrTyBaTH ayAauT BIAIMX Ta HEBAAIHMX
nepeBipoK aBTEHTU(IKaIHHUX JaHUX KOPHCTyBaya IpH BXoJiy cucremy (puc. 11).

®aiin i
o« 2m

Burnaa  [osiaka

H

1 Audit Credential Validation — snactusocrti

Policy  Explain

[ Nonitvka flokansHuii komn'toTep
v & Kondirypauis komn'totepa
HanawrtyeaHHs nporpamHoro 3abesneyeHHs
v HanawrysanHa Windows
| Name Resolution Policy
Scripts (Startup/Shutdown)
9 Deployed Printers
v & Security Settings

4 Account Policies

A Local Policies
| Windows Defender Firewall with Advanced Security
_ Network List Manager Policies

Public Key Policies
| Software Restriction Policies
Application Control Policies
S IP Security Policies on Local Computer
v Advanced Audit Policy Configuration
v 1% System Audit Policies - Local Group Policy Object
J Account Logon
:5 Account Management

Subcategory Audit Events 4 P TN
I Audit Credential Validation Success and Failure

| Audit Kerberos Authentication Service Not Configured

55| Audit Kerberos Service Ticket Operations Not Configured Configure the following audit events

% Audit Other Account Logon Events Not Configured

Success
Failure

Puc. 11. HanamryBaHHs ayAuTy BAAJHMX TAa HeBAAJINX NepPeBipoK aBTeHTH(PikamiHHUX JaHUX
KOPHCTYBAa4a NIPH BXOAiy CHCTeMY

[Ticnsa gexinbkoxX cmpo® BBEACHHS HENPAaBWIBHOTO Mapoiio (puc.l12) yepes psoK MOMIYKY
BinkputH llepernsnau moxiit (Event Viewer) — Windows Log — Security Ta 3HaiiT HeBmami crpoou

BBOJY napouito (puc. 13).



IEUser

The password is incorrect: Try again.

Puc. 12. Pe3yabTaT BBeJeHHS HENIPABWIBLHOTO NTAPOJII0

2] Event Viewer
®Qavin  [ia  Burnaa [osiaka

o 5 HE

@ Event Viewer (Local) Security  Number of events: 24 843

v L Custom Views

W Administrative Events Keywords Date and Time Source
Y Summary page events Q*Audit Success 19.05.2023 15:24:55 Microsoft Windows security auditing.
v !_ Windows Logs a Audit Failure 19.05.2023 15:24:49 Microsoft Windows security auditing.
] Application ﬂ Audit Failure 19.05.2023 15:24:47 Microsoft Windows security auditing.
f=] Security & Audit Failure 19.05.2023 15:24:45 Microsoft Windows security auditing.
£ setup £ Audit Failure 19.05.2023 15:24:41 Microsoft Windows security auditing.
{&] system A, Audit Success 19.05.2023 15:23:54 Microsoft Windows security auditing.
) ﬂ Forwarded Events ;\__Audit Success 19.05.2023 15:23:10 Microsoft Windows security auditing.
1 Applications and Services Log | @ Audit Success 19052023 15:22:56 Microsoft Windows security auditing.
21 Subscriptions A, Audit Success 19.05.2023 15:22:56 Microsoft Windows security auditing.

<

Event 4776, Microsoft Windows security auditing.

General Details

The computer attempted to validate the credentials for an account.

Authentication Package: MICROSOFT_AUTHENTICATION_PACKAGE_V1_0
Logon Account:  IEUser

Source Workstation: MSEDGEWIN10

Error Code: 0xCO00006A
Log Name: Security
Source: Microsoft Windows security : Logged: 19.05.2023 15:24:49
Event ID: 4776 Task Category: Credential Validation
Level: Information Keywords: Audit Failure
User: N/A Computer: MSEDGEWIN10
OpCode: Info

More Information: Event Log Online Help

Puc. 13. 3anucu :xypHaay noaii npo HepaaJi cnpodu BXoay y CHCTeMy

3anoBHUTH 1A0JIOH 3BITY MPO NOAiI0 iHpOopMariiftHoi 6e3nexku (Tadi.l).
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